Page 5



3GPP TSG RAN WG3 #69 meeting 




R3-102369
Madrid, Spain, Aug 23 - 27, 2010

Agenda item:
14.4
Source:
Nokia Siemens Networks
Title:
Issues on intra-DeNB HO optimization
Document for:
Discussion and Approval
1 Introduction
In the last RAN3#68bis meeting, the topic of "Intra-DeNB HO optimization" was discussed, with no conclusions. In [1], a solution was proposed to avoid the Path Switch procedure between the DeNB and EPC in case of intra-DeNB HO. The solution was not agreed because some security concerns were raised during the meeting. According to meeting minutes [2], the discussion on security related issues will be continued:

in the next meeting there will be a separate AI for the related security issues  
In this document, we further investigate the gain of the optimization, associated security issues and provide our views.
2 Discussion

According to the determined Architecture for Relay, the DeNB provides S1 and X2 proxy functionality between the RN and other network nodes. So, from the DeNB point of view, a UE HO between different RNs under it is inter-eNB HO though it looks like intra-eNB HO from the EPC. The X2 HO specified for Rel8/9 should be reused as much as possible for Intra-DeNB HO in order to limit the need for standardization changes. According to the X2 HO specified for Rel8/9 UE [3], during HO complete phase, the target eNB initiates Path Switch procedure to the EPC to request the switch of a downlink GTP tunnel towards a new GTP tunnel endpoint. Besides, during the process, certain eNB key derivation related parameters are updated and provided to the target eNB during the process.  
2.1 The gain of the Optimization
According to the proposed optimization in [1], the Path switch process initiated by the RN is handled by the DeNB locally. This is shown in the following figure, where the transaction with the EPC (marked in blue) is avoided. 
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                          Intra-DeNB X2 HO and optimization 
The latency of the transaction between the DeNB and EPC is estimated in the following table, where the additional handling of Patch switch transaction in the DeNB needed for the optimization is also considered. 
	Component
	Description
	Time [ms]

	Saved components
	Path switch process between the DeNB and the EPC
-path switch request transmission time from DeNB to MME, 5ms;

-processing time in MME, 5ms;

-modify bearer request transmission time from MME to S-GW, 5ms;
-processing time in S-GW, 5ms;

-modify bearer response transmission time from S-GW to MME, 5ms;
-processing time in MME, 5ms;

-path switch request ack transmission time from MME to DeNB, 5ms;


	+35ms

	Increased components 
	-additional patch switch process at the DeNB( for security context computation), 5ms;


	-5ms

	
	                                      Total Time
	30ms


Based on the above assumptions, it is estimated the optimized process can reduce the latency of HO about 30ms. The latency gain is beneficial to improve the UE perception of service delay during the HO. While, according to the X2 HO process specified for Rel8/9 UE as shown in the above figure, the Path switch procedure is initiated during HO complete phase. After HO preparation and HO execution phase, the DL and UL data between the network and the UE has already been recovered. The DL data is forwarded from the old RN to the new RN, which then forwards it to the UE, and the UL data can be forwarded directly from the UE to the new RN, which forwards it to the EPC. For Intra-DeNB HO, it should be rare for the EPC to the change the uplink termination point of the tunnels because the DeNB as the downlink tunnel termination point is not changed during the HO. So, the UL data can be forwarded to the EPC before the Patch switch request acknowledge is received. Though the old path through the old RN is not optimized compared with the new data path, the service data to/from UE can be provided. Hence, from UE service interruption point of view, the latency gain of the optimization is not critical. 
The signaling gain of the transaction between the DeNB and EPC is estimated in the following table. Two different scenarios are assumed based on the number of the DeNB per MME. Given relay is mainly used for coverage extension in Rel10, it could be expected the number DeNB is much lower than that of the eNB. In case of the 100 DeNB per MME, the saved signaling transaction is 100/sec. Usually, the signaling transaction capacity of actual deployed MME is several thousands per second. So the saving from signaling transaction point of view is not significant.  
	Number of DeNB per MME
	Number of RNs in one DeNB
	Number of Intra-DeNB HO  
(per Second)
	Number of signalling transactions per HO in MME/S-GW
	Saved signalling transaction 

	100
	10
	0.1
	1
	100/sec

	1000
	10
	0.1
	1
	1000/sec


Observation 1: The latency gain of the optimization is not critical to decrease the UE service interruption time during intra-DeNB HO.
2.2  Security Issues of Optimized Solution

According to the security specification [3] for Rel8/9 UE, the security parameter KeNB kept on the eNB is updated during the HO. In detail, the source eNB shall perform a vertical key derivation in case it has an unused {NH,NCC} pair, or a horizontal key derivation otherwise. When the MME receives a Path Switch Request, it increases its locally kept NCC value by one and computes a new NH by using the KASME and its locally kept NH value as input. The newly computed {NH, NCC} pair are sent to the target eNB in the S1 Path Switch Acknowledge command. In the optimized method suggested in [1], the DeNB handles the path switch to/from the RNs in case of intra-DeNB HO. Thus the DeNB has to maintain security parameters, such as NCC value, local NH, and KASME and compute the new {NH, NCC} pair based on these parameters. This would increase the complexity in the DeNB considerably. 
Observation 2: The optimization requires the DeNB to take additional security related works, which would increase the complexity of the DeNB.
Besides, according to existing security principles specified in [3], the KASME is never transported to an entity outside of the EPC. The optimization requires the DeNB to maintain KASME transported from the MME to compute {NH, NCC} pair. So, the transmission of the KASME from the MME to the DeNB breaches such principles.
Observation 3: Transmission of the KASME from EPC to DeNB as the pre-condition of the optimization breaches the security principle.
Moreover, because the path switch message is transmitted after the radio link handover, it can only be used to provide keying material for the next handover procedure and target eNB. From the DeNB point of view, it is difficult to forecast if the next HO is an intra-DeNB HO or inter-DeNB HO. In case the next HO is inter-DeNB HO to a neighboring eNB/DeNB, it is the MME that maintains the related security parameters, such as NCC, NH values, and KASME to generate new {NH, NCC} pair for the continuing X2 HO from the eNB. If the security parameters are maintained in the DeNB during intra-DeNB HO and maintained in the MME during inter-DeNB HO, the synchronization of these parameters between the MME and the DeNB would be a new issue. To solve the issue, more specification work is needed.
Observation 4: The optimization requires additional specification work to solve the security parameters synchronization issue between the MME and the DeNB during intra-DeNB and inter-DeNB HO.
Based on above observations, the following is proposed.

Proposal: Not to support optimization method through which the DeNB handles the path switch to/from the RNs locally in case of intra-DeNB HO.  
3 Conclusion
In this document we discussed forth and back data forwarding and gave the following proposal:

Proposal: Not to support optimization method through which the DeNB handles the path switch to/from the RNs locally in case of intra-DeNB HO.  

4 References

[1] R3-101882, " Discussion on necessity of Path Switch procedure ", CATT, CMCC.

[2] RAN3#AH_Draft_Minutes_v1.doc
[3] TS33.401, "3GPP System Architecture Evolution: Security Architecture", 3GPP
[4] TS36.300, "Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description", 3GPP
[5] TS 36.413: "Evolved Universal Terrestrial Radio Access Network (E-UTRAN); S1 Application Protocol (S1AP)", 3GPP















































































4/4


_1341399850.doc


DeNB







5. End marker







5. End marker







Downlink data







7 Release Resource







6 Path Switch Request Ack







4 Modify Bearer Response







2 Modify Bearer Request







1 Path Switch Request







Uplink data







Downlink data







Forwarding of data







Handover preparation







Downlink and uplink data







Handover execution







Target RN







MME







PDN GW







Serving GW







Source RN







UE







Handover completion 







3a Modify Bearer Request







3b Modify Bearer Response







(A)







6 Path Switch Request Ack







1 Path Switch Request












