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5
Functions for HNB access

5.1
HNB functions for HNB access

5.1.1
UE Registration

5.1.1.1
General

The UE Registration Function for HNB provides means for the HNB to convey UE identification data to the HNB-GW in order to perform access control or membership verification for the UE in the HNB GW.  The UE Registration also informs the HNB-GW of the specific HNB where the UE is located.

The following sections illustrate the case when the HNB registers a specific UE with the HNB-GW. The registration is triggered when the UE attempts to access the HNB via an initial NAS message (e.g.., Location Updating Request) and there is no context in the HNB allocated for that UE.

5.1.1.2
UE Registration: case of non CSG UEs or non CSG HNBs
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Figure 5.1.2-1. UE Registration for non CSG UEs or non CSG HNBs.

1.
Upon camping on the HNB, the UE initiates an initial NAS procedure (e.g. LU Procedure) by establishing an RRC connection with the HNB. UE identity, UE capabilities and Establishment Cause, are reported to the HNB as part of the RRC Connection establishment procedure.

2.
The UE then transmits a RRC Initial Direct Transfer message carrying the initial NAS message (e.g. Location Updating Request message) with some form of UE identity. 

3.
The HNB checks the UE capabilities provided in step 1, and if these indicate that CSG is not supported, or the HNB itself does not support CSG, and if the identity of the UE (provided during RRC Connection Establishment) is unknown at the HNB being accessed, i.e. no Context id exists for the UE, the HNB initiates UE registration towards the HNB-GW (step 5-7). Before starting the UE Registration procedure, the HNB triggers the Identification procedure (step 3) asking the UE for its IMSI, unless that identity has been provided during the RRC Connection Establishment or optionally if it is an emergency call. If the HNB has a context id for the UE, the UE registration procedure is not performed nor is the Identification procedure. 

4.
The HNB may optionally perform access control or membership verification based on the provided IMSI and the provided Allowed IMSI list. If the UE requests emergency services it shall always be admitted to the cell.
5.
The HNB attempts to register the UE on the HNB-GW by transmitting the UE REGISTER REQUEST. The message contains at a minimum: 

-
UE Identity: a unique identity for the UE provided in step 1 or 3. 

-
UE Capabilities: derived from that provided in step 1. 

· Registration Cause: the indication about a UE registration for an emergency call.

NOTE:
The UE Identity provided in the HNBAP UE REGISTER REQUEST message is unauthenticated. 

6.
The HNB-GW checks the UE capabilities and the Registration Cause. If the UE capabilities indicate that CSG is not supported or if the HNB does not support CSG, the HNB-GW shall perform access control or membership verification for the particular UE attempting to utilize the specific HNB. If the UE requests emergency services it shall always be admitted to the cell.

7.
If the HNB-GW accepts the UE registration attempt it shall allocate a context-id for the UE and respond with an HNBAP UE REGISTER ACCEPT message, including the context-id, to the HNB. For non-CSG UEs, the HNB-GW may also include the CSG Membership Status in the HNBAP UE REGISTER ACCEPT message. If the HNB-GW chooses not to accept the incoming UE registration request then the HNB-GW shall respond with an HNBAP UE REGISTER REJECT message.

8.
The HNB then sends an RUA CONNECT message containing the RANAP Initial UE message.

9.
The reception of the RUA CONNECT message at the HNB-GW triggers the setup of an SCCP connection by the HNB-GW towards the CN. The HNB-GW then forwards the RANAP Initial UE Message to the CN. 

10.
The CN responds with an SCCP Connection Confirm message. 
10a. The HNB-GW shall additionally utilize a CN assisted method if available (e.g. using IMSI provided in the COMMON ID message), to alleviate the security risks associated with spoofing of IMSI and can subsequently trigger a UE deregistration upon detection of such an event.
11.
The UE continues with the NAS procedure (e.g. Location Updating procedure) towards the CN, via the HNB and the HNB-GW.

5.1.1.3
UE Registration: case of CSG UEs and CSG or Hybrid HNBs

This call flow assumes that the Core Network is able to perform access control on the basis of Closed Subscriber Groups.
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Figure 5.1.3-1. UE Registration for CSG UEs and CSG or Hybrid HNBs.

1.
Upon camping on the HNB, the UE initiates an initial NAS procedure (e.g. LU Procedure) by establishing an RRC connection with the HNB. UE identity and UE capabilities are reported to the HNB as part of the RRC Connection establishment procedure.

2.
The UE then transmits a RRC Initial Direct Transfer message carrying the initial NAS message (e.g. Location Updating Request message) with some form of identity (e.g. IMSI or TMSI, ..).

3.
The HNB checks the UE capabilities provided in step 1, and if these indicate that CSG is supported and if the identity of the UE (provided during RRC Connection Establishment) is unknown at the HNB being accessed, i.e. no Context id exist for the UE, the HNB initiates UE registration towards the HNB-GW (steps 4-6). If the HNB has a context id for the UE, UE registration procedure is not performed. No Identification procedure is triggered, independent of the identity reported by the UE during the RRC Connection Establishment.

4.
The  HNB attempts to register the UE on the HNB-GW by transmitting the UE REGISTER REQUEST. The message contains:

-
UE Identity: a unique identifier for the UE and provided in step 1.

-
UE capabilities: derived from that provided in step 1.

· Registration Cause: the indication about a UE registration for an emergency call.

NOTE:
The UE IMSI/TMSI provided in the UE REGISTER message is unauthenticated. 

5.
The HNB-GW checks UE capabilities and if these indicate that CSG is supported and if the HNB supports CSG,  the HNB-GW may accept the UE registration and allocate a context-id for the UE.

6.
The HNB-GW responds with a UE REGISTER ACCEPT message back to the HNB including a context-id allocated to the UE

7.
The HNB then sends a RUA CONNECT message containing the RANAP Initial UE message. The RANAP Initial UE message may contain the Cell Access Mode.

8.
The reception of the RUA CONNECT message at the HNB-GW triggers the setup of an SCCP connection by the HNB-GW towards the CN. The HNB-GW then forwards the Initial UE Message including the CSG id of the HNB.

9.
The CN responds with an SCCP Connection Confirm message.

10.
The CN may optionally perform Mobility Management procedures, e.g. Authentication procedure.

11.
The CN performs access control (in case of CSG cells) or membership verification (in case of Hybrid cells) of the UE.

12.
After being granted access the UE then continues with the NAS procedure (e.g. Location Updating procedure) towards the CN, via the HNB and the HNB-GW. During such procedures the CN may send to the HNB the UE membership status for the accessed cell in the COMMON ID message.

5.1.1.4
HNB-GW  triggered UE Registration

The following section describes the mechanism, which is used to manage UE registration and associated context IDs for the scenarios based on HNB-GW triggered setup of UE-associated Signaling Connection.

In this mechanism, the RUA Connect message is used for transporting the first RANAP message resulting in network triggered setup of UE-associated Signaling Connection (e.g. RANAP Relocation Request).
[image: image3.emf]Target

HNB

HNB-GW

1. Determine Target HNB

2. RUA CONNECT (UE Context Id, CN 

domain, RANAP Relocation Request)

3a) Implicit UE Registration

3b) Allocate resources for relocation

4. RUA DIRECT TRANSFER (UE Context Id, 

CN domain, RANAP Relocation Request Ack)

0. Relocation Trigger


Figure 5.4.1-1. HNB-GW Triggered UE Registration

The above call flow assumes that the HNB-GW receives a trigger for inbound relocation for a UE (e.g. RANAP Relocation Request message from the CN) as shown in step 0.

1. The HNB-GW receives a RANAP message and determines the target HNB

2. The HNB-GW sends the RANAP message encapsulated in the RUA Connect message to the target HNB.  The RUA Connect Message may contain the CSG Membership Status IE

3. The HNB-GW and the target HNB perform an implicit registration (i.e. HNB-GW establishes a UE specific Context Identifier to be used between the HNB and the HNB-GW) for the incoming UE session. The HNB also allocates the appropriate resource for handling the request in the RANAP message.

4.
The RANAP reply message from the HNB to the HNB-GW is encapsulated in the RUA Direct Transfer message.

5.1.1.5
UE Registration: case of Open Access HNBs
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Figure 5.1.3-1. UE Registration to open access HNBs.

1.
Upon camping on the HNB, the UE initiates an initial NAS procedure (e.g. LU Procedure) by establishing an RRC connection with the HNB. UE identity and UE capabilities are reported to the HNB as part of the RRC Connection establishment procedure.

2.
The UE then transmits a RRC Initial Direct Transfer message carrying the initial NAS message (e.g. Location Updating Request message) with some form of identity (e.g. IMSI or TMSI).

3.
If the identity of the UE (provided during RRC Connection Establishment) is unknown at the HNB being accessed, i.e. no Context id exist for the UE, the HNB initiates UE registration towards the HNB-GW (steps 4-6). If the HNB has a context id for the UE, UE registration procedure is not performed. No Identification procedure is triggered, independent of the identity reported by the UE during the RRC Connection Establishment.

4.
The  HNB attempts to register the UE on the HNB-GW by transmitting the UE REGISTER REQUEST. The message contains:

-
UE Identity: a unique identifier for the UE and provided in step 1.

-
UE capabilities: derived from that provided in step 1.

· Registration Cause: the indication about a UE registration for an emergency call.

NOTE:
The UE IMSI/TMSI provided in the UE REGISTER message is unauthenticated. 

5.
The HNB-GW may accept the UE registration and allocate a context-id for the UE. 
6.
The HNB-GW responds with a UE REGISTER ACCEPT message back to the HNB including a context-id allocated to the UE

7.
The HNB then sends a RUA CONNECT message containing the RANAP Initial UE message. 

8.
The reception of the RUA CONNECT message at the HNB-GW triggers the setup of an SCCP connection by the HNB-GW towards the CN. The HNB-GW then forwards the Initial UE Message to the Core Network.

9.
The CN responds with an SCCP Connection Confirm message.

10.
The CN may optionally perform Mobility Management procedures, e.g. Authentication procedure.

11.
After being granted access the UE then continues with the NAS procedure (e.g. Location Updating procedure) towards the CN, via the HNB and the HNB-GW.
5.1.2
HNB Registration

5.1.2.1
General

The following section illustrates the case when the HNB registers with the HNB-GW. The HNB registration procedure serves the following purposes:

-
It informs the HNB-GW that a HNB is now available at a particular IP address. 

5.1.2.2
HNB Registration procedure
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Figure 5.2.2-1. HNB Registration procedure.

1.
HNB initialization is performed to obtain HNB configuration from the HNB Management System (HMS). Similarly, HNB-GW discovery is performed to obtain the initial serving HNB-GW information. 

2.
The HNB establishes a secure tunnel to the SeGW of the serving HNB-GW. 

NOTE: 
This step may be omitted if the secure tunnel happens to be the same tunnel that is already established to contact the HMS. 
3.
The HNB sets up an SCTP transport session to a well-defined port on the serving HNB-GW. 

4.
The HNB then attempts to register with the serving HNB-GW using an HNB REGISTER REQUEST message. The message contains:

a.
HNB Location Information: The HNB provides location information via use of one or more of the following mechanisms:

i.
detected macro-cell coverage information (e.g. GERAN or UTRAN cell information) 

ii.
geographical co-ordinates (e.g. via use of GPS, etc)

iii.
Internet connectivity information (e.g. IP address), provided, the resulting location information is at least as accurate as location determination based on macro-cell coverage information, whether or not there is macro cell-coverage available at the location of the HNB (e.g. as determined by point i above).

b.
HNB Identity: the HNB has a globally unique and permanent identity. 

c.
HNB Operating Parameters: Such as the selected LAC, RAC, SAC, PLMN Id, Cell Id, etc. 
d.
HNB operating mode (optional): HNB CSG-id or access mode (open, closed or hybrid).

5a.
The HNB-GW may use the information from the HNB REGISTER REQUEST message to check whether the HNB registration can be accepted (e.g. to check whether a particular HNB is allowed to operate in a given location, etc). If the HNB-GW accepts the registration attempt it shall respond with a HNB REGISTER ACCEPT message. If the HNB-GW has capability to de-multiplex, the HNB-GW may include a mux port in the HNB REGISTER ACCEPT message.

5b.
Alternatively, the HNB-GW may reject the registration request (e.g. due to network congestion, blacklisted HNB, unauthorized HNB location, etc). In this case, the HNB-GW shall respond with an HNB REGISTER REJECT indicating the reject cause.

NOTE:
The HNB shall start broadcasting only after successful registration with the HNB-GW.

5.1.3 
HNB-GW Discovery Function

5.1.3.1
General

The HNB-GW Discovery Function provides the means to determine the address of the Serving HNB-GW for a particular HNB. The HNB will use the Serving HNB GW address to register with the Serving HNB-GW.   
5.1.4
HNB de-registration Function

5.1.4.1
General

The HNB de-registration Function provides the means to terminate the HNB operation. The HNB de-registration can be initiated by either the HNB or the HNB-GW. 
5.1.5
Iuh Disconnect

5.1.5.1
General

The following section illustrates the scenario where an UE-associated signaling connection is released across the Iuh. In this scenario the HNB is responsible for initiating the release of the UE-associated signaling connection via the RUA disconnect message. The HNB-GW is then responsible for co-ordinating the release of the UE-associated  signaling connection with the corresponding Iu connection, which will be triggered by the CN.

5.1.5.2
Iuh Disconnect procedure
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1.
Establish connection between UE and network.  Procedure in Section 5.1.

2.
CN sends a RANAP Release Iu connection command message to the HNB-GW

3.
HNB-GW forwards this message to the relevant HNB

4.
HNB triggers the release of the RRC connection to the UE. In this case a single Iu connection had been established for the UE

5.
HNB sends a Disconnect message to the HNB-GW to indicate that this is the end of this particular UE-associated signaling connection and includes the RANAP Release Iu Connection Complete message. 

6.
HNB-GW forwards the RANAP message onto the CN.

7.
CN triggers the release of the associated SCCP connection

8.
HNB-GW confirms that the SCCP connection is released

9.
Optionally the HNB can de-register the UE context from the HNB-GW. 

5.1.6
CS user plane multiplexing

If the HNB-GW had signalled on the HNB REGISTER ACCEPT a mux port and if the HNB has capability to support CS user plane multiplexing, the HNB may send the multiplexed packets to the mux port at the HNB-GW. 

The HNB, for the same UE, shall not send multiplexed packets over multiple ports. i.e, once the HNB chooses to multiplex CS user plane packets for a given UE on the uplink, it shall send those multiplexed packets only to the assigned mux port on the HNB-GW. For those UEs whose CS user plane packets are not being multiplexed, the HNB shall send packets only to the port number assigned via RAB assignment request. 

When the HNB-GW receives multiplexed packet, it shall de-multiplex before sending them to the CN.

5.1.7
CSG Subscription Expiry

Case of CSG UEs:

If the CN has signalled CSG membership update to the HNB:

-   If the UE is served by a CSG cell, and is no longer a member of the CSG cell, the HNB may initiate a handover to another cell. If the UE is not handed over, or handover is not initiated, the HNB should request the release of Iu connection (s) with an appropriate cause. The CN initiates Iu release after a configurable time, if the UE is not handed over or released by the CSG cell [10].

- 
If the UE is served by a Hybrid cell, the HNB may use the new membership information to perform differentiated treatment for member and non-member UEs. 

Case of non-CSG UEs:

If the HNB GW has signalled CSG membership update to the HNB:

-
If the UE is served by a CSG cell, and is no longer a member of the CSG cell, the HNB may initiate a handover to another cell. If the UE is not handed over, or handover is not initiated, the HNB should request the release of Iu connection (s) with an appropriate cause.  The HNB-GW shall initiate UE De-Registration after a configurable time, if the UE is not handed over or released by the serving HNB. 

-   If the UE is served by a Hybrid cell, the HNB may use the new membership information to perform differentiated treatment for member and non-member UEs.
5.2
UTRAN functions for HNB access
5.2.1 General

The UTRAN functions for the HNB access is split between HNB and HNB GW based on the functionality split table 4-2-1. In general, UE dedicated RANAP signalling messages will be relayed encapsulating in the RUA messages by the HNB GW, though some RANAP messages are intercepted at the HNB GW and the message contents are stored at the HNB GW for the RAB establishment and management functions. 
For common procedures, like e.g. Reset, Reset Resource, Overload, the following principle should apply: The applicability of these procedures is only valid either between 3G HNB and 3G HNB GW or 3G HNB GW and CN, but not at all between 3G HNB and CN. 
5.2.2
RAB management Functions
The establishment, modification or release of a RAB is performed between the HNB and the CN based on the description in TS 25.413. However, the HNB GW stores the RAB parameters exchanged on the RANAP messages for the RAB establishment and management functions.
5.2.3 
Paging Optimization Function

5.2.3.1
General

The paging optimization function provides the means to decrease the impact of a paging load over Iuh (for example, via the use of knowledge about the UE Registration or its CSG Id List in the PAGING message).

5.2.4
Mobility management Functions
5.2.4.1
HNB to HNB Mobility 

5.2.4.1.1
General

The following sub-sections describe the mechanism for handling the intra HNB-GW intra CSG mobility signaling.
5.2.4.1.2
Connected mode mobility from one HNB to another HNB (Intra HNB-GW, Intra CSG)





5.2.4.2
Inbound Mobility to HNB

5.2.4.2.1
General

The following sub-sections describe the mechanism for handling the inbound mobility to HNB. 

5.2.4.2.2
Connected Mode Inbound Mobility for CSG UEs to CSG HNBs or to Hybrid Cells

The following figure and accompanying steps describe the inbound mobility procedure for Rel-9 CSG UEs, when the Source RAN supplies to the Core Network a CSG id associated with the target HNB. The following is assumed:

· UE is Rel-9 CSG capable and SIB-reading capable.

· UE is able to provide in the RRC measurement report the cell identity and the CSG-Id (if requested) of the target HNB. 

· The Source RAN is able to determine the Cell Access Mode of the target HNB.
NOTE: It is assumed that the network knows whether the target cell is a hybrid cell, e.g. by PSC range for hybrid cells.
· Core network is Release-9 CSG capable and is able to perform access control or membership verification for relocated  CSG UE.

· The HNB-GW is able to route the incoming relocation to the appropriate target HNB using the target cell identity provided in RANAP RELOCATION REQUEST (i.e. Target Cell Id is unique for a HNB in a given HNB-GW)
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Figure 5.9.2-1: Connected Mode inbound mobility for CSG UEs to CSG HNB or Hybrid Cell

1.
 The UE is triggered  to send an RRC Measurement Report by the rules set by the UTRAN. The Measurement Report includes the Cell Identity, CSG id (if requested) of the target HNB.

2.
The Source RAN node makes a decision to relocate the UE session.

3.
The source RAN triggers relocation of the UE session by sending the RANAP RELOCATION REQUIRED message to the Core Network.  The target RNC-Id, CSG id, Target Cell Id and – for relocation to a hybrid cell – Cell Access Mode information along with relocation information are included by the source RAN in the RANAP RELOCATION REQUIRED message. 
4.
 If the target cell is a CSG HNB, the Core Network performs access control on the basis of the CSG ID associated with the target cell, as reported to the Core Network [9]. Otherwise (if the target is a Hybrid Cell), the Core Network performs membership verification and fills the CSG Membership Status IE in step 5 to reflect the UE’s membership to the target cell. 
5. 
The HNB-GW receives a RANAP RELOCATION REQUEST message from the Core Network, including the CSG id, Target Cell Id and – for relocation to a hybrid cell – CSG Membership Status.

6.
The steps for HNB-GW Triggered UE Registration are executed between the HNB-GW and the HNB. The HNB-GW/HNB validates the CSG id received in the RANAP RELOCATION REQUEST message.  
7.
The remainder of the relocation procedure continues normally as documented in [9], [10]

Note: Steps 2 to 7, as appropriate, are repeated for the second CN domain when present with the following exceptions. The relocation of the 2nd domain shall not trigger an additional registration. The 2nd RANAP Relocation Request shall be carried as RUA Direct Transfer. There is only one Context Id assigned to the UE regardless of the number of domains relocated from the source RAN. 
5. 2.4.2.3
Connected Mode Inbound Mobility for non-CSG UEs to CSG HNBs or to Hybrid Cells

The following figure and accomanying steps describe the inbound mobility procedure for non-CSG UEs, when the Source RAN is able to identify the target HNB. The following is assumed:

· UE is non-CSG capable not able to read SIBs for CSG inbound mobility purposes. 
· The HNB-GW is able to perform access control or membership verification for the  UE.

· The HNB-GW is able to route the incoming relocation to the appropriate target HNB.
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Figure 5.9.3-1: Connected Mode inbound mobility for non-CSG UEs to CSG HNB or Hybrid Cell

1.
 The UE is triggered to send an RRC Measurement Report by the rules set by the UTRAN. 

2.
The Source RAN node makes a decision to relocate the UE session.

3.
The source RAN triggers relocation of the UE session by sending the RANAP RELOCATION REQUIRED message to the Core Network.  The target RNC-Id and Target Cell Id are included by the source RAN in the RANAP RELOCATION REQUIRED message.  The source RAN shall not include target CSG ID and the Cell Access Mode in the RELOCATION REQUIRED message.
4.
 The Core Network shall not perform any access control or membership verification for the UE and it shall not include target CSG ID and CSG Membership Status in the RELOCATION REQUEST message. 
5. 
The HNB-GW receives a RANAP RELOCATION REQUEST message not including the target CSG ID and the CSG Membership Status. The HNB GW shall perform access control  (in case of CSG cells) or membership verification (in case of Hybrid cells) for the UE.  If the relocation is towards a hybrid cell the HNB GW may include the CSG Membership Status in the RUA Connect message.
6.
The steps for HNB-GW Triggered UE Registration are executed between the HNB-GW and the HNB.  
7.
The remainder of the relocation procedure continues normally as documented in [9], [10]

Note: Steps 2 to 7, as appropriate, are repeated for the second CN domain when present with the following exceptions. The relocation of the 2nd domain shall not trigger an additional registration. The 2nd RANAP Relocation Request shall be carried as RUA Direct Transfer. There is only one Context Id assigned to the UE regardless of the number of domains relocated from the source RAN.
5. 2.4.2.4Connected Mode Inbound Mobility to open access HNBs 

The following figure and accompanying steps describe the inbound mobility procedure when the Source RAN is able to identify the target HNB. The following is assumed:
· The HNB-GW is able to route the incoming relocation to the appropriate target HNB.
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Figure 5.9.4-1: Connected Mode inbound mobility to open access HNBs
1.
The UE is triggered to send an RRC Measurement Report by the rules set by the UTRAN. 

2.
The Source RAN node makes a decision to relocate the UE session.

3.
The source RAN triggers relocation of the UE session by sending the RANAP RELOCATION REQUIRED message to the Core Network.  The target RNC-Id and Target Cell Id are included by the source RAN in the RANAP RELOCATION REQUIRED message.  The source RAN shall not include target CSG ID and the Cell Access Mode in the RELOCATION REQUIRED message.
4.
 The Core Network shall not perform any access control or membership verification for the UE and it shall not include target CSG ID and CSG Membership Status in the RELOCATION REQUEST message. 
5. 
The HNB-GW receives a RANAP RELOCATION REQUEST message not including the target CSG ID and the CSG Membership Status. 
6.
The steps for HNB-GW Triggered UE Registration are executed between the HNB-GW and the HNB.  
7.
The remainder of the relocation procedure continues normally as documented in [9], [10]

Note: Steps 2 to 7, as appropriate, are repeated for the second CN domain when present with the following exceptions. The relocation of the 2nd domain shall not trigger an additional registration. The 2nd RANAP Relocation Request shall be carried as RUA Direct Transfer. There is only one Context Id assigned to the UE regardless of the number of domains relocated from the source RAN.









5.2.5
Data Volume Reporting

The data volume reporting function is used to report the volume of unacknowledged data to the CN. This function shall be in the peformed by the HNB GW.

5.2.6
UE Tracing

This feature allows tracing of various events related to the UE and its activities. This function shall be in the peformed by the HNB. The HNB GW shall store the Trace related RANAP parameters via exchanged in the RANAP signalling messages.
5.2.7
Location reporting function

The positioning function performs the determination of the geographical position for an UE. The location reporting function transfers the positioning information between the UTRAN and the CN according to CN commands. This function involves HNB GW and CN.
5.2.8
Security Functions

The radio interface shall be ciphered/integrity protected upon request of the Core Network.. The ciphering/ integrity protection shall be done within UTRAN at the HNB. However, the HNB GW shall store the ciperhing and integrity protection related RANAP parameters via exchanged in the UE dedicated RANAP signalling messages.
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