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1. Introduction

During Release 8 standardisation work the UE registration procedure for non CSG UEs was standardised. The access control is located in the HNB GW for such UEs. The IMSI spoofing problem was also addressed and considered in Stage 2 by the following sentence:

NOTE:
The HNB-GW may additionally utilize a CN assisted method (e.g. using IMSI provided in the COMMON ID message) to alleviate the security risks associated with spoofing of IMSI by the UE and can subsequently trigger a UE deregistration upon detection of such an event.

2. Discussion

The discussion on this issue in Rel8 was that the COMMON ID procedure is an optional procedure; therefore it was decided to have a note with “may”. 
Anyway the problem with IMSI spoofing is seen by the operator as a big concern and may heavily impact the introduction of the HNBs and later on impact the HNB business. By verifying the IMSI e.g. using the common ID method, in case HNB is compromised for the purposes of eavesdropping or masquerade, an attacker can only eavesdrop or masquerade on mobiles that have been legitimately added to the whitelist. For closed mode femto deployments with legacy Non CSG UEs, this significantly reduces the impact of an HNB compromise, and the incentive to compromise the HNB in the first place. For further background on the need for the IMSI check, please see SA3 LS, S3-090335.
Moreover in Rel9 it was agreed that Common Id procedure will be used to deliver CSG Membership Status IE, which means that the HNB GW needs to support this procedure for Inbound HO anyway. 

In case the Common ID leads to triggering of UE De-Registration procedure, the new cause is needed to be introduced into UE De-Registration procedure. The corresponding CR is available in R3-092718 

3. Conclusion

Taking into account the above arguments, Vodafone would like to propose the following changes to 25.467:

· To move the Note:

NOTE:
The HNB-GW may additionally utilize a CN assisted method (e.g. using IMSI provided in the COMMON ID message) to alleviate the security risks associated with spoofing of IMSI by the UE and can subsequently trigger a UE deregistration upon detection of such an event.

Into procedural text of UE registration procedure in 25.467 and make the IMSI check mandatory.
· To add a new cause value into UE De-Registration procedure as described in R3-092718.
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