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1. Introduction
As it has been agreed in the last RAN3#65 meeting, the possible mechanisms of the Un interface security for Relay architecture need to be described in a new TR (TR 36.806) [1]. 
This document describes the possible ways of applying Un security in the existing alternative of relay architecture in the form of text proposal for the intended TR document and proposes to send this content to SA3 for technical checking. 

2. Proposal

We propose for RAN3 to discuss contents of the following text proposal, and send this to SA3 for technical review as in [2] before including the text proposal to the relevant TR.
Beginning of text proposal
2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
3GPP TD RP-090735: "Revised SID on LTE-Advanced". 
[xx]
3GPP TS 36.323: “Packet Data Convergence Protocol (PDCP) specification”. 

[yy]
3GPP TS 33.210: “3G Security; Network Domain Security; IP network layer security”. 
Skip unchanged text
3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

DeNB
Donor eNB
DS
DiffServ

RN
Relay Node
NDS
Network Domain Security

NDS/IP
NDS for IP based protocols

SEG
Security Gateway
Skip unchanged text
6
Backhaul aspects

6.x
Security aspects

6.x.1
Security for Relay architecture
6.x.1.1
General aspect on Un security for Relay architecture
Relaying functionalities shall support the TNL of S1-MME and S1-U interface, and hence a function to ensure the secure transport over the Un interface needs to be defined. Since it is considered that a RN can be seen both as a UE and as an eNB in the network, for Un interface, AS security provided by PDCP [xx], or network domain security provided by NDS/IP [yy] or their combination could be applied. In the typical network deployment, the SEG within the operator network is implemented as standalone node in order to gain the concentration effect. In this document SEG to secure DeNB and the EPC node is named ‘native SEG’. 

Therefore, based on the abovementioned RN roles, the security over the Un interface is ensured by AS security and/or NDS/IP, respectively in the different layer illustrated in Figure 6.x.1.1-1.
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Figure 6.x.1.1-1: General aspect on Un security
6.x.1.2
Alternative 1

Figure 6.x.1.2-1 shows possible options on the Un interface security in alternative 1 taking C-plane architecture for instance. In this alternative, the native SEG is responsible for the secure transport between the DeNB and the RN’s EPC (P/S-GW). There are following three options: 
· Option 1-1: NDS/IP and AS security over the Un interface

In this option, Un PDCP provides AS security for upper layers. In addition, IP transport provides TNL security between the RN and the MME utilizing NDS/IP. 

Since the native SEG is not responsible for the secure domain between the RN and the MME, another SEG is needed to process the IPsec for that domain.

· Option 1-2: AS security over the Un interface
In this option, link by link security is provided by Un PDCP between the RN and the DeNB, and NDS/IP between the DeNB and the RN’s P/S-GW. However, the issue in this option is that the S1-AP/SCTP/IP packets delivered between the RN’s P/S-GW and the MME can not be encrypted. Although considering that both the RN’s P/S-GW and MME are nodes deep within the operator’s NW, the link can be considered as secure.

Since the secure domain for which the native SEG is responsible is in accordance with the domain in which NDS/IP serves secure transport, the native SEG can be re-used. 
· Option 1-3: NDS/IP over the Un interface
In this option, the secure IP transport is provided by NDS/IP between the RN and the MME. Therefore, the secure transport over the Un interface relies on upper layer function (NDS/IP), since Un PDCP does not provide AS security for upper layers. 

For the same reason as option 1-1, another SEG is needed in this option.
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Figure 6.x.1.2-1: Un interface security options in alternative 1
6.x.1.3
Alternative 2

Figure 6.x.1.3-1 shows possible options on the Un interface security in alternative 2. In this alternative, the native SEG is responsible for the secure transport between the DeNB and the MME. There are following three options: 
· Option 2-1: NDS/IP and AS security over the Un interface

In this option, Un PDCP provides AS security for upper layers. In addition, IP transport provides TNL security between the RN and the DeNB, and the DeNB and the MME utilizing NDS/IP. 

Although the native SEG can be reused for NDS/IP traffic between the DeNB and the MME, another SEG is needed to process the IPsec between the RN and the DeNB.

· Option 2-2: As security over the Un interface

In this option, link by link security is provided by Un PDCP between the RN and the DeNB, and NDS/IP between the DeNB and the MME. 

The native SEG can be reused for NDS/IP traffic between the DeNB and the MME.

· Option 2-3: NDS/IP over the Un interface

In this option, the secure IP transport is provided by NDS/IP between the RN and the DeNB, and the DeNB and the MME. Therefore, the secure transport over the Un interface relies on upper layer function (NDS/IP), since Un PDCP does not provide AS security for upper layers.

For the same reason as option 2-1, the native SEG and another SEG are needed.
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Figure 6.x.1.3-1: Un interface security options in alternative 2
6.x.1.4
Alternative 3

Figure 6.x.1.4-1 shows possible options on the Un interface security in alternative 3. In this alternative, the native SEG is responsible for the secure transport between the DeNB and the MME. There are following two options: 
· Option 3-1: NDS/IP and AS security over the Un interface

In this option, Un PDCP provides AS security for upper layers. In addition, IP transport provides TNL security between the RN and the MME utilizing NDS/IP.

Since the native SEG is not responsible for the secure domain between the RN and the MME, another SEG is needed to process the IPsec for that domain.

· Option 3-2: NDS/IP over the Un interface

In this option, the secure IP transport is provided by NDS/IP between the RN and the MME. Therefore, the secure transport over the Un interface relies on upper layer function (NDS/IP), since Un PDCP does not provide AS security for upper layers. 

For the same reason as option 3-1, another SEG is needed in this option.
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Figure 6.x.1.4-1: Un interface security options in alternative 3
6.x.1.5
Alternative 4
Figure 6.x.1.5-1 shows possible option on the Un interface security in alternative 4. In this alternative, the native SEG is responsible for the secure transport between the DeNB and the MME. This alternative only allows a following option: 
· Option 4-1: AS security over the Un interface

In this option, link by link security is provided by Un PDCP between the RN and the DeNB, and NDS/IP between the DeNB and the MME. 

The native SEG can be reused for NDS/IP traffic between the DeNB and the MME.
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Figure 6.x.1.5-1: Un interface security options in alternative 4
End of text proposal
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