3GPP TSG-RAN WG2 Meeting #66


R3-093015
November 9-13, 2009, Jeju, Korea

Agenda item:
15.1.2
Source: 
Qualcomm Europe
Title: 
Architecture of Relay Architecture B and security aspects
Document for:
Discussion
1. Introduction

This paper discusses some security aspects of relay Architecture B in TR 36.806 v0.1.1. Relay Architecture B is illustrated in Fig. 1.
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Figure 1. Overview Architecture B

2. Discussion
2.1 Relay’s S/PGW is needed in Architecture B

The architecture diagram representing Architecture B in the TR 36.806 is shown in Figure 1. This architecture diagram does not show an S/PGW for the Relay node. However, it has been discussed in the RAN2 and RAN3 working groups that the relay in Architecture B needs to communicate with other entities than the Donor  eNB, UE’s MME and UE’s S/PGW. For example, the Relay node may need to communicate with the OA&M server, a DNS server a DHCP server. All this communication either requires IP to be terminated in the Relay node. Hence, the architecture diagram for the Relay Architecture B should show a Relay’s S/PGW.

Proposal1: The architecture diagram for Architecture B in TR 36.806 should show a S/PGW for the relay to enable communication with other nodes, e.g., OA& M server.
2.2 Relay’s MME is needed in Architecture B
The architecture diagram representing Architecture B in the TR 36.806 is shown in Figure 1. This architecture diagram does not show an MME for the Relay node. In LTE, the mechanism to authenticate a UE connecting to an eNB is to run AKA through the MME. Without such an authentication it is impossible for the eNB to differentiate a valid UE from a rouge device claiming to be a Relay node. In order to authenticate the Relay node attached to the DeNB the same AKA authentication should be used which requires an MME. Therefore, the architecture diagram for the Architecture B should include an MME for the Relay.
Proposal 2: The architecture diagram for Architecture B in TR 36.806 should show an MME for the relay to enable authentication.

2.3 Architecture B requires MME and S1-AP changes
As indicated in section 2.2 Architecture B requires a Relay’s MME to authenticate the Relay. However, it is not sufficient to simply authenticate the Relay as a regular UE. The UE profile, the MME retrieved from the HSS, should contain indication that the UE is authorized to perform Un interface functionality. Then, the MME  needs to send to the DeNB via S1-AP that this is a “special” UE which is authorized to use Un interface functionality. This indication of Un interface authority requires MME and S1-AP changes.
Proposal 3: The TR 36.806 is amended to show that Architecture B requires MME and S1-AP change to indicate the UE is allowed to use Un interface functionality.

2.4 Architecture B is Open to Security Attacks
In an LTE network the authenticity of the eNBs are provided by end to end IPSec tunnels between the MME(s) and the eNB(s) [1], [2]. The IPSec tunnels are established using the eNB certificates in the eNB. This is shown in Figure 2 below. 
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Figure 2. eNB authenticity is provided by IPSec tunnel established using the eNB certificates

For Architecture A, both eNB security and UE security is applicable as shown in Figure 3. The green line from the HSS to the USIM in the Relay’s UE, which passes through the Relay’s MME, authenticates the USIM in the Relay’s UE. In addition, the IPSec tunnel from the Relay’s eNB to the UE’s MME ensures authenticity of the Relay eNB to the operator’s Core Network. As in the case of regular eNB, the IPSec tunnel to the UE’s MME is established using the eNB certificates in the Relay eNB, which cannot be removed (unlike USIM modules). Please note, in the Architecture alternative 2 the IPSec tunnel from the MME terminated in the Relay GW function of the DeNB and then a new IPSec tunnel is established from the Relay GW (i.e. proxy MME) function of the DeNB to the Relay node. Alternatives 1 and 3 allow end to end IPSec security between the Relay and the UE’s MME, and Alternative 2 allows hop by hop IPSec security through the DeNB.
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Figure 3. Architecture A security 

In Architecture B, in communication with the UE’s MME, IP is not extended to the Relay node, rather terminated at the DeNB. As a result, IPSec cannot be used between the UE’s MME and the Relay node. Architecture B security relies solely on the USIM authentication as shown in figure 4 below.
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Figure 4. Architecture B security 

This creates two potential security holes:

· End to end IPSec security is replaced by IPSec+RRC security

· USIM authentication ensures authenticity of the USIM unit only not the rest of the device 
2.4.1 Lack of end to end IPSec Security

Under Architecture B, S1/X2 C-plane communications over the Un interface are carried out via SRBs. Since SRBs are provided with the integrity protection and the ciphering, security is provided between the RN and the DeNB. The security can be provided by IPsec for S1-AP communications from the DeNB to a UE’s MME and for X2-AP communications from the DeNB to another eNB. 

Since communications security is only provided in the RN network and in the EPC separately, end-to-end security is not available under Architecture B. Instead security is provided by IPSec between the DeNB and the CN nodes, and using RRC security. This is acceptable since the DeNB is assumed to be secure. However, it starts breaking in other scenarios for example for multi hop relay deployments, if the middle Relay node is compromised, it has visibility to all the downstream Relay’s signaling including security keys of the UEs.
Proposal 4: Architecture B has weaker security in the multi-hop scenario.

2.4.1 USIM Authentication is not Sufficient

As discussed above, the regular UE authentication can only authenticate the USIM module, which is a removable module. It is very possible to remove the USIM module from an authentic Relay node and inset it into a rouge relay as shown in figure 5 below.
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Figure 5. Architecture B security risk

As shown in Figure 5, the authentic USIM module can be moved from an authentic Relay and can be inserted into a rouge Relay. In the absence of eNB certificates, the operator’s network can not differentiate the rouge Relay from the authentic Relay using only USIM authentication. As a result the UE’s keys and data will be visible to the rouge Relay. This opens operators network to serious security attacks.
Proposal 5: In addition to the USIM authentication, it shall be possible to authenticate the Relay eNBs using certificates using the mechanism specified in TS 33.401 for Rel-8 eNB
Proposal 6: Architecture B does not support eNB certificate authentication

Proposal 7: RAN3 should send an LS to the SA3 requesting evaluation of Architecture B 

a) lacks end-to-end security required in multi-hop relay scenarios 
b) relying on USIM authentication of Relay eNB is not sufficient and the use of Relay eNB certificate 

authentication is required to prevent rogue Relay eNBs .
3. Conclusion
Architecture B requires specification changes to MME and S1-AP messages. Furthermore, Architecture B can not support eNB certificate based authentication opening the operator’s network to a variety of attacks. The specific proposals are:
Proposal1: The architecture diagram for Architecture B in TR 36.806 should show a S/PGW for the relay to enable communication with other nodes, e.g., OA& M server.

Proposal 2: The architecture diagram for Architecture B in TR 36.806 should show an MME for the relay to enable authentication.

Proposal 3: The TR 36.806 is amended to show that Architecture B requires MME and S1-AP change to indicate the UE is allowed to perform “Relay functionality”.

Proposal 5: In addition to the USIM authentication, the Relay eNBs shall be authenticated using certificates using the mechanism specified in TS 33.401 for Rel-8 eNB
Proposal 6: Architecture B does not support eNB certificate authentication

Proposal 7: RAN3 should send an LS to the SA3 requesting evaluation of Architecture B 
a) lacks end-to-end security required in multi-hop relay scenarios 
b) relying on USIM authentication of Relay eNB is not sufficient and the use of Relay eNB certificate 
authentication is required to prevent rogue Relay eNBs .
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