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1. Introduction
E-UTRAN architecture to support Relay Node (RN) has been extensively discussed in RAN3, and three architecture alternatives have been identified [1]. In order to achieve better clarity on their feasibility, security aspect in particular the necessity of having Network Domain Security for IP based protocols (NDS/IP) over the Un interface needs to be studied. This document attempts to identify the possible options on the Un interface security, analyses possible impact towards the NW deployment, and proposes to ask SA3 to start  the study of the Relay security.
2. Generic aspect on Un security
Relaying functionality requirements captured in the baseline document state that functions for the Transport Network Layer (TNL) of S1 C/U-plane interface as in Release 8 shall be supported [1], and hence, a function to ensure the secure transport over the Un interface needs to be defined. So far, it is considered that a RN can be seen both as a UE and as an eNB in the network [2]. Considering RN as a UE nature being connected to its Donor eNB (DeNB), it is natural to assume that the secure transport is provided by AS security already specified in Release 8 specification. In addition, considering the RN role as an eNB, the secure TNL between the network nodes is provided by NDS/IP [3]. The NDS/IP is terminated between eNB (RN in this case) and SEG (Security Gateway) which can be implemented as a standalone node or within the network node (MME or S/P-GW). In the typical network deployment, the SEG within the operator network is implemented as standalone node in order to gain the concentration effect. In this document SEG to secure D-eNB and the EPC node is named ‘native SEG’. 
Therefore, based on the abovementioned RN roles, the security over the Un interface is ensured by AS security and NDS/IP, respectively in the different layer (see Figure 1). 
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Figure 1: Generic aspect on Un security
3. Architecture alternative specific consideration
This section investigates all possible architecture alternative specific options on the Un interface security. Architecture alternatives captured in the baseline document are the following: 
Alternative 1: 
Full-L3 relay, transparent for DeNB

Alternative 2: 
Proxy S1/X2 (RN looks like cell under DeNB to MME)

Alternative 3: 
RN bearers terminate in DeNB
3.1 Alternative 1

Figure 2 shows possible options on the Un interface security in alternative 1 taking C-plane architecture for instance. In this alternative, the S1-AP messages sent between the MME and the RN are delivered via the DeNB and the RN’s P/S-GW. The RN’s P/S-GW maps the S1-AP/SCTP/IP packets to a backhaul link EPS bearer established between the RN and the RN’s P/S-GW and sends the packets in the corresponding GTP tunnel to the DeNB. In this alternative, the native SEG is responsible for the secure transport between the DeNB and the RN’s EPC (P/S-GW). There are following three options: 
Option 1-1: 
NDS/IP and AS security over the Un interface

In this option, Un PDCP provides AS security for upper layers. In addition, IP transport provides TNL security between the RN and the MME utilizing NDS/IP. 
Since the native SEG is not responsible for the secure domain between the RN and the MME, another SEG is needed to process the IPsec for that domain. 
Option 1-2: 
AS security over the Un interface

In this option, link by link security is provided by Un PDCP between the RN and the DeNB, and NDS/IP between the DeNB and the RN’s P/S-GW. However, the issue in this option is that the S1-AP/SCTP/IP packets delivered between the RN’s P/S-GW and the MME can not be encrypted. Although considering that both the RN’s P/S-GW and MME are nodes deep within the operator’s NW, the link can be considered as secure.
In this option, the native SEG can be re-used, since the secure domain for which the native SEG is responsible is in accordance with the domain in which NDS/IP serves secure transport. 
Option 1-3: 
NDS/IP over the Un interface

In this option, the secure IP transport is provided by NDS/IP between the RN and the MME. Therefore, the secure transport over the Un interface relies on upper layer function (NDS/IP), since Un PDCP does not provide AS security for upper layers. 
For the same reason as option 1-1, another SEG is needed in this option. 
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Figure 2: Un interface security options in alternative 1

3.2 Alternative 2
Figure 3 shows possible options on the Un interface security in alternative 2. In this alternative, the S1-AP messages are sent between the MME and the DeNB, and the DeNB and the RN, since the DeNB terminates the S1 interface both towards the RN and the MME. In this alternative, the native SEG is responsible for the secure transport between the DeNB and the MME. There are following three options as well as alternative 1: 

Option 2-1: 
NDS/IP and AS security over the Un interface

In this option, Un PDCP provides AS security for upper layers. In addition, IP transport between the RN and the DeNB, and the DeNB and the MME provides NDS/IP. 
Although the native SEG can be reused for NDS/IP traffic between the DeNB and the MME, another SEG is needed to process the IPsec between the RN and the DeNB. 

Option 2-2: 
AS security over the Un interface

In this option, link by link security is provided by Un PDCP between the RN and the DeNB, and NDS/IP between the DeNB and the MME. The difference from alternative 1 is that the secure transport is ensured towards the MME. 
The native SEG can be reused for NDS/IP traffic between the DeNB and the MME. 

Option 2-3: 
NDS/IP over the Un interface

In this option, the secure IP transport is provided by NDS/IP between the RN and the DeNB, and the DeNB and the MME. Therefore, the secure transport over the Un interface relies on upper layer function (NDS/IP), since Un PDCP does not provide AS security for upper layers.
For the same reason as option 2-1, the native SEG and another SEG are needed. 
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Figure 3: Un interface security options in alternative 2
3.3 Alternative 3
Figure 4 shows possible options on the Un interface security in alternative 3. In this alternative, the S1-AP messages sent between the MME and the RN are delivered via the DeNB. The DeNB is acting as IP router and does not interpret any of the S1-AP messages passing through it. In this alternative, the native SEG is responsible for the secure transport between the DeNB and the MME as well as alternative 2. This alternative only allows a single option, since the IP transport is not terminated at the DeNB. 
Option 3-1: 
NDS/IP and AS security over the Un interface

In this option, Un PDCP provides AS security for upper layers. In addition, IP transport between the RN and the MME provides NDS/IP.

In this option, another SEG is needed to process the IPSec between the RN and the MME, Since the native SEG is not responsible for that domain. 

[image: image4]
Figure 4: Un interface security option in alternative 3
4. Conclusion and proposal
This document identified the possible options on Un interface security and investigated the possibility to reuse the native SEG already specified in E-UTRAN. Table 1 shows the summary of the result. It is proposed that RAN3 sends an LS to SA3 to ask their guidance on securing Relay architecture and any concerns that they may have in order to make progress on this topic. 
Table 1: Summary table on Un interface security options and SEG implementation impact
	
	Alternative 1
	Alternative 2
	Alternative 3

	NDS/IP and AS security
	○
Another SEG is needed to process the IPSec between the RN and the MME.
	○
The native SEG can be re-used. In addition, another SEG is needed to process the IPsec between the RN and the DeNB.
	○
Another SEG is needed to process the IPSec between the RN and the MME.

	AS security
	△ (How to ensure the secure transport between the MME and the RN’s P/S-GW needs to be clarified.)
The native SEG can be re-used
	○
The native SEG can be re-used.
	－

	NDS/IP
	○
Another SEG is needed to process the IPSec between the RN and the MME.
	○
The native SEG can be re-used. In addition, another SEG is needed to process the IPsec between the RN and the DeNB.
	－


○; possible, △; to be clarified, －; impossible
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