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1 Introduction

Discussions on mobility towards CSG cells have been based on the assumption that the EPC will undertake access control of the UE handing over to a target CSG cell.  In recent RAN2 discussions it was agreed that the network will initiate the handover preparation only for cells for which the UE has verified the CSG ID [R2-094041].  This implies that the UE will perform measurements on the target CSG cell and will ensure that the target CSG ID is in its Allowed CSG List.

However, currently there is no clear way for the EPC to undertake access control for the UE handing over to a CSG cell.  This is due to the fact that HO procedures do not allow the reporting of the target CSG ID to the EPC.  This paper discusses how o solve these issues. 
2 Discussion

In the current HO procedures the EPC is informed of the Global eNB ID and the TAI of the target cell via the Target ID IE included in the HO REQUIRED message.  The EPC is not informed of any parameter specifically concerning the CSG ID of the target cell the UE is trying to handover to.
Some might assume that the EPC would be able to deduce the CSG ID of a cell given its Global eNB ID or eventually its Cell Global ID (in case of HeNBs where Global eNB ID = CGI).  However, this is not the case especially if the HeNB GW supported scenario is considered.

Indeed, the introduction of a HeNB GW is mainly aimed at masking the EPC from keeping track of all the HeNB cells served by the HeNB GW.  The S1 SETUP procedure for HeNBs connected to a HeNB GW will be terminated at the HeNB GW and not at the MME.  Consequently, the HeNB GW (and not the MME) will keep track of the mapping between CGI, Global eNB ID and CSG ID of each cell served by a connected HeNB.  When the HeNB GW will register with the MME via S1 SETUP it will not report any detail about the HeNB cells under its domain, but it will only report its Global eNB ID and its supported TAIs, therefore avoiding scalability issues.

However, the HO procedures are UE-associated and as such they shall be terminated at the MME (as per TS36.300 specifications). Namely, the HeNB GW will not be able to take part in these procedures by e.g. intercepting and modifying the HO messages. Therefore, in order to allow the MME to check whether the UE can access the target CSG cell, the CSG ID of such cell will need to be provided to the MME within the HO procedure.  The proposed way to do so is by including the CSG ID of the target CSG cell in the Target ID sent as part of the HO REQUIRED message. The CSG ID within the Target ID could be an optional parameter as it is not need for HeNBs directly connected to the EPC. This will allow the MME to perform CSG access control (based on the UE subscriber information) without keeping track of the mapping between CSG ID and Global eNB ID of cells served by a HeNB GW. 
It could happen that the CSG ID of the target CSG cell provided by the UE in its measurement report has been forged, e.g. due to the UE been rogue.  Namely, the UE could report a CSG ID for which it has access despite the target CSG is not accessible.  Alternatively, it could occur that a UE in active mode reports measurements to the serving RAN that are based on CSG monitoring in idle mode.  Namely, the UE in Active mode will not perform measurements on the target CSG cell but will use measurement results from measurements on CSG cells previously gathered in Idle mode. 

In order to counter this event the proposed solution is that the target CSG ID reported by the UE is also included in the Source to Target Transparent Container IE.  In this way the target HeNB will be able to check that the reported CSG ID corresponds to its own and if this is not the case to fail the HO procedure.

Note that the same issues raise above for mobility towards LTE CSG cells apply to the case of mobility towards 3G CSG cells.  Therefore the same solutions proposed above can be reapplied to the CSG inbound mobility case in 3G.
3 Conclusions

The problem of how to allow the MME, or similarly the SGSN/MSC, to perform access control for UEs handing over to a CSG cell served by a H(e)NB GW was described.  It was explained that the current information provided within the HO procedure is not sufficient to enable the MME/SGSN/MSC to perform CSG access control.

Further it was discussed how to avoid conditions where a UE forges the target CSG ID in order to gain access to a non-allowed CSG or where a UE reports an erroneous CSG ID within measurement reports for mobility purposes.
The proposed solutions to the problems described above are summarised in the following proposals:

Proposal 1: For handover procedures towards CSG cells served by H(e)NBs connected to a H(e)NB GW the CSG ID of the target CSG cell shall be included in the Target ID IE within the HO/RELOCATION REQUIRED message
Proposal 2: For handover procedures towards CSG cells served by H(e)NBs connected to a H(e)NB GW the CSG ID of the target CSG cell shall be included in the Source to Target Transparent Container IE  
It is suggested to agree to the proposals above.  The authors would be willing to draft a CR mirroring the proposed changes in case the group agrees to the proposals.







































