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8.3.1
Initial Context Setup
8.3.1.1
General
The purpose of the Initial Context Setup procedure is to establish the necessary overall initial UE Context including E-RAB context, the Security Key, Handover Restriction List, UE Radio capability and UE Security Capabilities etc. The procedure uses UE-associated signalling.

8.3.1.2
Successful Operation
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Figure 8.3.1.2-1: Initial Context Setup procedure. Successful operation.
In case of the establishment of an E-RAB the MME must be prepared to receive user data before the INITIAL CONTEXT SETUP RESPONSE message has been received.

The INITIAL CONTEXT SETUP REQUEST message shall contain within the E-RAB to be Setup List IE the information required by the eNB to build the new E-RAB configuration consisting of at least one additional E-RAB. 

The E-RAB to be Setup List IE may contain:

-
the NAS-PDU IE 

The INITIAL CONTEXT SETUP REQUEST message may contain

-
the Trace Activation IE
-
the Handover Restriction List IE, which may contain roaming, area or access restrictions 

-
the UE Radio Capability IE.

-
the Subscriber Profile ID for RAT/Frequency priority IE
-
the CS Fallback Indicator IE.
-
the SRVCC Operation Possible IE
The INITIAL CONTEXT SETUP REQUEST message shall contain the Subscriber Profile ID for RAT/Frequency priority IE, if available in the MME.

Upon receipt of the INITIAL CONTEXT SETUP REQUEST the eNB shall
-
attempt to execute the requested E-RAB configuration.

-
store the UE Aggregate Maximum Bit Rate in the UE context, and use the received UE Aggregate Maximum Bit Rate for non-GBR Bearers for the concerned UE.

-
pass the value contained in the E-RAB ID IE and the NAS-PDU IE received for the E-RAB for each established Data radio bearer to the radio interface protocol. The eNB does not send the NAS PDUs associated to the failed Data radio bearers to the UE.

store the received Handover restriction List in the UE context. 


store the received UE Radio Capability in the UE context.

-
store the received Subscriber Profile ID for RAT/Frequency priority in the UE context and use it as defined in [14].

-
store the received SRVCC operation possible in the UE context and use it as defined in [9].
-
store the received UE Security Capabilities in the UE context

-
store the received Security Key in the UE context and take it into use as defined in [15]

For the Intial Context Setup an initial value for the Next Hop Chaining Count is stored in the UE context.
The allocation of resources according to the values of the Allocation and Retention Priority IE shall follow the principles described for the E-RAB Setup procedure.
The eNB shall use the information in Handover Restriction List IE if present in the INITIAL CONTEXT SETUP REQUEST message to determine a target cell for handover. If the Handover Restriction List IE is not contained in the INITIAL CONTEXT SETUP REQUEST message, the target eNB shall consider that no roaming area nor access restriction applies to the UE.

If the Trace activation IE is included in the INITIAL CONTEXT SETUP REQUEST message then eNB shall, if supported, initiate the requested trace function as described in [10]. 

If the CS Fallback Indicator IE is included in the INITIAL CONTEXT SETUP REQUEST message, it indicates that the UE Context to be set-up is subject to CS Fallback. The eNB shall then act as defined in [17].
If the UE Security Capabilities IE included in the INITIAL CONTEXT SETUP REQUEST message only contains the NULL algorithms as defined in [15] and if these NULL algorithms are defined in the configured list of allowed integrity protection algorithms in the eNB [15], the eNB shall take them into use and ignore the keys received in the Security Key IE.
The eNB shall report to the MME, in the INITIAL CONTEXT SETUP RESPONSE message, the successful establishment of the security procedures with the UE, and, the result for all the requested E-RABs in the following way:

-
A list of E-RABs which are successfully established shall be included in the E-RAB Setup List IE

-
A list of E-RABs which failed to be established shall be included in the E-RAB Failed to Setup List IE.
When the eNB reports unsuccessful establishment of an E-RAB, the cause value should be precise enough to enable the MME to know the reason for an unsuccessful establishment e.g.: "Radio resources not available", "Failure in the Radio Interface Procedure".

After sending the INITIAL CONTEXT SETUP RESPONSE message, the procedure is terminated in the eNB.
8.3.1.3
Unsuccessful Operation
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Figure 8.3.1.3-1: Initial Context Setup procedure. Unsuccessful operation.

If the eNB is not able to establish an S1 UE context, or cannot even establish one non GBR bearer it shall consider the procedure as failed and reply with the INITIAL CONTEXT SETUP FAILURE message
8.3.1.4
Abnormal Conditions

If the eNB receives an INITIAL CONTEXT SETUP REQUEST message containing a E-RAB Level QoS Parameters IE which contains a QCI IE indicating a GBR bearer (as defined in [13]), and which does not contain the GBR QoS Information IE, the eNB shall consider the establishment of the corresponding E-RAB as failed. 

If the eNB receives an INITIAL CONTEXT SETUP REQUEST message containing several E-RAB ID IEs (in the E-RAB to Be Setup List IE) set to the same value, the eNB shall consider the establishment of the corresponding E-RABs as failed.
If the supported algorithms for encryption defined in the Encryption Algorithms IE in the UE Security Capabilities IE, plus the mandated support of EEA0 in all UEs [15], do not match any allowed algorithms defined in the configured list of allowed encryption algorithms in the eNB [15], the eNB shall reject the procedure using the INITIAL CONTEXT SETUP FAILURE message.

If the supported algorithms for integrity defined in the Integrity Protection Algorithms IE in the UE Security Capabilities IE plus the mandated support of the NULL algorithm in all UEs [15], do not match any allowed algorithms defined in the configured list of allowed integrity protection algorithms in the eNB [15], the eNB shall reject the procedure using the INITIAL CONTEXT SETUP FAILURE message.
8.3.4
UE Context Modification
8.3.4.1
General
The purpose of the UE Context Modification procedure is to modify the established UE Context partly (e.g. with the Security Key or Subscriber Profile ID for RAT/Frequency priority). The procedure uses UE-associated signalling.

8.3.4.2
Successful Operation
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Figure 8.3.4.2-1: UE Context Modification procedure. Successful operation.
The UE CONTEXT MODIFICATION REQUEST message may contain

-
the Security Key IE 
-
the Subscriber Profile ID for RAT/Frequency priority IE
-
the UE Aggregate Maximum Bit Rate IE

-
the CS Fallback Indicator IE
-
the UE Security Capabilities IE.

Upon receipt of the UE CONTEXT MODIFICATION REQUEST the eNB shall
-
store the received Security Key IE, take it into use and associate it with the initial value of NCC as defined in [15]
-
store the UE Security Capabilities IE and take them into use together with the received keys according to [15] if NULL algorithms are in use 

-
store the Subscriber Profile ID for RAT/Frequency priority IE and use it as defined in [14].
If the UE Aggregate Maximum Bit Rate IE is included in the UE CONTEXT MODIFICATION REQUEST the eNB shall
-
replace the previously provided UE Aggregate Maximum Bit Rate by the received UE Aggregate Maximum Bit Rate in the UE context; the eNB shall use the received UE Aggregate Maximum Bit Rate for non-GBR Bearers for the concerned UE. 

If the UE Aggregate Maximum Bit Rate IE is not contained in the UE CONTEXT MODIFICATION REQUEST message, the eNB shall use the previously provided UE Aggregate Maximum Bit Rate which is stored in the UE context. 
If the CS Fallback Indicator IE is included in the UE CONTEXT MODIFICATION REQUEST message, it indicates that the concerned UE Context is subject to CS Fallback. The eNB shall then act as defined in [17].

The eNB shall report, in the UE CONTEXT MODIFICATION RESPONSE message to the MME, the successful update of the UE context:

After sending the UE CONTEXT MODIFICATION RESPONSE message, the procedure is terminated in the eNB.

8.3.4.3
Unsuccessful Operation
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Figure 8.3.4.3-1: UE Context Modification procedure. Unsuccessful operation.
In case the UE context update cannot be performed successfully the eNB shall respond with the UE CONTEXT MODIFICATION FAILURE message to the MME with an appropriate cause value in the Cause IE. 
8.4.2
Handover Resource Allocation

8.4.2.1
General

The purpose of the Handover Resource Allocation procedure is to reserve resources at the target eNB for the handover of a UE. 

8.4.2.2
Successful Operation


[image: image5.emf] 

HANDOVER  REQUEST  

MME  

HANDOVER  REQUEST ACKNOWLEDGE  

target  eN B  


Figure 8.4.2.2-1: Handover resource allocation: successful operation

The MME initiates the procedure by sending the HANDOVER REQUEST message to the target eNB. The HANDOVER REQUEST message may contain the Handover Restriction List IE, which may contain roaming area or access restrictions.

If the Handover Restriction List IE is contained in the HANDOVER REQUEST message, the target eNB shall store this information in the UE context.

The eNB shall use the information in Handover Restriction List IE if present in the HANDOVER REQUEST message to determine a target cell for handover. If the Handover Restriction List IE is not contained in the HANDOVER REQUEST message, the target eNB shall consider that no access restriction applies to the UE.

Upon receiption of the HANDOVER REQUEST message the eNB shall store the received UE Security Capabilities IE in the UE context and use it to prepare the configuration of the AS security relation with the UE.

If the SRVCC Operation Possible IE is included in the HANDOVER REQUEST message, the target eNB shall store the received SRVCC operation possible in the UE context and use it as defined in [9].
Upon reception of the HANDOVER REQUEST message the eNB shall store the received Security Context IE in the UE context and the eNB shall use it to derive the security configuration as specified in [15] 

If the Trace activation IE is included in the HANDOVER REQUEST message, the target eNB shall if supported, initiate the requested trace function as described in [10].
If the Subscriber Profile ID for RAT/Frequency priority IE is contained in the Source eNB to Target eNB Transparent Container IE, the target eNB shall store the received Subscriber Profile ID for RAT/Frequency priority in the UE context and use it as defined in [14].

Upon reception of the UE History Information IE, which is included within the Source eNB to Target eNB Transparent Container IE in the HANDOVER REQUEST message, the target eNB shall collect the information defined as mandatory in the UE History Information IE, for as long as the UE stays in one of its cells, and store the collected information to be used for future handover preparations.
After all necessary resources for the admitted E-RABs have been allocated the target eNB generates the HANDOVER REQUEST ACKNOWLEDGE message. The target eNB shall include in the E-RABs Admitted List IE the E-RABs for which resources have been prepared at the target cell. The E-RABs that have not been admitted in the target cell shall be included in the E-RABs Failed to Setup List IE.

For each bearer that target eNB has decided to admit and for which DL forwarding IE is set to "DL forwarding proposed", the target eNB may include the DL GTP-TEID IE and the DL Transport Layer Address IE IE within the E-RABs Admitted List IEs IE of the HANDOVER REQUEST ACKNOWLEDGE message indicating that it accepts the proposed forwarding of downlink data for this bearer.

If the HANDOVER REQUEST ACKNOWLEDGE message contains UL GTP-TEID IE and UL Transport Layer Address IE for a bearer in E-RABs Admitted List IE then the target eNB requests forwarding of uplink data for this bearer.

If the Request Type IE is included in the HANDOVER REQUEST message then the target eNB should perform the requested location reporting functionality for the UE as described in section 8.11.
If the UE Security Capabilities IE included in the INITIAL CONTEXT SETUP REQUEST message only contains the NULL algorithms as defined in [15] and if these NULL algorithms are defined in the configured list of allowed integrity protection algorithms in the eNB [15], the eNB shall take them into use and ignore the keys received in the Security Key IE.
8.4.2.3
Unsuccessful Operation
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Figure 8.4.2.3-1: Handover resource allocation: unsuccessful operation

If the target eNB does not admit at lease one non-GBR E-RAB, or a failure occurs during the Handover Preparation, it shall send the HANDOVER FAILURE message to the MME with an appropriate cause value. 

If the target eNB receives a HANDOVER REQUEST message containing RRC Container IE that does not include required information as specified in [16], the target eNB shall send the HANDOVER FAILURE message to the MME.

8.4.2.4
Abnormal Conditions

If the eNB receives a HANDOVER REQUEST message containing a E-RAB Level QoS Parameters IE which contains a QCI IE indicating a GBR bearer (as defined in [13]), and which does not contain the GBR QoS Information IE, the eNB shall not admit the corresponding E-RAB. 

If the eNB receives a HANDOVER REQUEST message containing several E-RAB ID IEs (in the E-RABs To Be Setup List IE) set to the same value, the eNB shall not admit the corresponding E-RABs.

If the Subscriber Profile ID for RAT/Frequency priority IE is not contained in the Source eNB to Target eNB Transparent Container IE whereas available in the source eNB, the target eNB shall trigger a local error handling.

If the supported algorithms for encryption defined in the Encryption Algorithms IE in the UE Security Capabilities IE, plus the mandated support of EEA0 in all UEs [15], do not match any allowed algorithms defined in the configured list of allowed encryption algorithms in the eNB [15], the eNB shall reject the procedure using the HANDOVER FAILURE message.

If the supported algorithms for integrity defined in the Integrity Protection Algorithms IE in the UE Security Capabilities IE  plus the mandated support of the NULL algorithm in all UEs [15], do not match any allowed algorithms defined in the configured list of allowed integrity protection algorithms in the eNB [15] , the eNB shall reject the procedure using the HANDOVER FAILURE message.

9.1.4.8
UE CONTEXT MODIFICATION REQUEST

This message is sent by the MME to provide UE Context information changes to the eNB.
Direction: MME ( eNB
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	reject

	eNB UE S1AP ID
	M
	
	9.2.3.4
	
	YES
	reject

	Security Key
	O
	
	9.2.1.41
	A fresh KeNB is provided after performing a key-change on the fly procedure in the MME, see [15]
	YES
	reject

	Subscriber Profile ID for RAT/Frequency priority
	O
	
	9.2.1.39
	
	YES
	ignore

	UE Aggregate Maximum Bit Rate
	O
	
	9.2.1.20
	
	YES
	ignore

	CS Fallback Indicator
	O
	
	9.2.3.21
	
	YES
	reject

	UE Security Capabilities
	O
	
	9.2.1.40
	
	YES
	reject


9.2.1.40
UE Security Capabilities

The UE Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE. 
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	UE Security Capabilities
	
	
	
	

	 >Encryption Algorithms
	M
	
	BIT STRING (16, ...)
	Each position in the bitmap represents an encryption algorithm:

"all bits equal to 0" - UE supports no other algorithm than EEA0

 "first bit" - 128-EEA1, 

"second bit" - 128-EEA2, other bits reserved for future use. Value ‘1’ indicates support and value '0' indicates no support of the algorithm. 

Algorithms are defined in [15]



	> Integrity Protection Algorithms
	M
	
	BIT STRING (16, ...)
	 Each position in the bitmap represents an integrity protection algorithm: 
"all bits equal to 0" - UE supports no other algorithm than NULL algorithm ([15])
 "first bit" - 128-EIA1, 

"second bit" - 128-EIA2, 

other bits reserved for future use.

Value ‘1’ indicates support and value '0' indicates no support of the algorithm.

Algorithms are defined in [15].


9.3.3
PDU Definitions

-- **************************************************************

--

-- PDU definitions for S1AP.

--

-- **************************************************************

S1AP-PDU-Contents { 

itu-t (0) identified-organization (4) etsi (0) mobileDomain (0) 

eps-Access (20) modules (3) s1ap (1) version1 (1) s1ap-PDU-Contents (1) }

DEFINITIONS AUTOMATIC TAGS ::= 

BEGIN

-- **************************************************************

--

-- IE parameter types from other modules.

--

-- **************************************************************

IMPORTS


UEAggregateMaximumBitrate,


Cause,


Cdma2000HORequiredIndication,


Cdma2000HOStatus,


Cdma2000OneXSRVCCInfo,


Cdma2000OneXRAND,

Cdma2000PDU,


Cdma2000RATType,


Cdma2000SectorID,


CNDomain,


CriticalityDiagnostics,


CSFallbackIndicator,


CSG-Id,


CSG-IdList,


Direct-Forwarding-Path-Availability,


Global-ENB-ID,


EUTRAN-CGI,


ENBname,


ENB-StatusTransfer-TransparentContainer,

ENB-UE-S1AP-ID,


GTP-TEID,


GUMMEI,


HandoverRestrictionList,


HandoverType,


MMEname,


MME-UE-S1AP-ID,

MSClassmark2,


MSClassmark3,


NAS-PDU,


NASSecurityParametersfromE-UTRAN,


NASSecurityParameterstoE-UTRAN,

OverloadResponse,


PagingDRX,


PLMNidentity,


RIMTransfer,


RelativeMMECapacity,


RequestType,


E-RAB-ID,


E-RABLevelQoSParameters,


E-RABList,


SecurityKey,


SecurityContext,


ServedGUMMEIs,


SONConfigurationTransfer,


Source-ToTarget-TransparentContainer,


SourceBSS-ToTargetBSS-TransparentContainer,


SourceeNB-ToTargeteNB-TransparentContainer,


SourceRNC-ToTargetRNC-TransparentContainer,


SubscriberProfileIDforRFP,


SRVCCOperationPossible,

SRVCCHOIndication,


SupportedTAs,


TAI,


Target-ToSource-TransparentContainer,


TargetBSS-ToSourceBSS-TransparentContainer,



TargeteNB-ToSourceeNB-TransparentContainer,


TargetID,


TargetRNC-ToSourceRNC-TransparentContainer,


TimeToWait,


TraceActivation,


E-UTRAN-Trace-ID,


TransportLayerAddress,


UEIdentityIndexValue,


UEPagingID,


UERadioCapability,


UE-S1AP-IDs,


UE-associatedLogicalS1-ConnectionItem,


UESecurityCapabilities,


S-TMSI,


MessageIdentifier,


SerialNumber,


WarningAreaList,


RepetitionPeriod,


NumberofBroadcastRequest,


WarningType,


WarningSecurityInfo,


DataCodingScheme,


WarningMessageContents,


BroadcastCompletedAreaList,

RRC-Establishment-Cause

FROM S1AP-IEs

Asn1 not modified
-- **************************************************************

--

-- UE CONTEXT MODIFICATION ELEMENTARY PROCEDURE

--

-- **************************************************************

-- **************************************************************

--

-- UE Context Modification Request

--

-- **************************************************************

UEContextModificationRequest ::= SEQUENCE {


protocolIEs


ProtocolIE-Container       { { UEContextModificationRequestIEs} },


...

}

UEContextModificationRequestIEs S1AP-PROTOCOL-IES ::= {



{ ID id-MME-UE-S1AP-ID




CRITICALITY reject
TYPE MME-UE-S1AP-ID

 


PRESENCE mandatory
} |


{ ID id-eNB-UE-S1AP-ID



CRITICALITY reject
TYPE ENB-UE-S1AP-ID



PRESENCE mandatory
} |



{ ID id-SecurityKey




CRITICALITY reject
TYPE SecurityKey

 


PRESENCE optional
}|


{ ID id-SubscriberProfileIDforRFP

CRITICALITY ignore
TYPE SubscriberProfileIDforRFP
PRESENCE optional
}|


{ ID id-uEaggregateMaximumBitrate

CRITICALITY ignore
TYPE UEAggregateMaximumBitrate

PRESENCE optional
}|


{ ID id-CSFallbackIndicator



CRITICALITY reject

TYPE CSFallbackIndicator

PRESENCE optional
}|


{ ID id-UESecurityCapabilities

CRITICALITY reject
TYPE UESecurityCapabilities


PRESENCE optional
},

...

}

-- **************************************************************

Asn1 not modified
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