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1
Introduction
This paper highlights again some security issues related to the support of emergency calls in release 9 in limited service mode and the necessary changes. (This is an update of R3-091310, 1471, 1472 not concluded at RAN3#64 due to lack of time).
2
Description of the issue in limited service mode
In limited service mode, the UE has not registered to LTE and therefore the MME has not received the authentication vectors to start security. In case of an emergency call attempt in such a mode, it was agreed by SA3 that the call is still however allowed to take place even with no IP or ciphering taking place. Null algorithms are supposed to be used, however this doesn’t indicate how the signalling can take place over the S1 to bring the Null algorithms into use.

The current message flow is as follows:
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The Initial Context Setup message layout is:

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID 
	M
	
	9.2.3.3
	
	YES
	reject

	eNB UE S1AP ID 
	M
	
	9.2.3.4
	
	YES
	reject

	UE Aggregate Maximum Bit Rate
	M
	
	9.2.1.20
	
	YES
	reject

	E-RAB to Be Setup List
	M
	
	
	
	YES
	reject

	> E-RAB to Be Setup Item IEs
	
	1 to <maxnoofE-RABs>
	
	
	EACH
	reject

	>>E-RAB ID
	M
	
	9.2.1.2
	
	-
	

	>>E-RAB Level QoS Parameters
	M
	
	9.2.1.15
	 Includes necessary QoS parameters
	-
	

	>>Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>> GTP TEID
	M
	
	9.2.2.2
	
	-
	

	>> NAS-PDU
	O
	
	9.2.3.5
	
	YES
	ignore

	UE Security Capabilities
	M
	
	9.2.1.40
	
	YES
	reject

	Security Key
	M
	
	9.2.1.41
	The KeNB is provided after the key-generation in the MME, see [15]
	YES
	reject

	Trace Activation
	O
	
	9.2.1.4
	
	YES
	ignore


2.1
Handling of algorithms
The UE Security Capabilities IE contains the algorithms supported by the UE and this IE is mandatory in the message.

There are several possibilities to indicate to the eNB that the Null algorithm must be used:

Solution 1

The first solution is to make the UE Security Capabilities IE an optional IE. When the eNB receives no IE then it knows it has to use the Null algorithm. However this solution 1 breaks the asn1 in a non-backwards compatible manner.

Solution 2

The second solution is that the MME indicates within the UE Security Capability IE only the Null Algorithm at Context Setup.
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Thus the solution 2 doesn’t modify the INITIAL CONTEXT SETUP message. However the solution 2 still leads to one modification. It is indeed not excluded that after allowing the start of the emergency call, the MME tries to authenticate the UE. In this case the vectors are retrieved during the call and the security signalling need to be updated during the call i.e. all the algorithms supported by the UE need to be communicated to the eNB during the call.

However this is not possible with the current UE CONTEXT MODIFICATION REQUEST message as shown below:

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	reject

	eNB UE S1AP ID
	M
	
	9.2.3.4
	
	YES
	reject

	Security Key
	O
	
	9.2.1.41
	A fresh KeNB is provided after performing a key-change on the fly procedure in the MME, see [15]
	YES
	reject

	Subscriber Profile ID for RAT/Frequency priority
	O
	
	9.2.1.39
	
	YES
	ignore

	UE Aggregate Maximum Bit Rate
	O
	
	9.2.1.20
	
	YES
	ignore

	CS Fallback Indicator
	O
	
	9.2.3.21
	
	YES
	reject


Therefore solution 2 needs to modify the UE CONTEXT MODIFICATION REQUEST message to add an additional “UE Security Capability IE” in order to signal the new UE supported list of algorithms later on when needed.
Solution 3

In solution 3, the MME:

· includes a new dedicated flag in the INITIAL CONTEXT SETUP message to indicate to the eNB that it must store the algorithms of the UE Supported Capability IE but the call is however to be started for an unauthenticated UE using the Null algorithm,

· a similar new dedicated flag is included in the UE CONTEXT MODIFICATION REQUEST message to indicate when the Null algorithm is being used that it must now be superseded by the list of algorithms earlier received in the INITIAL CONTEXT SETUP message.

The solution 3 is depicted below:
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In addition, the Null algorithm needs to be introduced in all the three solutions.

2.2
Handling of keys
Similarly, since the UE is unauthenticated when the call starts, there are three possibilities for having the eNB ignore the keys:

· either the Security Key IE could be moved to optional in the INITIAL CONTEXT SETUP message but then the change creates a non-backwards compatibility.

· Or “dummy keys” to be ignored are included in this INITIAL CONTEXT SETUP message together with the Null algorithms and updated if needed in the UE Context Modification Request as per solution 2 above.

· Or “dummy keys” to be ignored are included in the INITIAL CONTEXT SETUP message together with the new dedicated flag and updated if needed in the UE Context Modification Request as per solution 3. 
3
Conclusion
This paper summarizes again (update of R3-091310) the issue related to the support of emergency calls in limited service mode due to the fact that calls may be started with unauthenticated UEs in that case. 
One solution (solution 2 above) which had brought consensus at RAN3#64 is proposed again together with the updated CRs (update of tdocs R3-091471 and R3-091472 which could not be agreed due to lack of time at RAN3#64).

The two CRs are provided in Tdoc R3-091832 and R3-091833.
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