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1 Introduction 

The purpose of this contribution is to:

· Highlight the background and issue with missing an AP ID on the PATH SWITCH REQUEST ACK or HANDOVER REQUEST ACK message;

· Discuss options to clarify 36.413 for this issue;

· Propose preferred solution

2 Background

In a first returned message, an AP ID for both sender and receiver to uniquely identify the logical connection are to be included [1].  If a  PATH SWITCH REQUEST ACK or HANDOVER REQUEST ACK is received with missing AP ID(s), the message is passed to the APP layer since the UE S1AP ID is marked as "Mandatory - Ignore" in these Response messages. While TS 36.413 section 10.5 states that AP ID handling on detecting an AP ID error has precedence over any other handling, section 10.6 does not clearly address what happens for a missing APID(s) on first returned messages, e.g. on receipt of a PATH SWITCH REQUEST ACK (or HANDOVER REQUEST ACK) missing an UE S1AP ID, either eNB or MME.  Section 10.6 of S1AP specifies the following:
10.6 
Handling of AP ID

NOTE:
The "first message", the "first returned message" and the "last message” as used below correspond to messages for a UE-associated logical connection. The "first message" has a new AP ID from the sending node and the "first returned message" is the first response message, which has a new APID from the node sending the "first returned message". Thereafter the two APIDs are included in all messages over the UE-associated logical connection unless otherwise allowed by the specification. The "last message" is a message sent by a node in order to complete the termination of a given UE-associated logical connection, such that no other messages for the same connection are expected in either direction.

If a node receives a first message that includes a remote AP ID which is erroneous e.g. an AP ID which has been stored previously for another UE-associated logical connection for the same peer node, the receiving node shall initiate an Error Indication procedure with inclusion of only the previously received AP ID from the peer node and an appropriate cause value. In this case, both nodes shall initiate a local release of any established UE-associated logical connection having the erroneous AP ID as local or remote identifier. 
If a node receives a first returned message that includes a remote AP ID which has been stored previously for another UE-associated logical connection for the same peer node, or that includes an AP ID pair which is inconsistent (e.g. the local AP ID is unknown or already allocated to another UE-associated logical connection), the receiving node shall initiate an Error Indication procedure with inclusion of the received AP IDs from the peer node and an appropriate cause value. Both nodes shall initiate a local release of any established UE-associated logical connection (for the same S1 interface) having these AP IDs as local or remote identifier.

Given the Criticality Information Ignore the ASN.1 decoder will pass these messages to the APP layer to continue with the procedure based on the other IEs in the message 
.  The issue discussed here is then what the expectations are of the application “to continue with the procedure” when a mandatory APID is missing, e.g. is the context to be looked for with one AP ID? Presumably the MME  sends a HANDOVER PREPARATION FAILURE to the source eNB upon receiving a HANDOVER REQUEST ACK rather than a HANDOVER COMMAND in this case of missing AP ID. Section 10.6 of 36.413 specifies the action to be taken upon receiving  erroneous data, but missing APID handling is unclear. Note the MME may think for instance that the PATH SWITCH REQUEST ACK succeeded but the eNB cannot inform the MME it did not via a UE CONTEXT RELEASE REQUEST without having the mandatory AP ID.

The first returned messages addressed in the next section of this document are the PATH SWITCH REQ ACK and HANDOVER REQUEST ACK. The  DOWNLINK NAS TRANSPORT, INITIAL CONTEXT SETUP  REQUEST and TRACE START could be first response messages, but they have a criticality of reject, along with the fact that without the AP ID it may not be possible to determine when they are the first response messages.

3 Discussion

On reception of a PATH SWITCH REQ ACK message with an abstract syntax error of missing MME UE S1 AP ID,  the eNB might proceed to identify the context based on the eNB UE S1AP ID received, even though the MME UE S1AP ID which the eNB is supposed to obtain is missing and continue.  But any subsequent UL NAS TRANSPORT or UE CONTEXT RELEASE REQUEST message could not include a MME UE S1AP ID even though this IE is Mandatory/Reject. So without the MME UE S1AP ID the eNB likely must discard the PATH SWITCH REQ ACK message and not consider the ACK received nor send a HANDOVER NOTIFICATION. It might release the procedure considering it cannot complete the context setup without the MME UE S1AP ID.  Additionally, the eNB application could send an Error Indication message to inform the MME that the Path Switch did not complete (logical connection not set) at the eNB so the MME is notified of the failure and release rather than consider that the procedure is complete, after which the procedure could optionally be restarted. 

If rather it’s the eNB UE S1AP ID that is not received, then even with an MME UE S1AP ID the eNB cannot locate the context. The eNB might perform AP ID conflict handling using the remote AP ID. The eNB could also send an Error Indication to the MME to indicate the problem.  But since the local UE Context cannot be found it cannot be released at the eNB. However, if this is indeed a first response message, then another context found having this AP ID suggests a conflict and can be locally released. Assuming  an Error Indication is sent to the remote node, a local release can occur there as well.

Similar logic applies for the HANDOVER REQUEST ACKNOWLEDGE message. It applies not only for this S1AP message but also to the X2AP HANDOVER REQUEST ACKNOWLEDGE message which refers to S1AP for failure handling. 

4 Options 
Given the AP ID handling section does not clearly specify what type responses might occur upon receiving a missing AP ID in the cases just discussed, one simple clarification would be to add the following requirement to the 36.413 spec text: 
- If a [first returned] message is received with a missing AP ID (whose presence is set to mandatory), the associated procedure shall be considered as failed by the receiving node.
 The nodes should eventually clean-up resources or the procedure could be tried again.

A second option to address this issue is to essentially specify that the missing AP ID case is  part of  “an AP ID pair which is inconsistent” or equivalent to it. One might interpret the meaning of “an AP ID pair which is inconsistent” as including the case of a missing AP ID, i.e. lack of an AP ID results in an inconsistent pair, but to clarify such an interpretation the following should be added to section 10.6: 
”If a node receives a first returned message that includes a remote AP ID which has been stored previously for another UE-associated logical connection for the same peer node, or that includes an AP ID pair which is inconsistent (e.g. the local AP ID is unknown or already allocated to another UE-associated logical connection), or that is missing a mandatory AP ID,
 

In this case the Cause in the Error Indication could be set to “Protocol Error / Semantic Error”. The Criticality Diagnostics would not be included given an IE of “ignore” (not allowed per section 9.2.1.21). Both nodes would then also apply the 10.6 specification to perform a local release.

A third option is to make the APIDs in these two messages have a criticality of Reject, but this requires a ASN.1 change which is undesirable at this stage.

A fourth option is to continue the procedure, but this likely only delays the inevitable failure to some time in the future.

5 Conclusion with Preferred Solution

This contribution has discussed and proposed alternative specification solutions for node behaviour on missing AP ID(s) on first returned messages.

It is proposed for RAN3 to discuss this document and explicitly specify an Error Indication message should be sent along with performing a local release in this case per section 10.6 so that both sides can clear their associated contexts, i.e. the addition of the following in red to section 10.6: 

”If a node receives a first returned message that includes a remote AP ID which has been stored previously for another UE-associated logical connection for the same peer node, or that includes an AP ID pair which is inconsistent (e.g. the local AP ID is unknown or already allocated to another UE-associated logical connection), or that is missing a mandatory AP ID,
Motorola has already prepared a contribution [2] for if this is agreed. 
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� “if a received response message is missing one or more IEs/IE groups with specified criticality "Ignore IE", the receiving node shall ignore that those IEs/IE groups are missing and continue with the procedure based on the other IEs/IE groups present in the message.”








