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1 Introduction
As described in TS25.467 [1], Access Control for pre-R8 UE is done at HNB GW, and for R8 UE is done at CN.  CSG ID is included by HNB in initial UE message for Access Control on different entity. This contribution discusses potential Access Control violation in current scheme and provides with solutions.
2 Discussion
As described in TS25.467 [1], whether CN need to perform Access Control and the result of Access Control is merely depend on the CSG ID included in the Initial UE message. This information element is filled by HNB itself. CN is not aware of CSG configurations of the HNBs connected to HNB GW. It has to trust the information provided in received Initial UE messages. However, HNB as customer premises equipment will be widely deployed in family, campus or other public area. It faces a much higher security threat than conventional network devices. Even the HNB successfully registered with HNB GW with authorized information might be maliciously operated in following procedures. CN performs Access Control based on information provided by HNBs will introduce some security problems. Here we try to figure out the possible problems with two examples:   
Example 1: A UE is subscribed in two CSGs: Home CSG and Company CSG, both with different charging strategies and offered services correspondingly. Normally the UE should access CN via Home HNB as Home CSG member at home, and via Company HNB as Company CSG member at work. The Home HNB already registered with GW successfully. But the malicious user forces the HNB to tamper the CSG ID carried in Initial UE Message with Company CSG ID. CN has no idea about the real CSG ID of the Home HNB, and use Company CSG ID for access control. Since UE is also member of Company CSG, it passes the access control and gets access to company related service with enterprise billing at home. This is obviously not accepted by company owner
Example 2: A R8 UE resides in a CSG cell, in UE registration HNB acts in the proper way and get the UE registration accept from GW. GW does not perform access control for R8 UE. However, in the Initial UE Message, HNB does not include the CSG ID. CN receiving an initial UE Message without CSG ID IE will assume this is from a pre-R8 UE and access control is already done at GW. Then CN will perform Access Control neither. This gives the UE a chance to access the HNB without Access Control.
Clearly, the Access Control is violated in both examples. The reason is that CSG ID provided by HNB cannot be trusted. Only HNB GW can obtain and verify CSG related information (CSG ID and HNB access mode) during HNB registration. Therefore we come to the following proposal to avoid Access Control violation with an abused CSG ID in Initial UE Message.
Proposal: When receiving a HNB originated Initial UE message, HNB GW should check the CSG id and HNB access mode included in it, and make sure the values are identical with those included and verified in previous HNB registration procedure.

3 Conclusions

This paper analysis the potential threat on access control with given example, then proposed a solution: 

When receiving a HNB originated Initial UE message, HNB GW should check the CSG id and HNB access mode included in it, and make sure the values are identical with those included and verified in previous HNB registration procedure..
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