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1. Overall Description:

SA3 thanks RAN3 for their LS regarding paging optimisation via allowed CSG list. RAN3 described the situation as follows: “RAN3 discussed the possibility of including the “Allowed CSG List” of the paged UE in the paging message generated by the EPC, e.g. to allow HNB GWs to forward the Paging message only to the CSGs within the Allowed CSG List of the paged UE.  …”.
SA3 would like to respond to the following RAN3 question as written below:

RAN3 kindly asks CT1 and SA3 if inclusion of the UEs “Allowed CSG List” in the Paging message can be accepted and whether there is any concern (e.g. violation of any security or layering principles) in providing subscriber data (i.e. “Allowed CSG List”) to the RAN node?

SA3 sees no particular security concern to send the “Allowed CSG List” to the LTE HNB (HeNB)-GW, as this is a network element normally located within operator security domain.

SA3 sees no need to provide an HeNB itself with an “Allowed CSG List” of any user to be paged. Even if the HeNB shall fulfil requirements on secure execution environment as described in TR 33.820, basic privacy principles give guidance not to distribute potentially sensitive data to instances not in need of these. As RAN3 also foresees a direct S1-MME connection between MME and HeNB, without HeNB-GW in between. SA3 recommends sending such “Allowed CSG List” only in case a HeNB is indirectly connected to MME via HeNB-GW, but not in case of direct HeNB-MME connection via S1-MME interface.

2. Actions:

To RAN3

SA3 kindly asks RAN3 to take the above response into account when specifying transfer of “Allowed CSG List” from MME to HeNB-GW.
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