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<<<<<<<<<<<<<<<<<       First Change      >>>>>>>>>>>>>>>
9.2.29
UE Security Capabilities

The UE Security Capabilities IE defines the supported algorithms for encryption and integrity protection in the UE. If for the IE Encryption Algorithms or IE Integrity Protection Algorithms all bits are equal to 0 no algorithms are supported.  [Note: FFS if this setting is allowed, e.g. for emergency calls]
	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	 Encryption Algorithms
	M
	
	BIT STRING (16, ...)
	Each position in the bitmap represents an encryption algorithm:  

 “first bit” - 128-EEA0, 

“second bit” - 128-EEA1, 

“third bit” - 128-EEA2, other bits reserved for future use.  Value ‘1’ indicates support and value “0” indicates no support of the algorithm. 

Algorithms are defined in  [18].



	Integrity Protection Algorithms
	M
	
	BIT STRING (16, ...)
	 Each position in the bitmap represents an integrity protection  algorithm:  

 “first bit” - 128-EIA1, 
“second bit” - 128-EIA2, 

other bits reserved for future use.

Value ‘1’ indicates support and value “0” indicates no support of the algorithm.

Algorithms are defined in  [18].


<<<<<<<<<<<<<<<<<       Next Change      >>>>>>>>>>>>>>>
9.2.30
AS Security Information
The AS Security Information IE is used to generate the key material to be used for AS security with the UE.

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	Key eNB
	M
	
	BIT STRING (256)
	The KeNB* as defined in [18]

	Next Hop Chaining Counter
	M
	
	INTEGER (0..8)

	Next Hop Chaining Counter (NCC) defined in [18]

	
	
	
	

	


<<<<<<<<<<<<<<<<<       Next Change in 9.3.5     >>>>>>>>>>>>>>>
-- A

AS-SecurityInformation ::= SEQUENCE {


key-eNB

Key-eNB,


nextHopChainingCounter


NextHopChainingCounter,



iE-Extensions





ProtocolExtensionContainer { { AS-SecurityInformation-ExtIEs} } OPTIONAL,


...

}

AS-SecurityInformation-ExtIEs X2AP-PROTOCOL-EXTENSION ::= {


...

}
SKIPPED UNCHANGED TEXT HERE
-- N

Neighbour-Information ::= SEQUENCE (SIZE (0..maxnoofNeighbours)) OF SEQUENCE {

eCGI





ECGI,


pCI




 
PCI,

eARFCN





EARFCN,

iE-Extensions

 ProtocolExtensionContainer { {Neighbour-Information-ExtIEs} } OPTIONAL,


...

}
Neighbour-Information-ExtIEs X2AP-PROTOCOL-EXTENSION ::= {


...

}
NextHopChainingCounter ::= INTEGER (0..8)
-- O

SKIPPED UNCHANGED TEXT HERE
-- K

Key-eNB  ::= BIT STRING (SIZE(256))
-- L
<<<<<<<<<<<<<<<<<       End of Changes     >>>>>>>>>>>>>>>
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