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Introduction 
In the LS S3-090335, SA3 finds that a rogue UE could report a fake IMSI to the HNB and the HNB would then report this IMSI to the HNB-GW, where the fake IMSI is in the access control list stored in HNB-GW. 
“SA3 assumes that this security risk needs to be considered in the pre Rel-8 UE Registration procedure. Based on its security analysis, SA3 recommend that a CN assisted method could be used to alleviate the security problems. The method could be that the CN will return the IMSI which has been authenticated by CN to HNB-GW for further checking whether the same IMSI was used towards the HNB-GW (i.e. in UE Registration between UE, HNB and HNB-GW) and towards the CN (i.e. for Location Update procedures between UE and CN).”
This contribution gives the possible solution of the CN assisted method.

Discussion
The common Id procedure is a mandatory procedure according to TS25.413, below description.

After having established an Iu signalling connection, and if the Permanent NAS UE identity (i.e. IMSI) is available, the CN shall send to the RNC a COMMON ID message containing the Permanent NAS UE Identity IE and optionally the SNA Access Information IE. The COMMON ID message may also include the UESBI-Iu IE. The RNC shall associate the permanent identity to the RRC Connection of that user and shall save it for the duration of the RRC connection.
For pre Rel-8 UE, CN assisted method could be used to alleviate the security problem.

If the access control based on the IMSI transmitted from CN failed, the GW will send UE De-registration message to the HNB.
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Proposal 1: CN assisted method is used in the pre-8 UE registration procedure. Related CR is in R3-090288.

For rel-8 UE:

CN assisted method could be used for rel-8 UE if the legacy SGSN is connected to 3G HNB. Normally, only allowed Rel-8 Ues will access to the CSG cell. The Rel-8 terminal will perform the access control, the network checking is just a backup checking. So if SGSN is legacy SGSN and UE is a rel-8 UE, GW can use IMSI provided in Common Id to perform access control.

Proposal 2: GW can use IMSI provided from CN to perform access control for rel-8 UE.

Proposal

· Proposal 1: CN assisted method is used in the pre-8 UE registration procedure. Related CR is in R3-090288.
· Proposal 2: GW can use IMSI provided from CN to perform access control for rel-8 UE.
If proposal 2 is agreeable, we would like to provide related CR.
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4.Optional Access Control (IMSI, HNB)


1. RRC Connection Est. (TMSI or IMSI), UE Rel, UE Cap, .. 



