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1.
Introduction

In the stage 3 design of S1 handover RAN3 have selected another way to forward UE security capabilities from source eNB to target eNB than what is described in [1]. 

2.
Discussion

SA3 made the assumption that during intra LTE S1 handover the UE Security Capabilities IE is sent to the target eNB in the Source eNB to Target eNB Transparent Container IE. 
This solution has the drawback that in UTRAN to E-UTRAN handover the RNC can not include the UE Security Capabilities IE in the Source to Target Transparent Container IE as the UE security capabilities first have to be processed by MME before it is sent to eNB for usage in LTE. To simplify the Handover Resource Allocation Procedure the CR in [2] has been agreed and the UE Security Capabilities IE is included by MME, directly in the S1 HANDOVER REQUEST message, also for intra LTE handover.
An issue with the solution SA3 describes in [1] is that if the source eNB transparently forwards the UE security capabilities to the target eNB there is a risk for "bidding down attacks" of the UE security capabilities. Therefore SA3 has specified the following in [1] for S1 handover:
“In the handover notify message, the target eNB shall send the UE security capabilities received from the source eNB to the MME. The MME shall verify that the UE security capabilities received from the eNB are the same as the UE security capabilities that the MME has stored. If there is a mismatch, the MME may log the event and may take additional measures, such as raising an alarm.”
With the agreed solution in [2], when it is the MME that directly provides the UE Security Capabilities IE to the target eNB in HANDOVER REQUEST message, there is no security merits in sending this IE back to MME in the HANDOVER NOTIFY message.
Conclusion 1: The UE Security Capabilities IE should be removed from the HANDOVER NOTIFY message.
Conclusion 2: The description in [1] on how to transfer UE Security Capabilities IE between source and target eNB does not match the current agreed stage 3 specification in 36.413.

3.
Proposal

It is proposed that RAN 3 discuss and agree to the conclusion in chapter 2 above and agree the CR in [3].
It is furthermore proposed that RAN3 provides information on the stage 3 solution regarding transfer of UE security capabilities between source eNB and target eNB in an LS to SA3.
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