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1
Introduction
During the recent RAN3 meetings, the 3G HNB architecture has been introduced as part of the 3GPP Release 8. However it is assumed that 3G HNB deployment should not also require the updating of the core network to release 8 simultaneously. As a 3G HNB network may be deployed before the core network is updated to Release 8 it should be possible to connect such a HNB network to a pre-release-8 core network. This contribution discusses the possible solutions for deploying a 3G HNB network with a legacy (pre-Release 8) core network.

2 Discussion
As outlined in the current 3GPP specification [1], access control for R8 UEs is performed by the core network, so the HNB GW should always accept the UE’s registration request and assign a context ID in the response. 
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Figure 1 R8 UE Access Control when HNB connecting to Legacy CN

If the 3G HNB network is connected to a pre-release 8 core network, the legacy CN will also not perform access control for R8 UEs, so there will be no access control in step 11 at all. So as in this scenario neither the HNB GW or CN will perform access control, a rogue R8 UE can access any HNBs which are connected to a Pre-R8 CN. In recent discussions, RAN3 has agreed that the HNB GW will perform the NNSF for a UE when the HNB GW connects to a SGSN/MSC pool. This can also lead to an additional problem , in that the SGSNs/MSCs in the pool may be on different versions of the standards. Hence it is important to investigate how to select the right version CN nodes for a R8 UE to avoid  the access control problems outlined above.

3 Proposal
When a HNB GW connects to a legacy (pre-Rel8) CN, the CN will not perform UE access control, so it seems sensible that the HNB GW should consider a R8 UE as a Pre-R8 UE and perform UE access control. This requires that the HNB GW and/or HNB should be configured with the version of the CN. There are two options for this configuration.

3.1  HNB GW configured the version of the CNs ( Option 1) 

For this option, the HNB GW is configured (via its management system) with the version of the CN nodes that it is connected to. In this case there are five alternatives to allow the GW to  perform  access control for R8 UEs.

Alternative 1: HNB gets the Legacy CN indicator from the HNB GW

If all the CN nodes which the HNB GW connects to are pre-release 8, the HNB GW can notify the HNBs that the CN does not support access control for R8 UEs. This requires the HNB to treat a R8 UE as a pre-release 8 one. Hence the HNB should initiate the Identity request procedure to get the R8 UE’s IMSI,  if the IMSI is not provided by the UE in the RRC connection request. 

Alternative 1 is not applicable to the scenario when only some (and not all) CN nodes that the HNB GW connects to are pre-release 8.
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 Figure 2: Alternative 1 HNB gets the Legacy CN indicator from the HNB GW

Alternative 2: New Iu-flex CN Node Selection mechanism

HNB GW routes the Initial UE Message not only based on the IDNNS sent in the RUA connect message, but also on the standards version supported by the CN and UE. Hence the Initial UE Message for R8 UEs should be routed to R8 CN nodes. Then the CN nodes can perform R8 UE access control.

In the scenario when all the CN nodes which the HNB GW connects to are pre-release 8, alternative 2 cannot be applied. 
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 Figure 3: Alternative 2 GW applies new CN Node Selection mechanism

Alternative 3: HNB GW Rejects the UE Registration 

HNB GW can reject a UE’s registration with a cause value that indicates to the HNB that the UE should be re-registered using its IMSI if this is not initially available to the HNB GW. In this case the HNB will originate the Identity request procedure to retrieve the UE’s IMSI and will then restart the UE registration procedure using the supplied IMSI. 

In previous discussions in RAN3, it has been suggested that the Identity request procedure can be a security threat for pre-release 8 UE access control. Hence it was also suggested that the situations when this procedure is initiated by the HNB should be reduced as much as possible. So it is preferable that the HNB GW routes the R8 UE to a R8 CN.

However, the CN node selection is performed after the GW receives the Initial UE Message, so it is a little early to reject the UE at the UE Registration stage, since at that stage, the GW may not know which CN node the UE should be connected to.
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 Figure 4: Alternative 3 GW Reject UE Registration

Alternative 4: CN Assistant Access control 

For a Rel-8 UE, the UE will compare the allowed CSG list with the CSG broadcast by the HNB. If it matches the UE will access the HNB.  The scenario when un-authorized UEs trying to access HNBs is not expected to be common. So allowing the HNB GW to always accept Rel-8 UE accesses may not cause an issue, if there is some form of access control performed later. Hence given the small number of cases when an un-authorised R8 UE may attempt to access an HNB it may be acceptable that the GW uses the IMSI provided by the CN to perform access control when the HNB has not provided the UE’s IMSI as part of the UE Registration procedure (as for R8 UEs).
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Figure 5:  Alternative 4 CN Assistant Access control

Alternative 5: New Iu-flex CN Node Selection mechanism with GW Originated UE De-Register
This alternative combines parts of alternatives #2 & #3 in that the HNB GW routes the Initial UE Message not only based on the IDNNS in the RUA connect message, but also on the standards version of the CN and UE. So the Initial UE Message for R8 UEs should be routed to R8 CN nodes. Then the CN nodes can perform R8 UE access control.

In the case that all the CN nodes which the HNB GW connects to are pre-release 8, the HNB GW can Deregister the UE with a cause value that the UE should be re-registered by the HNB with its IMSI. The HNB will then need to originate the Identity request procedure to retrieve the UE’s IMSI and will then restart the UE registration procedure using the supplied IMSI.  
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Figure 6: Alternative 5 GW Reject UE Registration

3.2 HNB GW and HNB configured CNs version(option 2). 

In the current RAN3 agreement, NNSF is located in the HNB GW. The HNBs have no knowledge of the CN nodes which the UE is connecting to. So this option is valid when all the CN nodes are pre-release 8,  so the HNB GW is not required to notify the HNB of the version supported by the CN Nodes. The HNB will therefore treat a R8 UE as a pre-release 8 one. The scenario will be same in figure 2.

4 Conclusion

As the discussion in section 3, option 2 doesn’t meet all cases, it is preferred to select option 1 as the solution to resolve the problem for supporting legacy CN.

Among the five alternatives in the option 1, we proposed RAN3 have detail discussions and select a suitable solution.  

We would like to volunteer to draft related CRs.
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