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Foreword

This Technical Report has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

As the interest in the Home NodeB (HNB) for LTE and 3G in the industry is increasing, it was agreed at RAN3#35 that a new SI (3G Home NodeB) [2] would start to study 3G related architecture aspect, HO scenario, interference considerations, etc., whereas studies on the LTE Home eNodeB solution should be studied under LTE WI and the important aspects should be captured in the first release of LTE. This TR is aiming to capture the discussion on 3G HNB as well as LTE HNB. This TR is TSG RAN WG3 internal TR.

1
Scope

The present document is a TSG RAN WG3 internal technical report of the 3G/LTE HNB study as discussed in TSG RAN meeting #35.

The purpose of this TR is to capture the discussion on 3G HNB as well as the LTE HNB and to provide the guidance for the actual solution for 3G HNB and LTE HNB.

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[<seq>]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".

 [1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

 [2]
RP-070257: “Proposed Study Item on 3G Home NodeB”, Nokia, Siemens Networks, Ericsson, Motorola, Alcatel-Lucent, Samsung, Huawei, NEC

 [3]
3GPP TS 36.300: “Evolved Universal Terrestrial Radio Access (E-UTRA) and Evolved Universal Terrestrial Radio Access Network (E-UTRAN); Overall description”.

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [1].

example: text used to clarify abstract rules by applying them literally.

Editorial Note: the term LTE HNB and HeNB are used indistinctly throughout the document to designate an LTE Home eNB.

3.2
Symbols

For the purposes of the present document, the following symbols apply:

<symbol>
<Explanation>

3.3
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

<ACRONYM>
<Explanation>

HNB
Home Node-B

4
Scenarios & Open Issues

4.1
3G HNB 

4.1.1
Scenario

The following scenario has been studied in order to identify open issues. 
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Figure 4.1.1. 3G HNB scenario.

3G HNB A and B are deployed in two separate homes both being covered by a 3G macro cell. 3G HNB C is deployed in an area where there is no 3G coverage (but the area is covered by another 3GPP system). All cells belong to the same operator. Users are roaming freely, which means that for example users in HNB A can move to both the 3G macro cell, the other 3GPP system cell or directly to HNB B. [Note: Supporting for the mobility scenarios is in general FFS, see also section 7.1] The 3G HNB D is deployed in an area where there is no 3GPP coverage.

4.1.2
Issues To Be Studied

For the scenario in section 4.1.1 we do the following observations. 

Editors Note: It shall be noted that the list of open issues spans a wider scope than RAN3, but we think it would at this stage be good to have a rather general discussion on the subject.
4.1.2.1
Functionality

-
Is the 3G HNB only a NodeB or will it include (full or partial) RNC functionalities? Is 3G HNB a full fledged NodeB ? or NodeB+RNC as we know it from the today’s specifications, or do we expect limited/additional functionality? If so, what functionality is added/excluded?

-
Or, will the 3G HNB contain new functionality that is not included in today’s specifications?

4.1.2.2
Architecture

-
How does the 3G HNB connect to the operator network?

-
Will there be intermediate box? Or should it be connected directly to CN?

-
Could interfaces be added/removed as a function of UE inactivity or other dynamic events?

-
And to which node/with which interface in the operators network?

4.1.2.3
Identification

-
How do the UE and end user understand that they are close/camping on a 3G HNB?

4.1.2.4
QoS

-
How is QoS maintained towards the operators network? (i.e. transport network issues if the 3G HNB is connected via for example a DSL line)

4.1.2.5
Scalability

-
There will be a significant number of 3G HNBs visible for the SGSN and MSC even though each 3G HNB might take less traffic (per NodeB). This may imply a scalability issue for SGSN and MSC nodes.

-
Differences in this scenario and the pico cell case. 

-
The increased number of 3G HNBs might impact the number of SCTP associations / security associations a SGSN / MSC / GGSN has to handle.

-
Specific concerns on configuration of SCTP connections?

4.1.2.6
Mobility
As a minimum requirements on the following mobility scenarios needs to be discussed:

-
3G MACRO-> 3G HNB

-
3G HNB -> 3G MACRO

-
3G HNB -> 3G HNB

-
3G HNB to Other 3GPP Access

What mobility schemes should be allowed (handover, cell re-selection, handover and relocation)?

-
How does the prioritization of parameters for mobility for 3G HNB (cell re-selection and handover) work?

-
Does any limitation of signalling at cell re-selection exist?

-
Will there be any impact to the existing procedures (cell re-selection and handover) to support 3G HNB mobility?

-
Definition of neighbour relations?

In addition, restriction handling needs additional discussion. 

-
What could be the mechanism to achieve Access Control?
-
How should UEs/subscribers be added/ removed from the list of UEs/subscribers that are allowed to access the 3G HNB?

-
Will the 3G HNB only take traffic from a limited set of users (i.e. the close family) or do we expect it to take traffic also for example of pedestrian users passing on the street?

-
Will the 3G HNB be shared by multiple PLMN and support network sharing function?

Will location areas be defined to include / exclude 3G HNBs? If yes, then:

-
Does the location area concept need any modification in order to provide optimum balance between paging and location area update load?

4.1.2.7
Commercial

-
Will the 3G HNB be owned by the end user or the operator or should be both be possible? 

-
What happens if the end user:

-
Moves to a different house i.e. residence?

-
Sells his NodeB equipment to another end user?

-
Moves to another country? (i.e. a geographical area outside the coverage of the operator)

-
Wishes to add new user to the group of users allowed to access the 3G HNB?

-
Wishes to remove new user to the group of users allowed to access the 3G HNB?

-
Differentiated Charging

-
Is Differentiated Charging needed? What could be the mechanism to achieve Differentiated Charging?

-
What could be the mechanism to indicate Differentiated Charging to the end user? Are there differences in idle and dedicated/active mode?

4.1.2.8
Legislation

-
Are there any legal obstacles due to different countries legislation, eg requiring permission per 3GPP NodeB?
4.1.2.9
RF Issues

Will the 3G HNB operate in:

-
TDD or FDD spectrum

-
The operators licensed or in unlicensed spectrum

-
If in operator’s spectrum, in a reserved part of that spectrum, or sharing carrier frequency with normal operator controlled cells (if at all possible?)

-
Power limitations (for NodeB and UE)?

-
Interference coordination between a 3G overlay system and 3G HNB?

4.1.2.10
Network Synchronization and MBMS

-
How is a stable frequency reference obtained for the 3G HNB?

-
Should the 3G HNB support MBMS?  If yes then:

-
For TDD operation (and for MBMS) time synchronization is required between eNBs. It is not clear how that should be done.

-
Could 3G HNBs participate within a MBSFN?

-
Will a 3G HNB operate on the same frequency band as the MBMS, and therefore does it need to be synchronized to MBMS transmission, to allow unicast to be scheduling around the MBMS transmission?

4.1.2.11
Operation and Maintenance

How the 3G HNB shall be controlled.

-
By the end user?

-
By means of automatic setup and configuration and operator O&M?

-
What are the functionalities needed for O&M to support 3G HNB?

-
Setup of network interfaces?

4.1.2.12
Security

-
How does the 3G HNB connect to the operator’s network in a secure way?

-
How should the 3G HNB be authenticated when connecting to the operator network?

-
Are there specific requirements on security considering that the 3G HNB is located in an easy accessible location?

4.1.2.13
Location based services

-
Does Location based services need to be supported? 

-
What could be the mechanism to support Location based services?

-
Does Emergency service need to be supported?

4.2
LTE HNB

4.2.1
Scenario

The following scenario has been studied in order to identify open issues.
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Figure 4.2.1. LTE HNB scenario.

LTE HNB A and B are deployed in two separate homes both being covered by a LTE macro cell. LTE HNB C is deployed in an area where there is no LTE coverage (but the area is covered by another 3GPP system). All cells belong to the same operator. Users are roaming freely, which means that for example users in HNB A can move to both the LTE macro cell, the other 3GPP system cell or directly to HNB B. [Note: Supporting for the mobility scenarios in LTE_ACTIVE is in general FFS, see also section 7.2]. The LTE HNB D is deployed in an area where there is no 3GPP coverage.

4.2.2
Issues To Be Studied

For the scenario in section 4.2.1 we do the following observations. 

Editors Note: It shall be noted that the list of open issues spans a wider scope than RAN3, but we think it would at this stage be good to have a rather general discussion on the subject.
4.2.2.1
Functionality

-
Is the LTE HNB a full fledged eNodeB as we know it from the today’s specifications, or do we expect limited/additional functionality? If so, what functionality is included/excluded?

-
Or, will the LTE HNB contain new functionality that is not included in today’s specifications?

4.2.2.2
Architecture

-
How does the LTE HNB connect to the operator network?

-
Are there special requirements to limit the number of S1/X2 instances in the MME/eNodeB respectively? If so, what methods are suitable?

-
Could interfaces be added/removed as a function of UE inactivity or other dynamic events?

-
And to which node/with which interface in the operators network?

-
If S1 interface with MME is applied, when and how to establish the S1 connectivity with operator’s network?
4.2.2.3
Identification

-
How do the UE and end user understand that they are close/camping on a LTE HNB?

4.2.2.4
QoS

-
How is QoS maintained towards the operators network? (i.e. transport network issues if the LTE HNB is connected via for example a DSL line)

4.2.2.5
Scalability

-
There will be a significant number of eNodeBs visible for the MME/SAE GW, even though each eNodeB might take less traffic (per eNodeB). This may imply a scalability issue for MME and SAE GW nodes.

-
Differences in this scenario and the pico cell case. 

-
The increased number of eNodeBs might impact the number of SCTP associations / security associations a MME / SEC GW has to handle.

-
Specific concerns on configuration of SCTP connections?

4.2.2.6
Mobility
As a minimum requirements on the following mobility scenarios needs to be discussed:

-
LTE MACRO-> LTE HNB

-
LTE HNB -> LTE MACRO

-
LTE HNB -> LTE HNB

-
LTE HNB to Other 3GPP Access

What mobility schemes should be allowed (handover, cell re-selection, handover and relocation)?

-
How does the prioritization of parameters for mobility for LTE HNB (cell re-selection and handover) work?

-
Does any limitation of signalling at cell re-selection exist?

-
Are differences in the specification of the for LTE HNB foreseen? Is X2 a mandatory interface for the LTE HNB?

-
Definition of neighbour relations?

-
What mobility performance is required for each mobility scenario?
In addition, restriction handling needs additional discussion. 

-
What could be the mechanism to achieve Access Control?
-
How should UEs/subscribers be added/ removed from the list of UEs/subscribers that are allowed to access the LTE HNB?

-
Will the LTE HNB only take traffic from a limited set of users (i.e. the close family) or do we expect it to take traffic also for example of pedestrian users passing on the street?

Will tracking areas be defined to include / exclude LTE HNBs? If yes, then:

-
Does the tracking area concept need any modification in order to provide optimum balance between paging and tracking area update load?

4.2.2.7
Commercial

-
Will the LTE HNB be owned by the end user or the operator or should be both be possible? 

-
What happens if the end user:

-
Moves to a different house i.e. residence?

-
Sells his NodeB equipment to another end user?

-
Moves to another country? (i.e. a geographical area outside the coverage of the operator)

-
Wishes to add new user to the group of users allowed to access the LTE HNB?

-
Wishes to remove new user to the group of users allowed to access the LTE HNB?

-
Differentiated Charging

-
Is Differentiated Charging needed? What could be the mechanism to achieve Differentiated Charging?

-
What could be the mechanism to indicate Differentiated Charging to the end user? Are there differences in idle and dedicated/active mode?

4.2.2.8
Legislation

-
Are there any legal obstacles due to different countries legislation, eg requiring permission per 3GPP NodeB?
4.2.2.9
RF Issues

Will the LTE HNB operate in:

-
TDD or FDD spectrum

-
The operators licensed or in unlicensed spectrum

-
If in operator’s spectrum, in a reserved part of that spectrum, or sharing carrier frequency with normal operator controlled cells (if at all possible?)

-
Power limitations (for NodeB and UE)?

-
Interference coordination between an LTE overlay system and LTE HNB?

4.2.2.10
Network Synchronization and MBMS

-
How is a stable frequency reference obtained for the LTE HNB?

-
Should the LTE HNB support MBMS?  If yes then:

-
For TDD operation (and for MBMS) time synchronization is required between eNBs. It is not clear how that should be done.

-
Could LTE HNBs participate within a MBSFN?

-
Will a LTE HNB operate on the same frequency band as the MBMS, and therefore does it need to be synchronized to MBMS transmission, to allow unicast to be scheduling around the MBMS transmission?

4.2.2.11
Operation and Maintenance

How the LTE HNB shall be controlled.

-
By the end user?

-
By means of automatic setup and configuration and  operator O&M?

-
What are the functionalities needed for O&M to support LTE HNB?

-
Setup of network interfaces?

4.2.2.12
Security

-
How does the LTE HNB connect to the RAN in a secure way?

-
How should the LTE HNB be authenticated when connecting to the operator network?

-
Are there specific requirements on security considering that the LTE HNB is located in an easy accessible location?

-
Are the requirements on S1 (eNB-MME) security enough?

-
Does the security of the HNB S1-u (eNB-SGW) TNL need to be considered?
4.2.2.13
Location based services

-
Does Location based services need to be supported? 

-
What could be the mechanism to support Location based services?

5
Requirement

5.1
3G HNB requirement

1.
3G HNB shall support legacy UE.

5.2
LTE HNB requirement

1.
One unique identifier for the HNB in the operator’s network is required to support access control, network registration and etc.
2.
The involvement of operator’s network for initial configuration of the HNB shall be minimized.
3.
The home eNB shall not have to maintain a permanent connection to the O&M system.

4.
For initial configuration, the home eNB shall be the initiator of the connection towards the O&M system. This connection is necessary for the download of the initial configuration and software. Whether the home eNB or the O&M system initiates the download is FFS  It is also FFS if the software/configuration file depends on the location of the home eNB.

5.
for a new/modified software/configuration to be downloaded, it is assumed that the home eNB shall be informed by the O&M system that a modified software/configuration is available. The home eNB is informed over the connection when it is available or whenever it becomes available after home eNB initiation.  It is FFS whether, when informed, the home eNB shall be the initiator of the download or else the O&M system mandates it. 

6
Study Areas

6.1
3G HNB

6.1.1
Proposal 1

6.1.1.1
New UTRAN functionalities for HNBs deployment requirements

The following functionalities satisfy the SA1 requirements for HNBs deployment defined in [2] and approved in SA#39:

-
Deployment of a large number of HNBs 

-
HNB Authentication

-
HNB Registration

-
HNB Configuration, Reconfiguration and Control

The following section proposes the definition of a logical entity, HNB Gateway (HNB-GW), located in UTRAN, connected to the legacy CN at the existing Iu reference point, connected to the HNB at the Iu-H interface and implementing the new functionalities requested for the deployment of HNBs. 

6.1.1.2
HNB UTRAN Architecture - “Iu or Iu-based” deployment option

The following figure describes a HNB UTRAN Architecture that implements an “Iu or Iu-based” deployment option. 
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Figure 6.1.1.2-1. HNB UTRAN Logical Architecture.
Logical entities:

The HNB (Home Node B) is a logical entity implementing:

-
The Node B and RNC functionalities (ATM transport option and Iu-flex are not requested):

-
The HNB controls one or several UTRA CSG cells. 

-
The HNB controls the UTRA radio resources allocated to one or several legacy UEs within its controlled UTRA CSG cells.

-
New functionalities requested for the deployment of the Home Nodes B in UTRAN, i.e. : HNB Authentication, HNB-GW Discovery, HNB Registration, HNB OAM (Re)-Configuration and Control.

The HNB-GW (HNB Gateway) is a logical entity implementing specific functionalities requested for the deployment of Home Nodes B in UTRAN, i.e. : 

-
Authentication/Registration Function, comprising: HNB Authentication, HNB-GW Discovery, HNB Registration, HNB OAM (Re)-Configuration and Control, supported by the Home Base Station Controller (HBS-C) entity, and 

-
Iu/Iupc Handling Function, comprising: The connection to the legacy CN (including some Iu-flex mechanisms and interworking with CN only supporting ATM transport option) and SAS entity, supported by the Concentration/Distribution (CNT/DIST) entity. 

The HNB-GW stores HNB contexts.

Interfaces:

The HNB-GW is seen by the CN as a “virtual” RNC (identified by a RNC-ID) and as such is connected to the CN (or to a SAS) in the same way a legacy RNC may be connected to the CN (or to a SAS). The RNC function is distributed in the HNBs that are connected to the HNB-GW, i.e. these HNBs have the same RNC-id. 

The HNB and HNB-GW are connected at the Iu-H interface. There is one-to-multiple relationship between HNB-GW and HNB(s).

The following figure details the protocol used at the Iu-H interface.

Figure 6.1.1.1-2 details the protocols used at the Iu-H interface: 

-
The Iu and Iupc protocols (Iu-CS, Iu-PS, Iu-BC, Iupc) are supported by the Iu/Iupc Handling Function.

-
A new HBS-AP protocol is supported by the Authentication/Registration Function.
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Figure 6.1.1.1-2. Protocol stacks the Iu-H interface.
Note: Alternatives to SCCP/M3UA/SCTP could be considered in the TNL.

The main characteristic of this logical architecture is:

-
The limited impact of the HNB requirements on the legacy UTRAN architecture. The Iu-H interface is based on the definition of the legacy UTRAN Iu and Iupc interfaces. A new HBS-AP protocol supports the new functionalities due to the HNB requirements and applies to HNB most of the principles that were defined in GAN for the MS Authentication, GANC Discovery and MS Registration (see [3]), where the HNB take the role of GAN MS. The new functionalities are supported by the Security Gateway (authentication and IPsec tunnel management) and by the Home Base Station Controller (HBS-C) entity (discovery, registration), which could be re-used in E-UTRAN, as described in section 6.2.2.2.3.

6.1.1.3
HNB functionalities

Authentication/Registration Functionalities:

The UTRAN part of the Authentication and Registration functionalities supported by the HNB, Security Gateway (authentication and IPsec tunnel management) and Home Base Station Controller (HBS-C), reusing the GAN authentication, discovery, registration concepts (see [3]), are briefly summarized hereafter:

-
As per GAN concepts, the HNB is provisioned before being put into service with the IP address (or FQDN
) of the SeGW and the IP address (or FQDN) of the HBS-C corresponding to its Provisioning HNB-GW. 

-
The Discovery procedure allows the Provisioning HNB-GW (HBS-C) to provide the HNB with the IP address (or FQDN) of the SeGW and the IP address (or FQDN) of the HBS-C corresponding to a Default HNB-GW. This procedure shall be triggered by the HNB the first time it is put into service and should no more be triggered as long as the Default HNB-GW is available for the HNB. 

-
Before triggering the Discovery procedure towards the Provisioning HBS-C, a secure IPSec tunnel shall be established between the HNB and the Provisioning SeGW. As part of this tunnel establishment, an Authentication procedure shall be performed.

The security aspects described in this document (e.g. authentication protocols listed in Figure 2) are based on GAN concepts. They are described to give a complete “stage-2” picture of the architecture but shall be defined in SA3.

-
The Discovery procedure is part of the HBS-AP protocol shown in Figure 2 and uses a well-know TCP port. 

During the Discovery procedure, whereby the HNB is trying to discover the Default HNB-GW, the HNB provides the Provisioning HNB-GW with its identity, its location and its HBS type (e.g. HNB). The Provisioning HNB-GW provides the HNB with a Default HNB-GW:

-
If the Default HNB-GW is different from the Provisioning HNB-GW, the Provisioning HNB-GW provides the HNB with the IP address (or FQDN) of the SeGW and the IP address (or FQDN) of the HBS-C corresponding to a Default HNB-GW, and optionally the TCP port to be used for the HBS-AP protocol towards the Default HNB-GW. 

The IPSec tunnel may be released at this step and a new IPSec tunnel needs to be established between the HNB and the Default HNB-GW prior triggering a Registration procedure.

-
If the Default HNB-GW is the Provisioning HNB-GW, the IPSec tunnel may be kept to perform a Registration procedure.

-
The Registration procedure allows the Default (or Serving) HNB-GW (HBS-C) to provide the HNB with the necessary configuration data before being allowed to switch its radio transmitter on. Based on the information received from the HNB, or operator policy or network load balancing criteria, the HNB-GW may redirect the HNB towards another HNB-GW, or accepts the HNB registration (in which case it becomes the Serving HNB-GW), or reject the registration. This procedure shall be triggered each time the HNB wants to switch its radio transmitter on, provided that the HNB has previously been configured with Default HNB-GW IP addresses or FQDN in a successful Discovery procedure, and provided that the HNB has not been requested to suspend any registration for some time in a previous Deregistration or Registration Redirection procedure.

-
Before triggering the Registration procedure towards the Default (or Serving) HBS-C, a secure IPSec tunnel shall be established between the HNB and the Default (or Serving) SeGW.

-
The Registration procedure is part of the HBS-AP protocol (see Figure 2) and uses the TCP port previously received during the Discovery or Registration Redirection procedure, or by default a well-known TCP port. 

During the Registration procedure, whereby the HNB is trying to register a Serving HNB-GW, the HNB provides the HNB-GW with its identity, location, HBS type (e.g. HNB), HNB capabilities (e.g. maximum number of cells, maximum transmission power, supported RAT, RAT mode, frequency bands, security algorithms, detected neighbour cells…) and the Requested Services (e.g. CN domains, Iupc connection, MBMS…). The HNB GW can check if the HNB fulfils the regulatory requirements. The HNB GW can either accept the request - and it will become the Serving HNB-GW, or redirect the HNB to another HNB-GW. 

-
If the registration request is accepted, the HNB-GW provides the HNB with the connection mode to be applied (including the RNC-ID to be signalled in RANAP in case of Iu mode), the necessary configuration needed by the HNB to be operational (e.g. in FDD: UARFCN, scrambling code value or value range to be used in each cell, maximum allowed transmission power, system information to be broadcasted in each cell …) and the configuration of a keep-alive or some measurement reporting procedures (if requested). The HNB radio transmitter may be switched on after the successful completion of the Registration procedure. The IPSec tunnel is kept until a De-registration procedure is completed, in which case the HNB radio transmitter is switched off.

-
During the lifetime of the IPSec tunnel, the HNB or the Serving HNB-GW may trigger a Registration Update procedure. 

Iu/Iupc Handling Functionalities:

The Iu/Iupc Handling functionalities require some changes in the Iu/Iupc protocols, when used between the HNB-GW and HNB. The impact on the existing signalling are described hereafter:

-
Concentration Function (CNT):

The RANAP connection-oriented messages received from the HNB are impacted as follows:

-
The NAS Node Selection Function may be performed by the HNB-GW in which case the INITIAL UE MESSAGE should be updated to include the Temporary UE ID IE.
-
The impact on the RELOCATION REQUIRED message (Source ID and Target ID IEs) may depend on RAN2 input about mobility, e.g. inter-HNBs mobility requested or not. 

-
User Plane handling :

FFS. 

In Figure 2, GTP-U is proposed in the Iu-H PS domain: A GTP tunnel may be established between the HNB-GW and the HNB during the RAB establishment procedure, meaning that up to 3 tunnels may be established between the GGSN and the HNB (when Direct Tunnelling is not applied). 

If a single GTP tunnel is established between the SGSN (or GGSN in case of Direct Tunnelling) and the HNB, the number of path management messages issued from the HNBs may impact the legacy CN Nodes, and this is not desirable. 

6.1.1.4
Impacts in 3GPP specs

A stage 2 TS should be created to identify the functionalities to be introduced in UTRAN for the support of HNB requirements defined in SA1 and to define the associated logical architecture, new logical entity and new open interface that need to be standardized. If restricted to UTRAN, the TS should belong to the 25.4xx specification set. However, as the HNB requirements are also applicable to the H(e)NB, common TS in 25.4xx or 36.4xx may be considered (see [7]).

TS 25.401 should be updated to refer to the new stage 2 TS.

A stage 3 TS (25.4xx or 36.4xx) should define a new protocol “HBS-AP” (Home Base Station Application Part) used in the protocol stack of the new UTRAN Iu-H interface, and possibly in the protocol stack of a new E-UTRAN interface, between the H(e)NB and a new HNB-GW logical entity connected to the CN (or EPC).

RANAP and GTP (FFS) should also be updated in order to make these protocols also applicable to the new UTRAN interface. Most of the HNB functionalities linked to the handling of RANAP connectionless messages should be described at the stage 2 specification and have minor impact in the stage 3 specification.

6.1.2
Proposal 2

6.1.2.1
3G HNB system architecture

The following system architecture can be envisioned for the 3G HNB deployments.
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Figure 6.1.2.1. 3G HNB System Architecture.
The key features of the above 3G HNB system architecture are:

-
Support for a standard 3G handset device as defined in TS 23.101 [6].

-
Co-existence with the UMTS Terrestrial Radio Access Network (UTRAN) and interconnection with the existing Core Network (CN) via the standardized interfaces defined for UTRAN:

-
Iu-cs interface for circuit switched services as overviewed in TS 25.410 [3].

-
Iu-ps interface for packet switched services as overviewed in TS 25.410 [3].

-
Iu-pc interface for supporting location services as described in TS 25.450 [4].

-
Iu-bc interface for supporting cell broadcast services as described in TS 25.419 [5].

-
The HNB Access Network (HNB-AN) is introduced to address some of the key issues in the deployment of 3G HNB applications, such as the ad-hoc and large scale deployment of 3G HNBs using public infrastructure such as the Internet. The HNB Access Network (HNB-AN) sub-system architecture can further be envisioned as follows.
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Figure 6.1.2.1-2. HNB Access Network Architecture.

Note:
 The UTRAN and the Iu reference point(s) as described in TS 25.410 [3] are not directly applicable for the 3G HNB application, since the UTRAN architecture defines the Iu reference point between a legacy RNC (which has specific roles and performs specific functionality as described in TS 25.410) and the CN. Hence it is proposed to introduce the HNB Access Network (HNB-AN) along with a new reference point Iu-h and Iu-hm to address specifically the 3G HNB application. 

-
The key elements of the HNB-AN are as follows

-
3G Home Node-B (3G HNB). The HNB is customer premise equipment (CPE) which offers a standard radio interface (Uu) for UE connectivity. The HNB provides the radio access network connectivity to the UE using the Iu-h interface. The 3G HNB is envisioned to support RNC like functions, the details of which are captured in the Table 1 describing the legacy UTRAN functional split within the HNB-AN. Besides supporting RNC like  functions, enhancements for operating in ad-hoc environment are needed for the 3G HNB and are described further in section 2.3 and 2.4

-
A generic IP access network (utilizing customer broadband connection and the Internet) provides connectivity between the 3G HNB and the HNB-GW. The IP transport connection extends from the HNB-GW to the 3G HNB.  The generic IP access network is assumed to be untrusted public IP network without any ATM or SS7 infrastructure.

-
A single interface, the ”Iu-h” interface, is defined between the HNB-GW and the 3G HNB.

-
Home Node-B Gateway (HNB-GW). The HNB-GW is the entity which provides network connectivity of the 3G HNB to existing CN. The HNB-GW entity appears as a legacy RNC to the existing CN (using existing Iu interfaces for CN connectivity) and connects the 3G HNB using the Iu-h interface. The HNB-GW also performs key functionalities, such as the management of the legacy UTRAN identifiers (LAI, SAI, RND-Id, etc) towards the CN, and Iu-h interface management as described in section 2.3 and 2.4.

-
HNB Management (Mgmt) System: The HNB Mgmt System is a centralized CPE device management for the 3G HNB which uses the Iu-hm reference point to communicate with the HNB via the HNB-GW.  The detailed functionality of the HNB Mgmt System is FFS.

-
A single interface, the “Iu-hm” interface, is defined between the HNB-GW and HNB Mgmt System to carry information related to CPE device management functionality between the HNB and HNB Mgmt System. The Iu-hm reference point can use existing CPE device management techniques as described in DSL Forum technical specifications TR-069 [7]. 

It should also be noted that a key characteristic of the HNB-AN is that there are no permanent pre-configured peer adjacencies between 3G HNB and HNB-GW; rather, these are ad-hoc adjacencies that are initiated from the 3G HNB (as it is usually behind a NAT/firewall, and does not have a permanent IP address in the carrier network).
-
The detailed system architecture in support of 3G HNB application is illustrated in the following figure:
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Figure 6.1.2.1-3. Detailed 3G HNB System Architecture.

6.1.2.2
Functions supported in the HNB Access Network

The functions performed in HNB Access Network are classified into two categories:

1)
Legacy UTRAN Functionality necessary to provide the standard Iu interface towards the CN and the standard Uu interface towards the UE.

2)
Enhanced Functionality necessary to support ad-hoc 3G HNB deployment using public broadband network infrastructure such as the Internet by providing support for key concepts such as security, plug-and-play operation, QoS, scalability and interoperability.

The following sub-sections provide additional details on the above two categories of HNB-AN functions.

6.1.2.2.1 HNB-AN support for legacy UTRAN functions

In order to provide a standard Iu interface towards the CN and a standard Uu interface towards the UE, as shown in Figure 1, the HNB-AN must provide many of the functions provided by the legacy UTRAN. Table 5.1 in TS 25.410 [3] defines the functional split between the core network and the UTRAN. The following table is an extension to Table 5.1 in TS 25.410 [3] and is used to capture the proposed functional split of the legacy UTRAN functions in the HNB-AN between the 3G HNB and HNB-GW. 

As seen from the table below, the radio management functions are delegated to the 3G HNB, whereas the core network connectivity functions are provided by the HNB-GW. The assumptions used in making the division of the functions, as specified in the table, are based on either technical infeasibility or inefficiency. For example, the Iu link management function of ATM VC management was designated to the HNB-GW as it was technically infeasible to provide the same functionality in the 3G HNB. Additionally, certain functions require co-ordination between the HNB and HNB-GW and as such these functions are expected to be managed by both HNB and HNB-GW. “Paging” is an example of such a function where co-ordination between HNB and HNB-GW is necessary. Paging from CN must be processed by the HNB-GW to determine the precise HNB (and the corresponding UE) which must be targeted for the Paging owing primarily to the un-coordinated nature of the HNB deployment. Functions such as the transparent relay of NAS messages (i.e.”CN signalling data transfer”), are supported on the 3G HNB as well as HNB-GW. 

Table 1: HNB Access Network Functional split

	Function
	HNB Access Network
	CN

	
	3G HNB
	HNB GW
	

	RAB management functions:
	
	
	

	RAB establishment, modification and release
	X
	X
	X

	RAB characteristics mapping Iu transmission bearers
	
	X
	

	RAB characteristics mapping Uu bearers
	X
	
	

	RAB queuing, pre-emption and priority
	X
	
	X

	
	
	
	

	Radio Resource Management functions:
	
	
	

	Radio Resource admission control
	X
	
	

	Broadcast Information
	X
	
	X

	
	
	
	

	Iu link Management functions:
	
	
	

	Iu signalling link management
	
	X
	X

	ATM VC management
	
	X
	X

	AAL2 establish and release
	
	X
	X

	AAL5 management
	
	X
	X

	GTP-U Tunnels management
	X
	X
	X

	TCP management
	
	X
	X

	Buffer Management
	X
	X
	

	
	
	
	

	Iu U-plane (RNL) Management:
	
	
	

	Iu U-plane frame protocol management
	
	
	X

	Iu U-plane frame protocol initialization
	
	X
	

	
	
	
	

	Mobility management functions:
	
	
	

	Location information reporting
	X
	X
	X

	Handover and Relocation
	
	
	

	  Inter RNC hard HO, Iur not used or not available
	X
	X
	X

	  Serving RNS Relocation (intra/inter MSC)
	X
	X
	X

	  Inter system hard HO (UMTS-GSM)
	X
	X
	X

	Inter system Change (UMTS-GSM)
	X
	X
	X

	Paging Triggering
	
	
	X

	GERAN System Information Retrieval
	X
	X
	X

	
	
	
	

	Security Functions:
	
	
	

	Data confidentiality
	
	
	

	   Radio interface ciphering
	X
	
	

	   Ciphering key management
	
	
	X

	   User identity confidentiality
	X
	
	X

	Data integrity
	
	
	

	   Integrity checking
	X
	
	

	   Integrity key management
	
	
	X

	
	
	
	

	Service and Network Access functions:
	
	
	

	CN Signalling data
	X
	X
	X

	Data Volume Reporting
	X
	
	

	UE Tracing
	X
	X
	X

	Location reporting
	X
	X
	X

	
	
	
	

	Iu Co-ordination functions:
	
	
	

	Paging co-ordination
	X
	X
	X

	NAS Node Selection Function
	
	X
	

	MOCN Rerouting Function
	
	X
	X

	
	
	
	

	MBMS functions
	X
	X
	X

	MBMS RAB Management
	X
	X
	X

	MBMS UE Linking Function
	X
	X
	X

	MBMS Registration Control Function
	X
	X
	X

	MBMS Enquiry Function
	X
	X
	X


6.1.2.2.2 HNB-AN support for enhanced functions

The 3G HNB is customer premise equipment (CPE) which is expected to be deployed as a plug-and-play device by the end user. In order to support such an ad-hoc and large scale deployment of 3G HNBs, it is proposed to support the following functional enhancements in the HNB-AN.

1.
Mechanism for securing the interface between the 3G HNB and HNB-GW, including mutual authentication, data confidentiality and integrity protection.

2.
Mechanism for discovering and connecting to the most appropriate serving HNB-GW by the 3G HNB.

3.
Mechanism for access control of the 3G HNB (e.g. “location” verification of the 3G HNB before allowing network access to a particular 3G HNB).

4.
Mechanism for performing access control of the UE at a given 3G HNB, before allowing the UE to camp on the 3G HNB. 

5.
Mechanism for providing network operational parameters to the 3G HNB (e.g. System Information Broadcast parameters based on the 3G HNB's serving HNB-GW).

6.
Mechanism for providing device specific configuration parameters to the 3G HNB.

7.
Method for tracking the UE to its serving 3G HNB and the trade-off against paging for the UE at potentially thousands of Internet connected 3G HNBs sharing the same Location Area. See scenario described in [R2-080290].

8.
Techniques to protect against audio quality degradation as a result of Internet delay, jitter, and packet loss characteristics.
9.
Mechanism for management of the link between the 3G HNB and HNB-GW (e.g. mechanisms for fast synchronization of the application and subscriber states at the HNB and HNB-GW when the underlying transport link is dropped and reconnected). 

10.
Mechanism to provide optimized PS bearer plane over the HNB-AN (e.g. a "direct tunnel" from 3G HNB to GGSN).

11.
Mechanism to protect the CN from a rogue or misbehaving 3G HNB.

12.
Mechanism for multiplexing multiple CS user plane bearer paths between a 3G HNB and HNB-GW for bandwidth efficiency in the HNB-AN.

13.
Mechanisms to provide differentiated service for home user and guest users (e.g. preferential billing for home users, etc).

6.1.2.3
Key Concepts and Solutions for HNB-AN Enhanced Functions

The following sub-sections describe the key concepts and generic solutions (without emphasis on the actual protocol used in the HNB-AN over the Iu-h interface), which address the above enhanced functions necessary in the HNB-AN.

6.1.2.3.1
Security

i.
Security of the Iu-h interface:

As described in section 2.1, the generic IP network connecting the 3G HNB and HNB-GW uses public infrastructure such as the Internet which is assumed to be insecure and untrusted, in terms of both client and server devices. Additionally, the 3G HNB is deployed as customer premise equipment (CPE) which is operated by the end user. As a result, it is necessary to perform mutual authentication between the 3G HNB and HNB-GW before allowing the 3G HNB to access the CN. Additionally, the Iu-h interface must be secured for data confidentiality and integrity protection over the generic IP access network. 

Iu-h interface security can be achieved using the standardized mechanisms specified in TS 33.234 [9] and TS 43.318 [1]; i.e., provision the 3G HNB with an IMSI and use IKEv2 with EAP-SIM or EAP-AKA for 3G HNB authentication and digital certificates for HNB-GW authentication, and IPSec ESP for data confidentiality and integrity protection. This results in the addition of Security Gateway and AAA functions entities and associated interfaces to the 3G HNB System Architecture, as illustrated in the following figure.
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Figure 6.1.2.3.1-1. Detailed 3G HNB System Architecture with Security.

ii.
Protection of CN from rogue or non-conformant 3G HNB:

As stated above, the 3G HNB--due to it physical location at the customer premise--is subject to being tampered with or attacked. The critical CN equipment (such as the VLR, HLR, and SGSN) could now be subject to attacks from a compromised 3G HNB or a misbehaving 3G HNB (i.e. non-conformant to the protocol selected for the Iu-h interface). 

It is proposed that the HNB-GW provide mechanisms to prevent or limit attacks from such 3G HNB towards the CN (e.g. HNB-GW could provide protocol inspection or conversion to prevent undesired behaviour in the CN due to CN protocol exposures at the 3G HNB).

6.1.2.3.2
HNB-GW Discovery

The HNB-GW Discovery mechanism provides an automatic way for the 3G HNB to determine the most appropriate serving HNB-GW in the HPLMN of the HNB, taking into account parameters such as the 3G HNB identity and location. We propose that the HNB-GW Discovery service is one of the functions provided by all or a subset of the HNB-GWs in the service provider network.

The 3G HNB can be pre-configured with the network address associated with the HNB-GW Discovery service (e.g., an FQDN that is DNS-resolved to the IP address of one of the HNB-GWs providing HNB-GW Discovery services); alternatively, it is also possible to derive the HNB-GW Discovery service network address using the HNB credentials such as the IMSI (as described in TS 23.003[10]).

The following scenario illustrates the case when the 3G HNB powers on and does not have stored information on the serving HNB-GW, and then performs the HNB-GW Discovery procedure. 
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Figure 6.1.2.3.2. HNB-GW Discovery Procedure.
1.
If the 3G HNB has a provisioned or derived FQDN of the HNB-GW Discovery service, it performs a DNS query (via the generic IP access network interface) to resolve the FQDN to an IP address. If the 3G HNB already has the IP address for the HNB-GW Discovery service, the DNS step is omitted.

2.
The DNS Server returns a response including the IP Address of a HNB-GW that provides HNB-GW Discovery service.

3.
The 3G HNB establishes a secure tunnel to the HNB-GW.

4.
The 3G HNB sets up a reliable transport session (TCP or SCTP connection) to a well-defined port on the HNB-GW. 

5.
The 3G HNB then queries the HNB-GW for the address of the serving HNB-GW, using the DISCOVERY REQUEST message. The message contains:

-
3G HNB Location Information: The 3G HNB provides location information via use of one or more of the following mechanisms:

-
detected macro coverage information (e.g. GERAN or UTRAN cell information) 

-
geographical co-ordinates (e.g. via use of GPS, etc)

-
Internet connectivity information (e.g. IP address or DSL Line Identifier). 

Note: It is possible that none of the above information is available, and hence the discovery mechanism should support 3G HNB assignment to a default HNB-GW for such use cases with the understanding that service via such default assignment may be non-optimal. Alternately, it should be possible to deny discovery of serving HNB-GW until valid location information is provided.

-
3G HNB Identity: For example, the IMSI of the (U)SIM associated with the 3G HNB. 

6.
The HNB-GW returns the DISCOVERY ACCEPT message, using the information provided by the 3G HNB to determine the address of the most appropriate serving HNB-GW. The DISCOVERY ACCEPT message may also indicate whether the serving HNB-GW address information shall be stored by the 3G HNB for future access (i.e., versus performing HNB-GW discovery each time the 3G HNB is power-cycled).

7.
If the HNB-GW cannot accept the DISCOVERY REQUEST message, it returns a DISCOVERY REJECT message indicating the reject cause.

8.
The secure tunnel to the HNB-GW is released. 

6.1.2.3.3
Registration 

The registration process does not involve any signaling to the core network; i.e., it is wholly contained within the HNB-AN. There are two kinds of registrations, a HNB registration and a UE registration as described below.

6.1.2.3.3.1
HNB Registration
Upon power-up, the 3G HNB registers with the HNB-GW. HNB registration serves the following purposes:

a.
It informs the HNB-GW that a 3G HNB is now connected and is available at a particular IP address. 

b.
It provides the 3G HNB with the network operating parameters (such as LAI, RNC-Id, network operating mode, etc) associated with the HNB service at the current location which must be coordinated between the 3G HNB and HNB-GW. The 3G HNB utilizes the information to transmit these network operating parameters to the UE as part of the System Information Broadcast.

c.
It allows the HNB-AN to provide a network based service access control (SAC) (e.g., HNB restriction and location verification).

d.
It provides a mechanism to redirect the HNB to a different serving HNB-GW (e.g. based on incoming location, current load on the HNB-GW, etc).

The following scenario illustrates the case when the 3G HNB registers with the serving HNB-GW and obtains the network operating parameters based on specific location and the specific serving HNB-GW. 
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Figure 6.1.2.3.3.1-1. HNB Registration Procedure.

1.
If the 3G HNB does not have stored information on the serving HNB-GW, it performs the HNB-GW Discovery procedure as described above.

2.
The 3G HNB establishes a secure tunnel to the serving HNB-GW. This step may be omitted if a secure tunnel is being reused from an earlier discovery or registration procedure.

3.
The 3G HNB sets up a reliable transport session (TCP or SCTP connection) to a well-defined port on the serving HNB-GW. 

4.
The 3G HNB then attempts to register with the serving HNB-GW using a REGISTRATION REQUEST message. The message contains:

-
Registration Type: Indicates the end device being registered (i.e., 3G HNB registration)

-
3G HNB Location Information: The 3G HNB provides location information via use of one of the following mechanisms:

-
detected macro coverage information (e.g. GERAN or UTRAN cell information) 

-
geographical co-ordinates (e.g. via use of GPS, etc)

-
Internet connectivity information (e.g. IP address or DSL Line Identifier).

Note: It is possible that none of the above information is available at the HNB, and hence the registration mechanism should support either a registration with default network operating parameters or a registration rejection to prevent HNB operation in unknown locations. The determination for exact logic should be based on configured policy of the HNB-GW.

-
3G HNB Identity: For example, the IMSI of the (U)SIM associated with the 3G HNB. 

5.
The HNB-GW may use the information from the REGISTER REQUEST message to perform access control of the HNB (e.g. whether a particular 3G HNB is allowed to operate in a given location, etc). If the HNB-GW accepts the registration attempt it shall respond with a REGISTER ACCEPT message and includes the necessary system information for the 3G HNB functionality (e.g. Location Area information, network operation mode, etc). 


In this case, the reliable transport session (TCP or SCTP connection) and the secure tunnel are not released and are maintained as long as the 3G HNB is registered with the HNB-GW.

6.
Alternatively, the HNB-GW may reject the request (e.g. due to network congestion, blacklisted HNB, unauthorized location, etc). In this case, it shall respond with a REGISTER REJECT indicating the reject cause.

7.
Alternatively, if the HNB-GW wishes to redirect the 3G HNB to (another) serving HNB-GW, it shall respond with a REGISTER REDIRECT message providing information about the target HNB-GW.

8.
The 3G HNB shall release the transport session as well as the secure tunnel if it does not receive a REGISTER ACCEPT message in response.

6.1.2.3.3.2
UE Registration
Upon receiving the initial message from a camped UE, the 3G HNB performs a local access control. After a successful local access control, the 3G HNB initiates a registration procedure towards the HNB-GW for the camped UE. UE registration to a HNB-GW by the 3G HNB serves the following purposes:

a.
It informs the HNB-GW that a UE is now connected through a particular 3G HNB and is available at a particular IP address. The HNB-GW keeps track of this information for the purposes of “directed paging” (e.g. for mobile-terminated calls).

b.
It allows the HNB-GW to provide network based service access control (SAC) functionality. The HNB-GW provides authorization and enforcement based on the operator’s service access control polices. Network based SAC can be used to insure that a particular UE is indeed authorized service over a particular 3G HNB.

c.
It allows the HNB-GW to provide UE specific service parameters to the 3G HNB (e.g. differentiated billing for home users versus guest users).

d.
It provides a mechanism for indicating emergency services only. With this explicit indication, the HNB-GW can override the normal service access controls for this UE but the HNB-GW may still restrict the UE to only emergency services for fraud prevention. In addition, this emergency services indicator allows the HNB-GW to support emergency call-backs by targeting the correct 3G HNB over which the emergency call had originated. Note: This assumes that the 3G HNB allows an un-authorized UE (i.e. a UE not allowed service over that particular HNB) to camp for limited service.

The following scenario illustrates the case when the 3G HNB registers a specific UE with the serving HNB-GW. The registration is triggered when the UE attempts to access the 3G HNB for the first time via an initial NAS message (i.e., Location Updating Request). 
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Figure 6.1.2.3.3.2-1. UE Registration Procedure.
1.
Upon camping on the 3G HNB, the UE initiates a LU procedure by establishing an RRC connection with the 3G HNB (it is assumed that the 3G HNB has a location area that is distinct from its neighboring 3G HNB and macro cells to trigger an initial message upon camping on the 3G HNB). The UE then transmits a NAS message carrying the Location Updating Request message with some form of identity (IMSI/TMSI). If the (P)TMSI of the UE (provided during RRC Connection Establishment) is unknown at the HNB being accessed (e.g. first access attempt by this specific UE using the (P)TMSI), If the LU is performed using the TMSI, the 3G HNB requests the IMSI of the UE. (Note: For networks supporting network mode 1, the UE could trigger a combined Routing Area and Location Area update request instead of the initial LU request). The 3G HNB may also optionally perform local access control for faster rejection of those UEs not authorized to access the particular HNB (the exact rejection mechanism is left as HNB implementation specific). Unauthorized UEs are not attempted to be registered with the HNB-GW. 

2.
The 3G HNB establishes a separate reliable transport session (e.g. TCP or SCTP connection) for each UE.

3.
The 3G HNB attempts to register the UE on the HNB-GW over the UE specific transport session by transmitting the REGISTER REQUEST. The message contains: 

-
Registration Type: Indicates the end device being registered (i.e.UE registration)

-
UE Identity: IMSI of the (U)SIM associated with the UE

-
3G HNB Identity: For example, the IMSI of the (U)SIM associated with the 3G HNB 

4.
The HNB-GW may perform access control for the particular UE attempting to utilize the specific 3G HNB. If the HNB-GW accepts the registration attempt it shall respond with a REGISTER ACCEPT message back to the 3G HNB.

5.
The 3G HNB does a NAS relay of the Location Updating Request message from the UE to the HNB-GW via the UE transport session established in step 2.

6.
The HNB-GW establishes a SCCP connection to the CN and forwards the Location Update request (or the combined RA/LA update request) NAS PDU to the CN using the RANAP Initial UE Message. Subsequent NAS messages between the UE and core network will be sent between HNB-GW and CN using the RANAP Direct Transfer message.

7.
The CN authenticates the UE using standard authentication procedures. The CN also initiates the Security Mode Control procedure. The NAS messages are relayed transparently by the HNB-GW and 3G HNB between the UE and the CN.

8.
The CN indicates it has received the location update and it will accept the location update using the Location Update Accept message to the HNB-GW

9.
The HNB-GW relays LU Accept NAS message to the 3G.
10.
The 3G HNB relays the LU Accept over the air interface to the UE.
6.1.2.3.4
QoS Enhancements

1.
Use of RFC 4867 for transporting CS user data over the HNB-AN. 

The challenges inherent in using packet networks for interactive voice communications arise from the real-time characteristics of speech. The three most important factors that affect speech quality are packet loss, delay, and jitter. The very nature of public infrastructure such as the Internet implies that the level of packet loss and the amount of delay and jitter vary greatly with the network, location, and time. 

Packet losses can create gaps in the voice communication resulting in clicks and muted or unintelligible speech. Packet loss may be caused by several sources. For example, a router may intentionally discard a packet because it was damaged during transmission or timed out of a queue due to congestion problems. Congestion can also contribute to latency and jitter, which can make two-way voice conversation difficult. 

Such Qos problems inherent to voice-over-Internet, can be improved by providing robustness to packet loss, delay, and jitter at the edge devices in the HNB-AN i.e. 3G HNB and HNB-GW. 

It is proposed to utilize RFC 4867 [12] (obsoletes RFC 3267 [11]) which addresses the Qos issues, as a mechanism for carrying the voice data over the HNB-AN. Some of the key characteristics of RFC 4867:

-
payload format supporting transmission of multiple channels, multiple frames per payload,use of fast codec, mode adaptation 

-
robustness against packet loss via the use of Forward Error correction (FEC); i.e. RTP redundancy, and frame inter-leaving

-
robustness against bit errors by using unequal error protection and detection (UEP and UED) over IP networks
-
interoperation with existing AMR and AMR-WB transport formats on non-IP networks

Additionally, the use of RFC 4867 for carrying AMR/AMR-WB over packet switched network such as the Internet has also been adopted by other 3GPP technologies such as IMS (TS 26.114 [13], TS 29.332 [14]).

The following diagram captures the CS user plane protocol architecture between the UE and MSC, utilizing RFC 4867 for transporting the CS user data over the Internet based HNB-AN.
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Figure 6.1.2.3.4. CS User Plane Protocol Architecture.

2.
Uplink Quality Indication

Despite the use of RFC 4867, there may be scenarios where a voice call quality cannot be sustained in the HNB-AN (severe packet loss or congestion), and as a result it would be desirable to hand-out these “problematic” voice calls to other suitable neighboring cells (macro or other 3G HNB cells). For the downlink voice traffic, the 3G HNB can make a determination of the degrading voice quality (e.g. packet loss, etc) and trigger a handout to suitable cells.  For the uplink voice traffic, only the HNB-GW can determine the voice quality degradation. A mechanism is required for the HNB-GW to indicate this uplink quality degradation to the 3G HNB, so that the 3G HNB can trigger handout procedure. Existing mechanisms such as RTCP may not be suitable for indicating the voice quality due to the “minimum” interval restriction of RTCP messages (RFC 3550[15] recommends a minimum interval of 5 seconds). It is proposed that the HNB GW send “Uplink Quality Indication” message from the HNB-GW to 3G HNB for indicating the degraded quality of ongoing voice calls over the HNB-AN. 

3.
Multiplexing multiple CS user plane

As mentioned earlier, the 3G HNB is deployed on the customer premise and uses the customer broadband connection as backhaul to the HNB-GW.  This customer broadband connection may have limitation on the uplink bandwidth that it can support, thus restricting the number of simultaneous CS user plane paths from the 3G HNB over the secure tunnel. To address this uplink bandwidth limitation of the customer broadband connection, it is proposed that the multiple CS user plane paths (for multiple UEs) from the same 3G HNB are multiplexed over the same secure tunnel. TR 29.814 [16] has studied the feasibility of multiplexing CS user sessions and specified a mechanism for multiple CS sessions using RTP/IP. It is proposed that HNB-AN adopt a similar mechanism for multiplexing CS user planes between 3G HNB and the HNB-GW as specified in TR 29.814 [16].

6.1.2.3.5
Fast Synchronization upon transport link failure

The 3G HNB being a CPE device has the possibility of occasional failed transport links to the HNB-GW. This in turn can result in tear down of the established bearer plane connections upon re-establishing the transport link. It is proposed that upon such transport link failure, the 3G HNB re-establish the transport link and indicate the state of its CS and PS user plane connections via a “SYNC” procedure, thus avoiding the need to re-establish the user plane connections.

6.1.2.3.6
Optimized PS bearer plane

The following diagram captures the PS user plane protocol architecture between the UE and MSC, utilizing an optimized PS bearer plane in the HNB-AN by terminating the GTP-U tunnel between the 3G HNB and SGSN. Additionally, with the support of Direct Tunnel functionality in the SGSN, the GTP-U terminations can be between the 3G HNB and GGSN.
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Figure 6.1.2.3.6-1. Optimized PS user plane architecture.

6.1.2.4
Summary of HNB-AN Enhanced functions

The following table correlates the functional enhancements necessary for HNB-AN using the key concepts and generic solutions described in previous sections.

Table 2: Solutions addressing the Enhanced Functionality

	
	Function Description
	Key Concepts
	Key Benefits

	1
	Mechanism for authenticating 3G HNB and securing the 3G HNB and HNB-GW interface
	Security per TS 33.234 [9] or TS 43.318 [1].

Section 2.3.1
	Security

	2
	Mechanism for discovering and connecting to the most appropriate serving HNB-GW by the 3G HNB
	HNB-GW Discovery Procedure

Section 2.3.2
	Plug-and-play

	3
	Mechanism for access control of 3G HNB (e.g. “location” verification of the 3G HNB before allowing network access to a particular 3G HNB)
	HNB Registration Procedure

Section 2.3.3
	Plug-and-play and Security

	4
	Mechanism for access control of UE accessing the 3G HNB
	UE Registration Procedure

Section 2.3.3
	Security

	5
	Mechanism for providing network operational parameters to the 3G HNB (e.g. System Information Broadcast parameters based on the serving HNB-GW the 3G HNB connects to)
	HNB Registration Procedure

Section 2.3.3
	Plug-and-play

	6
	Mechanism for providing device specific configuration parameters to the 3G HNB
	Device Configuration using Home Mgmt System
	Plug-and-play

	7
	Method for tracking the UE to their serving 3G HNB and the trade-off against paging for the UE at potentially thousands of Internet connected 3G HNBs sharing the same Location Area
	UE Registration Procedure

Section 2.3.3
	Scalability

	8
	Techniques to preserve / protect audio quality degradation as a result of Internet delay, jitter, and packet loss characteristics
	QoS enhancement via use of RFC 4867 and Uplink quality indication 

Section 2.3.4
	QoS

	9
	Mechanism for management of the link between the 3G HNB and HNB-GW
	Sync Procedure in HNB-AN

Section 2.3.5
	Scalability and Reliability

	10
	Mechanism to provide optimized PS bearer plane over the HNB-AN
	Direct Tunnel

Section 2.3.6
	Performance and Scalability

	11
	Mechanism to protect the CN from a rogue or misbehaving 3G HNB
	Protocol Security 

Section 2.3.1
	Security

	12
	Mechanism for multiplexing multiple CS user plane paths
	QoS enhancement using multiplexing scheme per TR 29.814 [16]

Section 2.3.4
	Qos

	13
	Mechanisms to provide differentiated service
	UE Registration Procedure

Section 2.3.3
	Billing and Qos


6.1.3
Proposal 3

6.1.3.1
Principles of 3G HNB Architecture
In principle the 3G HNB, also called “femto NodeB” or “femto access point”, combines the functions of an RNC and of a Node B. (Whether it is a single cell or multi-cell NodeB, is regarded as a deployment / product related issue).

For typical (mass-)deployment scenarios, the existence and necessity of an intermediate node in between the 3G CN and the 3G HNB, we call it 3G HNB GW is regarded as a given and agreed fact - should it be visible to the “standardisation world” or not. 

Should any of the RNC functions need to be shifted to the 3G HNB GW or split among the 3G HNB and 3G HNB GW then this needs to be clearly highlighted and evaluated against necessary standard / protocol changes and/or additions.

6.1.3.2
Addressing 3G HNB and 3G HNB GW

RNC-Id

The limited range of RNC Identifiers is As one of the main identified issues. It is assumed that there  lays in the fact that the RNC Id address range is limited, this topic is handled first in this paper, although this does not correspond to an canonical way of approaching architectural problems. There are several ways of doing this, one way is the following:

The 3G HNB GW, acting as a single RNC towards the CN and shadowing its “gateway nature”, shall have assigned a single or few RNC-Ids., having aAll the 3G HNBs, being connected to the same GW, will have assigned with the same single RNC-Id (or one of the few RNC-Ids).

Cell Id as 3G HNB address

Each 3G HNB shall have assigned a unique cell-id (in case of single cell deployment), in case of multi-cell deployment the GW has to handle this e.g. by sub-address-schemes. The RNC-Id, being part of the cell-id shall be the one described under “RNC-Id” above.

CSG Id

“CSG” is a topic which is out of scope of this Study Item which deals with legacy user equipments only. So, no support of “white-lists” shall be assumed in UEs.Stemming from Each 3G HNB shall have assigned a unique cell-id (in case of single cell deployment), in case of multi-cell deployment the GW has to handle this.

6.1.3.3
NAS-level registration at 3G HNB

LAC assignment

Due to the limited numbers of available LACs within one PLMN, which does by no means correspond to the envisaged mass-deployment scenarios of 3G HNBs, one possibility is to assign only a limited number of LAC (say 5 or 10) to each 3G HNB GW. There is the necessity to assign different LAC sets to different 3G HNB GWs.

RAC assignment

PS and CS mobility restrictions have to be aligned, for idle and active mode. There is no specific rule for RAC assignment necessary.

SAC assignment

3G HNBs with the same LAC shall have – as far as possible – different SACs being assigned. 

Idle mode Mobility Control

The legacy 3G UE does not support registration within multiple registration (i.e. Location our Routing) areas, nor does it support “white list” functionality, as known from LTE CSG. 

Due to the limited availability of LACs for 3G HNB purposes, i.e. the impossibility to assign a unique LAC to 3G HNB for idle and active mobility control, one way of handling the issue is to assign to a multitude of 3G HNBs the same LAC. 
I.e., if the UE has granted access to the “femto world”, a fact that needs to be memorised in the 3G HNB GW, no kind of idle mode access control will be performed, neither by the 3G HNB nor the 3G HNB GW - this holds true as long as the UE has no existing Iu connection when it tries to access a 3G HNB.
WhenIf the UE enters the “femto world”, i.e. it reselects a cell which broadcasts a LAI assigned for 3G HNB purposes, the 3G HNB GW will perform a check of the UE’s IMSI. If the UE’s IMSI is not available to the 3G HNB GW within the first message sent by the 3G HNB (which shows that the 3G HNB GW needs to be able to interpret both, RANAP and NAS part of the exchange messages), the UE needs to be requested to provide it by NAS signalling means – by the 3G HNB GW (which shows that the 3G HNB GW needs to be able to talk NAS to both, the UE and the CN). 
Note, that there is the need to satisfy the NAS protocol towards the CN by the 3G HNB GW in case of successful entry in order to re-establish the correct NAS PDU sequence numbering between the UE and the 3G HNB GW.
If no access is granted, the 3G HNB GW itself generates the reject and hides this activity from the CN.

Finally this shows that, the UE may roam around in idle mode in all 3G HNBs broadcasting the same LAC. This is suboptimum, but a consequence of the requirement to support legacy UEs. 

The alternative Another possibility would be to re-use LACs massively by assigning a certain LAC to a single 3G HNB only. But this can only be done within a limited geographical scope, which would put some burden on operators as it restricts the free assignment of LACs to macro cells (we expect a heavy macro-network re-configuration activity for that approach) and it may lead to access-denials for UEs, if by chance a certain LAC, to which a UE would have access rights in a limited geographical area, is still in the forbidden list stored within the UE – stemming from a neighbouring geographical area.

6.1.3.4
Active Mode Access control

Originating Case

If the UE originates a call attempt, the 3G HNB shall check its IMSI and only then grant service. This should be possible due to data bases available in the 3G HNB. If this is too insecure (or its secure implementation is too expensive) an implementation may put this function into the 3G HNB GW.

Terminating Case

If the UE responses to a paging request and roams within a cell for which it has got permission for the LAC the 3G HNB broadcasted but has no service permission, a service handover procedure needs to be initiated. This is in order to maintain page-ability of the UE.

6.1.3.5
Active Mode Mobility Support

Outbound Mobility

3G HNBs shall have neighbour-ship information available (e.g. by observing the surrounding macro environment). This should enable outbound mobility with not extraordinary big effort.

Inbound Mobility

This would require massive configuration data at the macro side and is therefore not recommended, as practically not feasible. In case of similar support as for LTE CSG on UE side, this may change the situation.

6.1.3.6
Paging

As mentioned above already, the strong requirement to keep UEs page-able forbids the 3G HNB GW to intercept paging. It shall however distribute the paging to those 3G HNBs where the UE may potentially roam.

A Paging co-ordination function will have to be available in the 3G HNB GW in order to assign paging requests from one CN domain to an existing Iu connection from the other CN domain.

6.1.3.7
RANAP relay vs interworking

In general, UE dedicated signalling messages will be relayed, though intercepted, in between the CN and the 3G HNB. Relay in contrast to interworking does not foresee to change (e.g. identifiers) any message contents but just to forward the message, although it might have a look into the content for routing purposes.

For common procedures, like e.g. Reset, Reset Resource, Overload, the following principle should apply: The applicability of these procedures is only valid either between 3G HNB and 3G HNB GW or 3G HNB GW and CN, but not at all between 3G HNB and CN. 
If e.g. a node reset in the CN results in a RESET being received by the 3G HNB GW, this does not necessarily mean, that the RESET needs to be passed on to all the 3G HNBs “virtually” connected to it. Therefore those procedures are fully terminated in the 3G HNB GW.

6.1.3.8
Signalling TNL interworking

In general, the SCCP protocol layer needs to be terminated in the 3G HNB GW. Routing of the higher layer messages will need to take place based on higher layer information. 

The function necessary on signalling TNL to relay UE dedicated RNL messages could foresee to memorise the respective signalling TNL id’s (local references) when establishing the UE dedicated connections between 3G HNB and CN via the GW and to route the messages based on those informations.If routing for dedicated messages is set by evaluating the initiating messages, there could be simple lower layer relaying established based lower layer id’s (local references).

6.1.3.9
Handling of NNSF

A similar approach, as discussed already for LTE HeNB could be taken for Iu-flex deployment cases, i.e. hiding the Iu-flex structure from the 3G HNB. This would require protocol extensions on Iu in order to transport the required information to the 3G HNB GW.

6.1.3.10
Registration of the 3G HNB at the 3G HNB GW

Whereas an O&M means would provide one valid possibility to provide registration means to the 3G HNB, an alternative would be to use a similar approach as for LTE, i.e. to defineuse a similar a new RANAP procedure similar toas the S1 Setup procedure. I.e. the 3G HNB, provided with basic connectivity parameters, issues a first message towards it’s 3G HNB GW, receiving basic configuration parameters, like PLMN Ids, LAC, maybe cell id (including RNC-Id). This would require protocol extensions on Iu.

This does not describe how the 3G HNB obtains information on the 3G HNB GW it shall connect to. This is regarded as an issue not subject for standardisation.

6.1.4
Proposal 4

6.1.4.1

General architecture

6.1.4.1.1
Introduction

During RAN3#58, the following text was agreed:

“The preferred deployment option is with Iu or Iu-based termination at the 3G Home NB.”

Note: in this document, this issue is not re-opened i.e. other options are not discussed. 

Therefore following the above preference, it should be studied as to what is required to be modified in the existing Iu interface in order incorporate the UTRAN Home Node B architecture i.e.  there is the need to understand what needs to be modified from the existing Iu interface (Iu CS, Iu PS, Iu UP) – if anything - in order to provide connectivity between Home Node B and existing Core Network (SGSN and MSC). 

As always, the target should be that existing core network functionality is re-used as much as possible. 

In order to minimize impact on security aspects we assume that the HNB Home GW (signaling part) is based in the operator Network. 
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Figure 6.1.4.2-1. Home NB Architecture. 

6.1.4.1.2
User Plane architecture for HNB CS Domain Traffic

For CS domain traffic, it would seem that the existing Iu-CS user plane does not really require any changes, and that the existing MSC can be re-used. This allows all of the existing functionality (such as Lawful intercept and charging) to be re-used as today.  

Anyway additional requirements on e.g. Location awareness/authentication (see below) remain outstanding and remain unsolved. 

It should also be further considered that limited bandwidth via xDSL  on the uplink can have an influence on 3GPP standardization (e.g. it should be studied how many calls can be setup within one Home NB)

6.1.4.1.3
HNB PS Domain Traffic 

In the Home Node B scenario, there seem to be two types of user plane traffic:

-
“normal IP” traffic that goes through the operator’s network

-
“Local breakout” traffic that is routed locally e.g. corporate network within the confines of the “home” 

-
It would seem that the normal IP traffic can be routed to the existing GGSN(s) as today via the Iu-PS user plane and there is no need to change any of the existing functionality in this area. 

For the local breakout traffic, it would seem that the “breakout” can only happen at the GGSN, and hence there is the question as to where the GGSN functionalities with respect to the HomeNB Architecture are located. There are three possibilities, described below:
6.1.4.1.3.1
In the Core Network (the same as for the macro eNB)


[image: image16.emf]SGSN

Home Node B 

(with RNC)

GGSN

Iu-PS UP 

(with direct 

tunnel)

Iu-PS CP

Home Node B 

(with RNC)

Gn interface 

(control plane)

GW

Iu-PS CP

Iu-PS UP 

(with direct 

tunnel)

Breakout!

Traffic routed to 

peer Home Node 

B


In this case the local breakout traffic will go through the existing macro core network. This will result in the situation that even the communication between two users within the same HomeNB or Home GW will result in the routing of the user data through the “existing” GGSN.

Benefits: 

There are no additional handover requirements needed to be considered as every handover will be intra GGSN handover.

No additional requirements on charging need to be considered, as charging will be done in the same ways as for calls in the macro network and “normal IP” traffic on the Home Node B.

Lawful interception or Content filtering (child protection) is supported

Disadvantages:

There is no possibility for the “local” breakout.

6.1.4.1.3.2
In the Home Node B GW
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Choosing this option will mean that the breakout is more “local” to the Home Node B, and does not waste as much transport resources in the operator’s network. 

Advantages: 

The HO between HomeBTSs belonging to the same Home GW will not require GGSN change  since the current procedures can be reused.

Reduces the traffic to legacy GGSN components

Disadvantage:

For HomeNB( Macro HO scenarios a GGSN change is needed. However if we consider that there is no requirement for service continuity when previously local breakout traffic starts to run over into macro network, then handover would not be needed, and the UE can be forced to drop the local breakout bearer and re-establish it when it enters the macro network by preparing a normal cell reselection procedure

Impact of Lawful interception and charging is FFS.

It does not reduce the amount of traffic towards and MNO network.

The security implications of this have to be considered as the Gi is now present at the HNB GW

6.1.4.1.3.3
In the Home Node B 
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The placement of GGSN functionality inside the HomeNB means that the breakout traffic towards the Internet can happen locally. However this would normally result in the Inter GGSN change during every HO, even during the HomeNB-HomeNB HO if such should be supported. It should be considered that in case data mobility is requested the mechanism to notify the customer about tariff change needs to be developed. A small compromise to this approach could be that one Home Node B within a “home” is seen as the master Node B with GGSN functionality, and then it should be possible to route local breakout traffic to this Home Node B, which would further save on backhaul resource usage for local breakout traffic. 

Advantages:

Local breakout is possible almost on HomeNB level.

Most cost efficient way to terminate internet traffic. 

Disadvantage:

Every kind of HO will result in the change of GGSN which results in the use of cell reselection procedure

Open issues:

Impact of Lawful interception and charging is FFS

6.1.4.1.3.4
Conclusion:

Based on the discussion above it is proposed that that GGSN Location within Home NB should be studied. Currently the proponents of proposal 4 prefers to put GGSN functionalities closer to the customer premises.

6.1.4.2
Location of specific functions

6.1.4.2.1
Need for Soft Handover

It is believed that introduction of the support of Soft Handover or interference mitigation signaling mechanisms between Home Node Bs will significantly increase the complexity of the Home Node Bs and any resultant architecture, and it is felt that a requirement for interference mitigation between Home Node Bs or between Home Node B and macro Node B should not drive the architectural decision.

Conclusion:

The architecture decision should NOT be driven by the need for interference mitigation mechanisms between Home Node Bs or between Home Node Bs and macro Node Bs.

6.1.4.2.2
Synchronization

Mobile networks have stringent synchronization requirements for the following reasons:

-
To assure transport channel alignment

-
To supply frequency and time accuracy required at the base stations in order to minimize interference, which has a direct impact on handover failure rate.

-
To provide the required QoS level for the real-time services offered to the end users (e.g. voice, video, IPTV)

Macro 2G and 3G base stations require only frequency (and not time) synchronization with accuracy of 50 ppb (part per billion). On a 2GHz carrier, 50 ppb corresponds to +/- 100Hz. Given that the largest frequency offset is caused by the Doppler effect (related to mobile station maximum velocity), in case of home base stations the requirement can be relaxed to 100 ppb. This requirement has been further relaxed to 250 ppb for Home NB.

Given that HNB stations will have xDSL-based (or Ethernet in general) connectivity, alternative techniques to PDH/SDH synchronous transport (used so far for macro base station backhauling) have to be sought. 

The following solutions can be used:

-
Network receiver. A UMTS receiver is integrated in the home nodeB to monitor the broadcast channel of a macro network and synchronize the internal oscillator to this signal. However, only if macro coverage in present, this solution ensures good synchronization without the need on installing any equipment in the core network.

-
NTPv3 or NTPv4. This is a packet based client-server mechanism where NTP packets are requested by NTP clients to NTP servers. NTP clients are integrated in the home base station. The NTP timing server will receive an accurate timing reference from a primary reference source like GPS. The NTP client can be software based, in which case its protocol stack has to be integrated in the home nodeB, or hardware based, in which case the dedicated NTP chipset will have to be integrated in the hardware of the home nodeB. Hardware-based implementations are far more accurate than software based. The NTP timing server could be integrated in of the Home NodeB GW architecture. 

-
IEEE 1588v2. This is a packet based mechanisms similar to NTP, which uses the master/slave paradigm, where timing packets are sent from the master to the slaves. IEEE 1588v2 is a hardware-based implementation which can achieve high level of accuracy if proper deployment guidelines are followed. The IEEE 1588v2 chipsets are could be integrated within the HNB. Similarly to NTP, the IEEE 1588v2 master will receive an accurate timing reference from a primary reference source like GPS. IEEE 1588v2 master could be integrated in the Home NodeB Home GW or could be a separate entity.

Conclusion:

Given that IEEE 1588v2 solutions will be largely available from 2009 onwards, network receivers coupled with software based NTP implementation (used for backup) are recommended for the initial phase of home NodeBs. Future releases should integrate IEEE 1588v2 chipsets.

6.1.4.2.3
Iu flex support

Many thousands of HomeNB can be connected to the core network via the Home Node B GW. Due to the fact that it will not be impossible to predict which Home Node Bs will be causing the load on the core network at which times, a simple random static connectivity between Home Node B and SGSN1…SGSNn may not prevent overload situations (i.e. Home Node B1,5,8 could all be connected to SGSN1, but these are actually the Home Node Bs that are heavily loading the network during a certain time, whereas Home Node B2,3,4,6,7 may not be actively doing anything during this time. 

In addition using Iuflex will give a possibility to use the same CS CN Nodes as overlaying Macro Networks which will significantly minimize signaling load. 

Therefore it is the Vodafone opinion that this functionality should be supported in the Home Node B Home GW.

Conclusion: 

Iu-flex support shall be in the Home Node B GW.

6.1.4.2.4
LA/RA definitions for the HomeNB

Access control

In order to try to create a “closed subscriber group” for the legacy pre-Release 8 UEs, it seems clear that there needs to be some way to trigger the UE to contact the network when it enters the Home Node B in idle mode. It seems to be widely acknowledged that the best way to enable this is to have Home Node B specific Location Areas and Routeing Areas. However, in case every HomeNB has its own LA/RA, this will lead to a huge amount of LA/RA Updates, and in the traditional UTRAN architecture, this will increase the signaling load towards the core network and result in increase rate of not reachable UEs. Hence it is assumed that the Home Node B somehow needs to prevent the LAU and RAU messages from being delivered to the MSC/SGSN when the UE is not allowed within this Home Node B. 

Security

If so, possible, security related impacts need to be studied.

Paging coordination

In terms of paging, if the SGSN/MSC is configured such that there is a common paging area across all Home Node Bs in a given coverage area, then this would mean that every time a single user is paged, the backhaul of all of these Home Node B would be impacted in the transport of such a message. 

Whilst the paging message itself is quite small, the resultant paging load may be quite high. Therefore, a more optimal approach may be that the Home Node B GW does some kind of filtering such that it knows which Home Node B to send the paging message towards. 

However this would rely on the Home Node B Home GW also knowing in which Home Node B the user is camped, and this would rely on it reading the messages from the LAU/RAU procedures, which may in turn add delay to these procedures, and cause more paging repetitions. 

Conclusion:

The location of paging functionality and LA/RA mechanism for the Home NB should be studied. Currently it seems as some additional functionalities within GW may be needed.

6.1.4.2.6
Security aspects

Backhaul link and inter-H(e)NB security

There seems to be the need for encryption and authentication of user plane, control plane and management plane traffic routed back to the core network, and between Home Node Bs. 

RAN3 are not the responsible group for this area and as such SA3 guidance is needed. SA3 are presently studying this area – see SA 3 internal TR on H(e)NB security.

Iu firewall functionality

Messages sent from the Home Node B to the Home Node B GW may need to be checked before allowing them to communicate directly with the MSC/SGSN. The requirement, location, and details of such functionality should be discussed by SA3.

Location awareness/authentication

For lots of reasons (see SA3 draft TR), there seems to be a need for the Home Node B location to be known to a certain level of accuracy and security (depending on the reason e.g. emergency call).

 There appear to be some mechanisms to allow this, and whether the UTRAN interfaces would be impacted needs to be discussed. However it needs to be understood how reliable the Location of the Home Node B is, as for some of the reasons, this may be critical (e.g. emergency service routing to an address). There needs to be an understanding of how the Home Node B location information can be secured, and again SA3 will need to be involved. 

6.1.5
Proposal 5
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Figure 6.1.5-1. Iu-based 3G HNB Architecture.

Here we give the proposed interface description and functional split between the HNB and HNB GW in 3G HNB network.

1)
Iu interface

Iu interface between HNB GW and CN is a current standardized Iu(including Iu-CS, Iu-PS) interface. 

2)
Iu′ interface

Iu′interface is the interface between HNB and HNB GW. The interface could be IP standardized in line with E-UTRAN IP based interfaces. IP Optional Iu′signalling transport refers to Figure2. Whether it is a current standardized Iu interface is based on the requirements of HNB. For example, there exists a large number of HNBs in the network, the range of signalling point code in SCCP may need to be expanded.  Furthermore, if needed, some specific encryption protection could be provided for the Iu′ (e.g. IPsec).
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Figure 6.1.5-2. IP optional Iu Signalling Transport[1].

3)
HNB Function

RNC functionalities collapsed into HNB. The HNB is envisaged as operating a standard Uu towards existing UMTS Mobiles.

4)
HNB GW Function

The primary function of HNB GW is accomplishing the task of routing and relaying between HNB and CN.

-
HNB Management and device access control

-
UE access control

 
It can reject illegal end equipment access attempt, e.g. method based on LAU.

-
Protocol transfer between Iu and Iu′interface

-
Thousands of node ids management

-
Mobility management

This function includes Inter-HNB handover and Inter-RAT handover.

-
SEGW

For security reason, SEGW for the set-up of a secure IPSec tunnel to the HNB for mutual authentication, encryption and data integrity. It is a logical unit in Figure1, which means it can be realized as one function part of HNB GW or one separate device. The Wm interface is defined by 3GPP TS 29.234.
In general, the Iu-based solution is one of  the deployment options based on current 3G network architecture. The following principles are proposed for the Iu-based solution development.
-
Standardized Iu interface is used between HNB GW and CN.

-
Whether it is a current standardized Iu interface between HNB and HNB GW is based on the concrete requirements of HNB. If needed, some special and minimal modifications on current standardized Iu interface are allowed and need to be specified as an open interface.
-
No impact on current standard Uu interface and NAS protocol.
6.1.6
Common Work on an UTRAN architecture for 3G HNB access

This chapter captures the current status of work in RAN3 on Functional Split among the nodes of the architecture described in R3-081588 (CR against TR 25.820v800).

6.1.6.1
Functions of the Iu Interface Protocols & Functional Split

This sub-clause defines the functional split between the core network and the UMTS radio access network. In addition, the possible interaction between the functions is defined. The functional split is shown in table 6.1.6.1-1

Table 6.1.6.1-1. Iu interface functional split for 3G HNB access.

	Function
	3G HNB
	3G HNB GW
	CN

	RAB management functions:
	
	
	

	RAB establishment, modification and release
	X
	FFS
	X

	RAB characteristics mapping Iu transmission bearers
	X
	X
	

	RAB characteristics mapping Uu bearers
	X
	
	

	RAB queuing, pre-emption and priority
	X
	
	X

	
	
	
	

	Radio Resource Management functions:
	
	
	

	Radio Resource admission control
	X
	
	

	Broadcast Information
	X
	
	X

	
	
	
	

	Iu link Management functions:
	
	
	

	Iu signalling link management
	X
	X
	X

	ATM VC management
	
	X
	X

	AAL2 establish and release
	
	X
	X

	AAL5 management
	
	X
	X

	GTP-U Tunnels management
	X
	X
	X

	TCP Management
	X (FFS)
	(X)Note 1
	X

	Buffer Management
	X
	X
	

	
	
	
	

	Iu U-plane (RNL) Management:
	
	
	

	Iu U-plane frame protocol management
	
	
	X

	Iu U-plane frame protocol initialization
	X
	
	

	
	
	
	

	Mobility management functions:
	
	
	

	Location information reporting
	X
	
	X

	Handover and Relocation
	
	
	

	  Inter RNC hard HO, Iur not used or not available
	X
	FFSNote 4
	X

	  Serving RNS Relocation (intra/inter MSC)
	X (FFS)
	
	X

	  Inter system hard HO (UMTS-GSM)
	X
	FFSNote 4
	X

	Inter system Change (UMTS-GSM)
	X
	FFS
	X

	Paging Triggering
	X
	
	X

	GERAN System Information Retrieval
	X
	
	X

	
	
	
	

	Security Functions:
	
	
	

	Data confidentiality
	
	
	

	   Radio interface ciphering
	X
	
	

	   Ciphering key management
	
	
	X

	   User identity confidentiality
	X
	
	X

	Data integrity
	
	
	

	   Integrity checking
	X
	
	

	   Integrity key management
	
	
	X

	
	
	
	

	Service and Network Access functions:
	
	
	

	CN Signalling data
	X
	
	X

	Data Volume Reporting
	X
	
	

	UE Tracing
	X
	
	X

	Location reporting
	X
	FFSNote 3
	X

	
	
	
	

	Iu Co-ordination functions:
	
	
	

	Paging co-ordination
	X
	
	X

	NAS Node Selection Function
	
	X
	

	MOCN Rerouting Function
	FFS
	X
	X

	
	
	
	

	
	
	
	

	MBMS functions
	X Note 5
	Note 5
	X

	MBMS RAB Management
	X Note 5
	Note 5
	X

	MBMS UE Linking Function
	X Note 5
	Note 5
	X

	MBMS Registration Control Function
	X Note 5
	Note 5
	X

	MBMS Enquiry Function
	X Note 5
	Note 5
	X

	
	
	
	

	3G HNB Registration Note 2
	
	
	

	3G HNB Registration Function
	X
	X
	

	3G HNB Discovery Function (FFS)
	X
	X
	

	
	
	
	

	UE Registration for 3G HNB Note 2
	
	
	

	UE Registration Function for 3G HNB
	X
	X
	

	
	
	
	

	Iuh user-plane Management functions: FFS
	
	
	

	Iuh User plane transport bearer handling
	X
	X
	

	
	
	
	


Note 1: 
if TCP is terminated for Iu-BC in the 3G HNB GW

Note 2: 
Protocol support for this group of functions is provided by the HNB Application Protocol.
Note 3:
Whether it is possible (and may be necessary) to provide location information from the HNB GW (e.g. GW may have logic to derive location based on the public IP address of the HNB GW, etc). is FFS

Note 4: 
Support for relocation from the macro network to 3G HNB is FFS.

Note 5: 
MBMS architecture for 3G HNB deployment is FFS.

6.1.6.1.1
3G HNB Registration Function

The 3G HNB Registration Function provides means to register the 3G HNB at the 3G HNB GW on RNL level and resides in the 3G HNB and the 3G HNB GW.

6.1.6.1.2
UE Registration Function for 3G HNB

The UE Registration Function for 3G HNB provides means for the 3G HNB to convey UE identification data to the 3G HNB GW in order to perform access control for the UE in the 3G HNB GW.  The UE Registration also informs the 3G HNB GW of the specific 3G HNB where the UE is located.

6.1.6.1.3
3G HNB GW Discovery Function (FFS)

The 3G HNB Discovery Function provides the means for a designated “Provisioning HNB GW” to provide the address for the Serving 3G HNB GW for the 3G HNB.  The 3G HNB will use the Serving 3G HNB GW address to Register with the Serving 3G HNB GW.  

6.1.6.2
Iuh Interface Protocol Structure

Figure 6.1.6.2 shows Iuh the Control Plane protocol structure for the SCTP-based alternative. The RANAP User Adaptation (RUA) layer is under discussion. The User Plane for CS and PS user data is shown for completeness.
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Figure 6.1.2.2-1. Iuh –Interface for conveying Iu-CS and Iu-PS protocol data.

Note:
whether “IPSEC” needs to shown in the above figure needs to be checked.

The following Figure 6.1.2.2-2 shows Iuh Control Plane protocol structure for the Iu-BC protocol data
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Figure 6.1.2.2-2: Iuh Interface for conveying Iu-BC protocol data.

6.2
LTE HNB

6.2.1 System Functionalities for support of LTE HNB

6.2.1.1 Authentication/Registration Functionalities

6.2.1.1.1 Method 1:

The E-UTRAN part of the Authentication and Registration functionalities supported by the HeNB, Security Gateway and Home Base Station Controller (HBS-C), reusing the GAN authentication, discovery, registration concepts (see [3]), are briefly summarized hereafter:

-
As per GAN concepts, the HeNB is provisioned before being put into service with the IP address (or FQDN
) of the SeGW and the IP address (or FQDN) of the HBS-C corresponding to its Provisioning HNB-GW. 

-
The Discovery procedure allows the Provisioning HNB-GW (HBS-C) to provide the HeNB with the IP address (or FQDN) of the SeGW and the IP address (or FQDN) of the HBS-C corresponding to a Default HNB-GW. This procedure shall be triggered by the HeNB the first time it is put into service and shall no more be triggered as long as the Default HNB-GW is available for the HeNB. 

-
Before triggering the Discovery procedure towards the Provisioning HBS-C, a secure IPSec tunnel shall be established between the HeNB and the Provisioning SeGW. As part of this tunnel establishment, an Authentication procedure shall be performed.

The security aspects described in this document (e.g. authentication protocols listed in Figure 2) are based on GAN concepts. They are described to give a complete “stage-2” picture of the architecture but shall be defined in SA3.

-
The Discovery procedure is part of the HBS-AP protocol shown in Figure 2 and uses a well-know TCP port. 

During the Discovery procedure, whereby the HeNB is trying to discover the Default HNB-GW, the HeNB provides the Provisioning HNB-GW with its identity, its location and its HBS type (e.g. HeNB, HNB). The Provisioning HNB-GW provides the HeNB with a Default HNB-GW:

-
If the Default HNB-GW is different from the Provisioning HNB-GW, the Provisioning HNB-GW provides the HeNB with the IP address (or FQDN) of the SeGW and the IP address (or FQDN) of the HBS-C corresponding to a Default HNB-GW, and optionally the TCP port to be used for the HBS-AP protocol towards the Default HNB-GW. 

The IPSec tunnel may be released at this step and a new IPSec tunnel needs to be established between the HeNB and the Default HNB-GW prior triggering a Registration procedure.

-
If the Default HNB-GW is the Provisioning HNB-GW, the IPSec tunnel may be kept to perform a Registration procedure.

-
The Registration procedure allows the Default (or Serving) HNB-GW (HBS-C) to provide the HeNB with the necessary configuration data before being allowed to switch on its radio transmitter. Based on the information received from the HeNB, or operator policy or network load balancing criteria, the HNB-GW may redirect the HeNB towards another HNB-GW, or accepts the HeNB registration (in which case it becomes the Serving HNB-GW), or reject the registration. This procedure shall be triggered each time the HeNB wants to switch on its radio transmitter, provided that the HeNB has previously been configured with Default HNB-GW IP addresses or FQDN in a successful Discovery procedure, and provided that the HeNB has not been requested to suspend any registration for some time in a previous Deregistration or Registration Redirection procedure.

-
Before triggering the Registration procedure towards the Default (or Serving) HBS-C, a secure IPSec tunnel shall be established between the HeNB and the Default (or Serving) SeGW.

-
The Registration procedure is part of the HBS-AP protocol (see Figure 2) and uses the TCP port previously received during the Discovery or a Registration Redirection procedure, or by default a well-known TCP port. 

During the Registration procedure, whereby the HeNB is trying to register a Serving HNB-GW, the HeNB provides the HNB-GW with its identity, location, HBS type (e.g. HeNB, HNB), HeNB capabilities (e.g. maximum number of cells, maximum transmission power, supported RAT, RAT mode, supported frequency bands, security algorithms, detected neighbour cells…) and the Requested Services (e.g. MBMS…). The HNB GW can check if the HeNB fulfils the regulatory requirements. The HNB GW can either accept the request - and it will become the Serving HNB-GW, or redirect the HeNB to another HNB-GW. 

-
If the registration request is accepted, the HNB-GW provides the HeNB with the connection mode to be applied, the necessary configuration needed by the HeNB to be operational (e.g. frequency band, physical cell id to be used in each cell, maximum allowed transmission power, system information to be broadcasted in each cell, CSG lists…) and the configuration of a keep-alive or some measurement reporting procedures (FFS). The HeNB radio transmitter may be switched on after the successful completion of the Registration procedure. The IPSec tunnel is kept until a De-registration procedure is completed, in which case the HeNB radio transmitter is switched off.

-
During the lifetime of the IPSec tunnel, the HeNB or the Serving HNB-GW may trigger a Registration Update procedure. 

6.2.1.2
S1 Concentration/Distribution Functionalities

6.2.1.2.1
Method 1:

The S1 Concentration/Distribution functionalities supported by the Concentration/Distribution are briefly described hereafter:

-
Concentration Function (CNT):

During the Registration procedure, SCTP associations are setup between the HeNB and the Serving HNB-GW. The HNB-GW also provides the HeNB with an eNB-ID that is locally used within the HNB-GW area, e.g. in S1AP.

The S1AP connectionless messages received from the HeNB are handled as follows:

-
In case of S1 RESET, the HNB-GW may trigger local actions, identify the S1 Signalling connections associated to the HeNB, and trigger a Reset Resource procedure towards the EPC (procedure to be finalized at this meeting). 

-
In case of S1 RESET ACKNOWLEDGE, the HNB-GW should send a single message to the EPC, whatever the number of HeNBs the RESET message (received from the EPC) was forwarded to.

-
In case of ERROR INDICATION, RESET RESOURCE (TBC), RESET RESOURCE ACKNOWLEDGE (TBC), the HNB-GW relays the message to the EPC.

-
In the message sent to the EPC, the HNB-GW may replace the Global eNB-ID value received by the HeNB with the “Virtual” eNB-ID value identifying the HNB-GW as a “Virtual” eNB towards the EPC. As an alternative (FFS), the HNB-GW could provide the HeNB with the “virtual” eNB-ID in addition to the local eNB-ID during the Registration procedure, and deduce the originator of the connectionless S1AP messages from the SCTP association. 

The CNT function also allows to relay the S1AP connection-oriented messages from the HeNBs to the EPC.

The S1AP connection-oriented messages received from the HeNB are handled as follows:

-
The S1 message from HeNB that triggers the establishment of an S1 signalling connection is the S1 INITIAL UE MESSAGE, according to TS 36.413 [4]. How the NAS Node Selection Function is performed by the HNB-GW is FFS (the S1 INITIAL UE MESSAGE could be updated to include the S-TMSI IE).

-
The CNT/DIST stores the binding between an HeNB S1 signalling connection and the corresponding EPC S1 signalling connection, and can therefore route subsequent uplink messages from HeNB as well as subsequent downlink messages from the EPC. 

-
When other connection-oriented messages are received from the HeNB in an already established HeNB S1 signalling connection, they are transparently routed to the EPC via the EPC S1 signalling connection retrieved from the stored binding. The handling of the HANDOVER REQUIRED message (Source ID and Target ID IEs) is FFS and may depend on mobility assumptions, e.g. inter-HeNBs mobility requested or not. Specific handling of the SAE BEARER SETUP RESPONSE or HANDOVER REQUEST ACKNOWLEDGE messages is also FFS, e.g. the Transport Layer Address IEs

-
Distribution Function (DIST):

The S1AP connectionless messages received from the EPC are handled as follows:

-
In case of PAGING, the DIST function can deduce the area in which Paging should be broadcast to appropriate HeNB nodes corresponding to the List of TAIs IE.

-
In case of RESET RESOURCE ACKNOWLEDGE (TBC), the HNB-GW may send a RESET ACKNOWLEDGE or a RESOURCE RESET ACKNOWLEDGE (TBC) to HeNB depending on the initiating message previously received from the HeNB.

-
In other cases (RESET, RESET RESOURCE (TBC), downlink eMBMS messages, ERROR INDICATION) the messages are treated locally in the HNB-GW. It is FFS whether they should be distributed to all the HeNBs controlled by the HNB-GW or to a limited set of HeNBs.

The S1AP connection-oriented messages received from the EPC are handled as follows:

-
The S1 messages from the EPC that trigger the establishment of an S1 signalling connection are the HANDOVER REQUEST and MBMS SESSION START messages (TBC). When the DIST function receives such a message from the EPC, it can find the appropriate destination HeNB node by looking:

-
in case of HANDOVER REQUEST message, at the Target Cell ID parameter (TBC) in the Source eNB to Target eNB Transparent Container IE 

-
in case of MBMS SESSION START message, the MBMS Service Area IE consists of a list of one or several MBMS Service Area Identities where each MBMS Service Area Identity represents one or more cells (stage 3 TBC at this stage).

-
When other connection-oriented messages are received from the EPC in an already established S1 signalling connection, they are routed to the appropriate HeNB via the HNB-GW stored connection bindings. 

6.2.1.2.2
Method 2:
-
Transport Level Concentrator [1]

-
S1AP as defined provides two kinds of services [4]:

1.
Non UE-associated services where MME maintains per eNB state (such as eNB ID, TAIs, PLMN identities)

2.
UE-associated services where MME maintains per UE state (such as TAI list, SAE bearer identifiers, etc.)

-
Non UE –associated services are related to S1AP setup and maintenance between the eNB and the MME and primarily involve maintaining static table entries that do not require significant S1AP resources beyond storage. Conversely, UE-associated services are dynamic and scale based on the number of UEs supported. Thus, at the application level for a given number of UEs to support, the MME should support a large number of HeNBs.

-
However, at the transport level, the one-to-one mapping between S1AP connection and SCTP association requires the MME to maintain SCTP state for each eNB which it shares an S1AP connection with as shown in Figure 6.2.1.2.2-1 (a). As such, the MME scaling to support many HeNBs is limited by the transport level state required. In order to scale, we propose to decouple the application and transport levels, i.e., allow many S1AP connections within a single SCTP association. As such the CNT/DST can aggregate many HeNBs towards a single MME as shown in Figure 6.2.1.2.2-1 (b).
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Figure 6.2.1.2.2-1. Mapping of SCTP associations to S1AP logical connections at the MME.

-
To support many S1AP connections within a single SCTP association, we propose to include an eNB identifier in each S1AP messages.

-
Proposal 1: Change the S1 control plane to support multiple S1AP connections within a single SCTP association.
-
Proposal 2: Include an eNB id in every S1AP message.

-
The HeNB also needs to support multiple S1AP connections, i.e., S1 flex, for efficient handover between a HeNB and macro eNBs as discussed in [3]. The one-to-one mapping between S1AP connection and SCTP association therefore requires the HeNB to maintain SCTP state for each MME which it shares an S1AP connection with as shown in Figure 6.2.1.2.2-2 (a). 

-
In order to simplify the HeNB implementation and enable low cost devices, it is preferable to only maintain a single SCTP association at the HeNB for the S1AP connections to all the MMEs in a MME pool. This will enable HeNBs to not implement multiple SCTP association to support S1 flex functions and HeNBs will thus be simpler nodes.
-
In the same way the MME supports many S1AP connections within a single SCTP association by including the eNB identifier in each S1AP message, the MME identifier or the GUMMEI can be included in each S1AP message as well, as shown in 6.2.2.2-2 (b).
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Figure 6.2.1.2.2-2. Mapping of SCTP associations to S1AP logical connections at the HeNB.

-
Proposal 3: Include a MME identifier in every S1AP message.
6.2.1.2.3
Method 3:
-
HeNB Gateway considering replacement of S1AP-ID-s at the HeNB-GW [2]

-
The proposed method for routing of S1AP messages in HeNB GW with aggregation of S1AP interface instances towards MME does not introduce any new information elements to S1AP.

-
The common procedures (S1 Setup, eNB Configuration Update, MME Configuration Update, Reset) are terminated between HeNB (( HeNB Gateway and HeNB Gateway (( MME respectively.

-
The dedicated procedure are terminated in HeNB (( MME respectively while the HeNB Gateway also performs NNSF function. In order to support the routing of S1AP messages for dedicated procedures in the HeNB Gateway, the following is done:  

1.
The MME allocates per Ue MME-Ue-S1AP-Id.

2.
The HeNB Gateway:

a)
allocates per Ue eNB-Ue-S1AP-Id for north bound communication and MME-Ue-S1AP-Id for south bound communication (gm1 and ge1 respectively for Ue1 in case of example on Figure 6.2.1.2.3-1);

b)
creates conversion table for MME-Ue-S1AP-Id –s per Ue, i.e. m1 (( ge1 for Ue1 in case of example on Figure 6.2.1.2.3-1;

c)
creates conversion table per Ue for eNB-Ue-S1AP-Id –s per Ue, i.e. gm1 (( e1 for Ue1 in case of example on Figure 6.2.1.2.3-1;

d)
configures the routing of UL and DL messages.

3.
The HeNB allocates per Ue eNB-Ue-S1AP-Id.

-
The main gains with this proposal are

a)
the HeNB does not see difference between MME and HeNB Gateway and similarly MME does not see difference between eNB and HeNB Gateway, i.e. HeNB Gateway behaves transparently;

b)
no change of S1AP;

c)
HeNB Gateway may be designed without HeNB capacity dependence;

d)
the same HeNB could be connected to MME directly or via HeNB Gateway.
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Figure 6.2.1.2.3-1. Allocation of S1AP Ue identifiers with HeNB Gateway.

6.2.1.3
Support of Inbound Mobility

6.2.1.3.1
Method 1:
The solution relies on the following principles:

Identification

-
a GW (Gateway) is allocated a GW-ID identical to a regular eNB-ID (i.e. it is seen by the MME as any other eNB-ID).

-
a GW is deployed so that it serves exactly a finite number of TACs (i.e. one TAC is always served by a unique GW),

-
a GW identifies itself towards its neighbour eNBs by this list of TACs it serves (i.e. the mapping (GW-ID; list of TACs) of a particular GW is known by the neighbour eNBs of that GW)

-
the neighbour eNBs are made aware of this mapping via a new downlink message distributed to them by an MME connected to that GW,

-
this MME has itself been made aware of this mapping through the existing S1 Setup procedure run between that particular GW and that MME without any specification change.

Routing

-
The neighbour eNB is made aware of the target HeNB-ID through the UE reporting of the E-CGI (which contains the HeNB-ID),

-
the neighbour eNB identifies the target GW-ID corresponding to the target HeNB through the UE reporting of the TAC and the stored mapping table (GW-ID; list of TACs),

-
the neighbour eNB sends an Handover Required message with the target eNB-ID set to the value of the GW-ID,  

-
the routing in the MME is based on the target eNB-ID received in the S1AP Handover Required message like any handover routing towards an eNB (macro eNB or HeNB) directly connected to it,

-
the GW further routes the S1AP Handover Request message to the target HeNB based on the target HeNB-ID/E-CGI present in the Source to Target Transparent Container.

Open point

-
the handling of the white list is FFS

6.2.1.3.2
Method 2:

eNB-ID –s used by HeNB Gateways and  HeNB –s:

1.
A HeNB Gateway can concentrate only HeNB-s that have equal length of eNB-ID;

2.
A HeNB Gateway identifies itself towards the MME-s in the MME pool with eNB-ID that has the same length as the eNB-ID used by all the HeNB-s that the HeNB Gateway aggregates;

3.
eNB-ID –s of all HeNB-s aggregated by one HeNB Gateway shall belong to the same eNB-ID subnet as the eNB-ID of the aggregating HeNB gateway;

4.
It is FFS is the sub-netting rules of eNB-ID for HeNB-s shall be standardised.

S1-handover routing in MME:

1.
S1-handover routing in the MME is based on the target eNB-ID received in the S1AP Handover Required message;

2.
In case the target eNB-ID in the S1AP Handover Required message has length that corresponds to the HeNB and the MME has S1 connection to the HeNB with matching eNB-ID, the MME shall send the S1AP Handover Request to the HeNB that has matching eNB-ID.

3.
In case the target eNB-ID in the S1AP Handover Required message has length that corresponds to the HeNB and the MME does not have S1 connection to the HeNB with matching eNB-ID but the MME has S1 connection to a HeNB that has matching eNB-ID subnet ID, the MME shall send the S1AP Handover Request to the HeNB that has matching eNB-ID subnet ID.

S1-handover routing in HeNB Gateway:

1.
HeNB Gateway performs the routing of S1AP Handover Request based on the Target Cell information in the Source eNodeB to Target eNodeB Transparent Container where the Target Cell information provides the eNB-Id of the target HeNB.
6.2.2
S1 connection of home eNB

6.2.2.1
S1-flex

The home eNB should have to be connected to each MME in a MME pool.
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Figure 6.2.2.1-1. S1-flex for home eNodeB.
S1-flex doesn’t have impaction on the mobility procedure. It can execute intra-MME handover between macro-eNodeB and home eNodeB.

S1-flex doesn’t have additional O&M configuration effort. 

S1-flex requires the home eNodeB should have the functionality of EPC node selection. The home eNodeB may be connected to several EPC nodes in case of network sharing. It is required home eNodeB have the functionality of EPC node selection even for non S1-flex approach.

Each MME in a pool will have to be connected to a huge number of Home eNodeB. Therefore S1-flex has the shortcoming of high backhaul consume compare to non S1-flex.

6.2.2.2
Non S1-flex

In the approach of non S1-flex, method could be applied to avoid MME relocation. One method is showed below. 

6.2.2.2.1
Method 1:

Network topology

The concrete topology respects the following principles:

-
Home eNodeBs do not support S1-flex

-
Each Home eNodeB only has one S1 connection to the EPC

-
The cluster of Home eNodeBs that serve for a particular UE according to the definition of CSG connects to the same MME. This MME can be defined as Subscribed MME. 

When there is a Subscribed MME for the UE, it can only be served by the MME wherever it is (in the Home cell coverage or macro/micro cell coverage). 


[image: image27.emf]MME1

ENB1 hENBn

hENB1 hENB2

MME

S1

MME pool

MME

......

......

pool area

ENB: S1-flex;

hENB: not S1-flex.


Figure 6.2.2.2.1-1. non S1-flex for home eNB.

Detailed Scheme Description

In order for the UE to be always served by its Subscribed MME, a redirection procedure can be introduced to the attach procedure for the UE camping on the macro cell. 

When the UE initiates attach request in the macro cell towards the eNodeB with TMSI or IMSI in the message, the eNodeB uses traditional NNSF function to select a MME and send the Attach Request to the selected MME. It is assumed that the Subscribed MME of a particular UE can be configured in the EPC during network deployment stage. Therefore the MME can decide if the UE has a Subscribed MME. If the UE does not have a Subscribed MME configured, the UE will attach to this MME as usual. If the MME itself is the Subscribed MME of the UE, the UE attaches to this MME as well.

While in case the Subscribed MME is not the selected MME, the selected MME will send a Redirection Request message to the MME. The subscribed MME allocates a TMSI to the UE and send an Attach Accept message to the UE with the allocated TMSI. On receiving the Attach Accept message from the subscribed MME, the eNodeB relay the Attach Accept message to the UE. The Attach procedure is ended.

After the attach procedure, subsequent NAS procedures initiated by this UE camped in the macro eNodeB’s cell will be routed to its Subscribed MME by NNSF function.
6.2.2.2.2 Method 2: S1-flex support by means of S1 proxy at HeNB Gateway 
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Figure 6.2.2.2.2-1. Introduction of an HeNB GW.

Enabled properties for Home eNBs (not mandated)

S1:
The HeNB could be S1 connected to a single (CN-)node.

S2:
The HeNB should be logically connected to the same MME pool, which serves also macro eNBs (see figure above).

S3:
HeNB needs not support NNSF, i.e. S1-flex functionality might not be configured in the HeNB, instead,  it could be provided by means of the proxy S1 function at the HeNB GW.

Properties of the HeNB Gateway

G1:
The HeNB GW appears as a C-plane and U-plane relay for dedicated S1 connections.

G2:
The HeNB GW acts (from an EPC point of view) as a (macro) eNB, the c-plane interface is the S1-MME, the u-plane interface is the S1-U (as shown in the figure above). The Home eNB GW acts towards the Home eNB as a single EPC node.

G3:
The HeNB GW ensures S1-flex connectivity for the HeNB and is able to provide a 1:n relay functionality (a single HeNB to n MMEs). 
G4:
The HeNB GW registers towards a pool of MME(s) when put into operation via the S1 setup procedure.  

G5 : 
HeNB GW supports setup of S1 interface with the HeNBs.

Identification of HeNB GW and routing issues

The HeNB GW is the only node visible by the EPC, i.e. EPC sees the HeNB GW as a macro eNB and HeNB GW sees HeNBs as base stations.  As a consequence, mechanisms need to be in place in order to identify a HeNB GW and to route signalling messages to it. 

· As described in the figure above the HeNB Gateway needs to be able to provide a 1:n relay functionality between a HeNB and a pool of MMEs.  At the same time the HeNB GW should be a stateless node, i.e. it should not keep mapping between UEs or HeNBs served within its domain of operation and core network elements.  Consequently, connectivity to the HeNB GW cannot be based on TNL addresses only (think of 2 UEs being registered in different MMEs of an MME-pool). Hence, the provision of global node-IDs at S1AP protocol level becomes absolutely necessary and should be available for HeNB GWs. 

· A specific Tracking Area Identity, consisting of a TAC within a certain range of specific Tracking Area Codes and indicating CSGs and/or Home access, should uniquely identify a HeNB GW together with PLMN Identities towards the CN.  In other words, a HeNB GW shall be uniquely associated a TAI.  Such TAI could be indicated to th eHeNB GW during the automatic setup. 

· The HeNB GW, acting as a (macro) eNB towards the CN nodes, might necessitate identifying itself at automatic S1 setup with a specific Identification parameter.  Such parameter could be a Tracking Area with a specific Tracking Area Code (a single specific TAC or out selected from a set of dedicated “home” Tracking Area Codes). This might be information provided on the BCCH broadcast by the HeNBs served by the HeNB GW.

Coordination of S1AP IDs and TEIDs involving HeNBs at the HeNB GW

When tunnels are setup between HeNBs and core it should be possible to avoid conflicts with the TEIDs selection, especially in cases when the TEID is allocated by the HeNB.  This is because the HeNB will not have visibility of the available TEIDs.  The HeNB GW could help resolving cases when a TEID is assigned to one HeNB as well as to a different HeNB/eNB.

The following solutions are proposed:

· In the case TEIDs are allocated by the S-GW there should not be conflicts as the S-GW should be able to choose unused TEIDs.

· In the case TEIDs are allocated by the HeNBs there will be the need of a TEID translation at the HeNB-GW side, as the GW acts as a single node and the ranges selected by the HeNBs may overlap with already used TEIDs in the PLMN (dependent on implementation specifics). 
A possible solution would be to co-ordinate/control TEID assignment at the HENB GW, hence signal towards the HeNB the range of (DL) TEIDs it is allowed to allocate at setup.

The same problem of clashing TEIDs might be encountered with S1AP IDs at S1AP setup.  In this case th eHeNB GW could fulfil the function of coordinating assignment of S1AP IDs.  It is however envisaged that the MME provides ranges of S1AP IDs to be used by each HeNB GW.

· It might be advantageous to enable MME(s) to provide with ranges of unique eNB S1 AP IDs per HeNB GW, which necessitates a coordination function at the HeNB GW, i.e. the HeNB needs to be provided with an allowed eNB S1 AP ID address range at HeNB operation start (during S1 setup procedure)

6.2.2.2.3 Method 3:

The following figure describes a HeNB UTRAN Architecture that implements an “S1 or S1-based” deployment option. The figure details the S1-H reference point into: 

· A set of S1 interfaces that are relayed by the CNT/DIST (Concentration/Distribution) function

· An Iuhc interface needed for the Authentication, Registration and (Re)-Configuration procedures between the Home eNB and the SeGW and HBS-C (Home Base Station Control) function

Figure 6.2.2.3.2-1. Home eNB E-UTRAN Logical Architecture.
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Logical entities:

The HeNB (Home eNB) is a logical entity:

-
controlling one or several E-UTRA CSG cells. 

-
controlling E-UTRA radio resources allocated to one or several legacy UEs within its controlled E-UTRA CSG cells.

-
Functionalities requested for the deployment of the Home eNBs in E-UTRAN, i.e. : HeNB Authentication, HeNB-GW Discovery, HeNB Registration, HeNB OAM (Re)-Configuration and Control.

The HNB-GW (HNB Gateway) is a logical entity implementing specific functionalities requested for the deployment of Home eNBs in E-UTRAN, i.e.: 

-
Authentication/Registration Function, comprising: HeNB Authentication, HeNB-GW Discovery, HeNB Registration, HeNB OAM (Re)-Configuration and Control, supported by the SeGW and the Home Base Station Controller (HBS-C) entity, and 

-
S1 CNT/Dist Function, comprising: The connection to the EPC (including some S1-flex mechanisms) supported by the Concentration/Distribution (CNT/DIST) entity. 

The HNB-GW stores HeNB contexts.

Interfaces:

The HNB-GW is seen by the EPC as a “virtual” eNB (identified by a virtual eNB ID) and as such is connected to the EPC in the same way an eNB may be connected to the EPC. The eNB function is distributed in the HeNBs that are connected to the HNB-GW. 

The HeNB and HNB-GW are connected at the S1-H reference point. There is one-to-multiple relationship between HNB-GW and HeNB(s).

The following figure details the protocol stacks at the S1-H reference point.


[image: image30.emf] 

Registration  

EAP - SIM   EAP - AKA  

EAP  

IKEv2  

TCP  

HBS - AP  

Authentication/Registration  

S1 CNT/DIST  

Authentication  

SCTP  

S1AP  GTP - U  

UDP  

Iuhc  

S1  

IPSec ESP  

Transport IP  

Access Layer  

 

Out of scope  

Remote IP  


Figure 6.2.2.3.2-2. Protocol stacks the S1-H reference point.
The main characteristics of this logical architecture are:

-
The limited complexity of the new HNB-GW.

-
The limited impact of the HeNB requirements on the E-UTRAN architecture. The S1-H reference point is based on the definition of the S1 interfaces. An Iuhc interface supports the functionalities due to the HeNB SA1 requirements but is inherited from most of the principles defined in GAN for the MS to the HeNB i.e. Authentication, GANC Discovery and Registration (see [3]). These functionalities are supported by the Security Gateway (authentication and IPsec tunnel management) and by the Home Base Station Controller (HBS-C) entity (discovery, registration), which could be used as well in UTRAN (therefore the name Iuhc), as described in the following figure.
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Figure 6.2.2.3.2-2-3. H(e)NB (E-)UTRAN Logical Architecture.

7
Agreements

7.1
3G HNB

7.1.1
General Agreements

-
Working assumption at June 2008 Adhoc on a 2 step routing of RANAP messages from the CN, based on RNC Id to the GW, based on Id with local scope from GW to the HNB.

-
Agreement at RAN3#61: the GW is identified by an RNC Id. There will be only one RNC-Id by logical node.

-
A single SCTP association is used for the transport of RANAP and SABP flows.

-
It is agreed to use single SCTP association between the HNB and the HNB-GW for both HNBAP and RUA protocol.

-
Agreements on functional split as captured in Table 6.1.6.1-1.

Note:
Work still in progress.

-
Paging optimisation by the GW should be allowed.

-
The following active mode mobility shall be supported:

-
3G HNB ( 3G Macro

-
other scenarios are FFS

-
The approach to indicate the UE context within the Data chunk PPI field of the SCTP header should not be considered.

-
The SCCP/M3UA option for the signalling transport stack at the Iuh interface is ruled out.

-
Support of MBMS for 3G HNB Access is not part of Release 8.

-
For HNB for Pre-Release 8 UEs, Access Control in GW is mandatory, and optional in HNB.

-
All the transport layers for user plane data transfer should be terminated in HNB GW, but this does not preclude direct connection between HNB and SGSN/GGSN.

-
Working assumption, that TR-069 protocol as O&M protocol for the HNB management between Automatic Configuration Server and HNBs. Broadband forum and SA5 were informed about this working assumption.

-
O&M provisions the HNB-RNC-id to HNB
-
O&M provisions the cell identity to HNB
-
O&M provisions the GW-RNC-id to HNB-GW
-
HNB-GW provides the GW-RNC-id to HNB in HNB Registration Accept message 
-
At Iu reference point towards CN  RNC-id in RANAP messages shall be the same as GW-RNC-id that HNB-GW has
-
The CSG-Id of a given HNB is made available to the HNB-GW via the HNB Registration Request message
-
The Cell Identifier configured by the HMS shall be the 28bit Cell Identifier that is broadcast on SIB3. 

· Note: It shall remain an operator prerogative whether to deploy the 28bit Cell Identifier as a RNC ID + C-Id combination.
 
-
The CSG ID of the CSG cell the UE is trying to connect to shall be included in the INITIAL UE MESSAGE message sent by the HNB to the CN via RANAP (dependant on verification from CT1).
7.1.2
Agreements on UE Registration

The following illustrates the case when the 3G HNB registers a specific UE with the HNB-GW. The registration is triggered when the UE attempts to access the 3G HNB for the first time via an initial NAS message (i.e., Location Updating Request).
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Figure 7.1.2-1. UE Registration.

1.
Upon camping on the HNB, the UE initiates a LU procedure by establishing an RRC connection with the HNB (it is assumed that the 3G HNB has a location area that is distinct from its neighboring HNB and macro cells to trigger an initial message upon camping on the 3G HNB). 
2.
The UE then transmits a RRC Initial Direct Transfer message carrying the initial NAS message (e.g. Location Updating Request message) with some form of identity (IMSI/TMSI). 
3.
If the identity of the UE (provided during RRC Connection Establishment) is unknown at the HNB being accessed (e.g. first access attempt by this specific UE using the TMSI), the HNB requests the IMSI of the UE and initiate UE registration towards HNB-GW (step 4 and 5). If UE identity is known and already granted access UE registration is not performed. Whether the HNB performs access control is FFS.

4.
The 3G HNB attempts to register the UE on the HNB-GW by transmitting the UE REGISTER REQUEST. The message contains at a minimum: 

-
UE Identity: IMSI of the (U)SIM associated with the UE. 

Note: The UE IMSI provided in the UE REGISTER message is unauthenticated. 

5.
The HNB-GW can (see Note 1) perform access control for the particular UE attempting to utilize the specific 3G HNB. If the HNB-GW accepts the registration attempt it shall respond with a UE REGISTER ACCEPT message back to the 3G HNB. Whether the HNB-GW allocates a context-id for the UE and indicates the context-id to the HNB in the UE REGISTER ACCEPT message is FFS. Note: If the HNB-GW chooses to not accept the incoming UE registration request then the HNB-GW shall respond with a UE REGISTRATION REJECT message. The HNB behaviour for reject handling shall further be determined by the cause specified in the UE REGISTER REJECT message.

6.
The HNB then sends a CONNECT message containing the RANAP Initial UE messages.

7.
The reception of the CONNECT message at the HNB-GW triggers the setup of SCCP connection by the HNB-GW towards the CN 

8.
The CN response with a SCCP Connection Confirm message.

9.
The UE then continue with the Location Updating procedure towards the CN, via HNB and the HNB-GW.

Note 1:
It is FFS whether access control should be mandatory implemented at the HNB GW in order to cope with a multi-vendor HNB environment.

7.1.3
Agreements for RUA

-
RANAP User Adaptation (RUA) layer provides adaptation between RANAP and SCTP at the RNL layer as shown in Figure 6.1.2.2-1

Furthermore, it is agreed that the RUA layer shall provide the following:

-
Connection Oriented Procedures:

1)
Connect: Applicable in uplink direction. Downlink is FFS 

2)
Disconnect: Applicable in uplink direction. Downlink is FFS 

3)
Direct Transfer: Applicable in uplink and downlink direction

-
Connection-less Procedures:


1)
Connectionless Transfer: Applicable in uplink and downlink direction

-
Abnormal Condition Handling Functionality (incl. congestion indication)

Note:
The exact messages and details for indication of these error conditions (e.g. use of connection refuse with cause code or error indication message with cause code) are left as FFS.

7.2
LTE HNB

Architecture:

The LTE HNB will connect to the MME by means of the S1 interface. It is sufficient for the handover between LTE Home NodeBs and between LTE Home NodeBs and LTE Macro Layer to be provided by means of S1 interface. There are no reasons to establish X2 interface connectivity between LTE Home NodeBs and between LTE Home NodeBs and  LTE Macro Layer to enable handover.
Security protection for control plane and user plane data on transport network layer of E-UTRAN interfaces is mandated for LTE HNB.
User Plane:

If a HeNB GW is deployed, it may terminate different GTP-U connections established between the HeNB GW and each served HeNB and it may appear to the S-GW as the unique node establishing U-Plane connections with the SGw selected out of the accessible pool of SGWs 
If a HeNB GW is deployed, it may act as a termination point for GTP path management messages generated by HeNBs connected to it. 
The HeNB GW may also terminate path management messages generated on each HeNB GW – SGw connection.

If a HeNB GW is deployed, it may prevent HeNBs from establishing GTP-U tunnels directly with the assigned SGw.
Mobility
 Mobility requirements for HeNB are covered  in [3] Annex F.

Annex <A>:
Change history

It is usual to include an annex (usually the final annex of the document) for reports under TSG change control which details the change history of the report using a table as follows:

	Change history

	Date
	TSG #
	TSG Doc.
	CR
	Rev
	Subject/Comment
	Old
	New

	7.5.2007
	RAN3 #56
	
	
	
	TR includes the skeleton and open issues as well as two agreements.
	v.0.0.1
	

	7.5.2007
	RAN3 #56
	
	
	
	This version includes some clean up and editorial improvement, e.g, new numbering.
	v.0.0.2
	

	11.5.2007
	RAN3 #56
	
	
	
	v.0.0.2 and editorial corrections
	v.0.1.0
	

	29.10.2007
	RAN3#57bis
	
	
	
	Editorial corrections, R3-071980, 
R3-071979,R3-071982 
	v.0.2.0
	v.0.3.0

	29.01.2008
	RAN3#58
	
	
	
	Editorial corrections (Figures), R3-072182, R3-071661 (RAN3#57)
	v.0.3.0
	v.0.4.0

	16.02.2008
	RAN3#59
	
	
	
	Cover Page corrected to Rel’8; Editorial note and corrections made in 3.1. R3-080484 
and R3-080539.
	v.0.4.0
	v.0.5.0

	29.05.2008
	RAN3#59bis
	
	
	
	Inclusion of R3-080819, R3-080671, R3-080648 (first proposed sentence), R3-080999, R3-081006, R3-081007, R3-080775, R3-080701 

and some editorials
	v.0.5.0
	v.0.6.0

	
	RAN3#60
	
	
	
	capturing agreed TP in R3-081525
	v.0.6.0
	v.0.7.0

	17.6.2008 
	RAN3 Adhoc June 2008
	
	
	
	- adding working assumption on 2-step RANAP message routing  to section 7.1

- removing FFS from 3G HNB column for the “Iu signalling link management” function in Table 6.1.6.1-1.

- adding working assumption on transport of SABP messages on Iu-h to section 7.1

- the “Location Information reporting” function is not located in the 3G HNB GW - update of Table 6.1.6.1-1.

- agreement on paging optimisation captured in section 7.1

- agreements on active mobility captured in section 7.1

- the “UE Tracing” function is not located in the 3G HNB GW - update of Table 6.1.6.1-1.

- the “Paging co-ordination” function is not located in the 3G HNB GW - update of Table 6.1.6.1-1.

- “MOCN Rerouting Function” function is agreed to be located in the 3G HNB GW and FFS in the 3G HNB, table 6.1.6.1-1 updated.

- agreement on the usage of the PPI field captured in section 7.1

- agreement on SCCP/M3UA option captured in section 7.1

- adding a statement in section 7.1 that agreements on functional split are captured in Table 6.1.6.1-1. (Note: work still in progress)
	
	

	28.8.2008
	RAN3#61
	
	
	
	- 3G: agreement to identify the GW by a single RNC-Id captured in section 7 (see minutes on R3-082035

- 3G: agreements on for a single SCTP association (see minutes on R3-082360)

- 3G: agreements on email topic #16 (R3-082386)

- 3G: agreements on RUA (R3-082302)

-LTE:  insertion of new sections 6.2.1.2.2 & 6.2.1.2.3 to cover agreements on R3-082319.

- LTE: agreed R3-082341 into new section 6.2.1.3 “support of inbound mobility”.

- LTE: inclusion of agreed R3-082219 into section 6.2.1.3

- LTE: renaming 6.2.1 into “System Functionalities required  for support of LTE HNB”
	v.0.8.0
	v.0.9.0

	10.11.2008
	RAN3#62
	
	
	
	as an exception, the following agreements were captured without the provision of an Textproposal:

- no support of MBMS in Rel-8 (as agreed at RAN3#61) – captured in §7.1.1

- access control agreements from RAN3#61bis captured in §7.1.1

- user plane data agreements from RAN3#61bis captured in §7.1.1

- working assumption on TR-069 from RAN3#61bis captured in §7.1.1
	v.0.9.0
	v.0.9.1


























































































































































































































































































































































































































































































































































































































� 	FQDN: Fully Qualified Domain Name - similar to the FQDN defined in TS 23.003


� 	FQDN: Fully Qualified Domain Name - similar to the FQDN defined in TS 23.003
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