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1.
Introduction

In [1] IRAT aspects of sending the UE Security Capabilities to target eNB are discussed.

2.
Discussion

In UTRAN to E-UTRAN handover the RNC can not include the UE Security Capabilities in the Source eNB to Target eNB Transparent Container. The target MME will receive this information in the handover signalling and will be able to send it to the target eNB.

To simplify the Handover Resource Allocation Procedure, and not differentiate the handling of UE Security Capabilities between IRAT and intra LTE handover cases it is proposed to move the UE Security Capabilities IE, introduced in the BIG CR to 36.413 after the RAN3#61bis meeting, from Source eNB to Target eNB Transparent Container IE to the message level of HANDOVER REQUEST message.
In the text proposal below the impact on the BIG CR to 36.413 are detailed.
3.
Proposal

It is proposed that RAN3 agree to include the proposed changes into the BIG CR to 36.413 that will be presented to next RAN meeting.

4.
References

[1]
R3-083303: "IRAT AS security support in S1", Source Ericsson
[2] R3-083301: CR #302 to 36.413 "AS security support in S1", Source: Ericsson, NTT DOCOMO
Text proposal to BIG CR to 36.413:
Chapter 8.4.2:
Add a new paragraph (yellow) and remove two paragraphs (green). The added paragraph has the same wording as proposed in [2] with the addition of "and the UE Security Capabilities IE".
8.4.2

Handover Resource Allocation

8.4.2.1
General

The purpose of the Handover Resource Allocation procedure is to reserve resources at the target eNodeB for the handover of a UE. 
8.4.2.2
Successful Operation
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Figure 8.4.2.2-1: Handover resource allocation: successful operation
The MME initiates the procedure by sending the HANDOVER REQUEST message to the target eNodeB. The HANDOVER REQUEST message may contain the Handover Restriction List IE, which may contain roaming area or access restrictions.
Upon receiption of the HANDOVER REQUEST message the eNB shall store the received AS security key information and the UE Security Capabilities IE in the UE context and use it to prepare the configuration of the AS security relation with the UE.
If the Handover Restriction List IE is contained in the HANDOVER REQUEST message, the target eNB shall store this information in the UE context.
The eNB should use the information in Handover Restriction List IE to determine a target cell for handover. If the Handover Restriction List IE is not contained in the HANDOVER REQUEST message, the target eNB shall consider that no access restriction applies to the UE.


· 
If the Trace activation IE is included .....

Chapter 9.1.5.4:

Add a new IE UE Security Capabilities (yellow).
9.1.5.4
HANDOVER REQUEST

This message is sent by the MME to the target eNodeB to request the preparation of resources.

Direction: MME ( eNodeB.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	reject

	Handover Type
	M
	<IntraLTE, UTRANtoLTE, GERANtoLTE>
	9.2.1.13
	
	YES
	reject

	Cause
	M
	
	9.2.1.3
	
	YES
	ignore

	UE Aggregate Maximum Bit Rate
	M
	
	9.2.1.20
	
	YES
	reject

	E-RABs To Be Setup List
	M
	
	
	
	YES
	reject

	>E-RABs To Be Setup Item IEs
	
	1 to <maxnoof E-RABs>
	
	
	EACH
	reject

	>> E-RAB ID 
	M
	
	9.2.1.2
	
	-
	

	>> Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>> GTP TEID
	M
	
	9.2.2.2
	To deliver UL PDUs
	-
	

	>> E-RAB Level QoS Parameters
	M
	
	9.2.1.15
	Includes necessary QoS parameters
	-
	

	Source eNodeB to Target eNodeB Transparent Container
	M
	
	9.2.1.7
	
	
	

	UE Security Capabilities
	M
	
	9.2.1.40
	
	YES
	reject

	Handover Restriction List
	O
	
	9.2.1.22
	
	YES
	ignore

	Trace Activation
	O
	
	9.2.1.4
	
	YES
	ignore

	Request Type
	O
	
	9.2.1.34
	
	YES
	ignore


Editor’s Note: The details of required IEs to indicate security parameters in the message (e.g., encryption and integrity protection information) are FFS.
Chapter 9.2.1.7:

Remove the UE Security Capabilities IE (green).
9.2.1.7
Source eNB to Target eNB Transparent Container

The Source eNB to target eNB Transparent Container IE is an information element that is produced by the source eNB and is transmitted to the target eNB. This IE is used for the intra SAE/LTE handover case. 

This IE is transparent to the EPC.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	RRC Container
	M
	
	OCTET STRING
	Includes the RRC Handover Preparation Information message as defined in subclause 10.2.3 of [16].
	-
	-

	Target Cell ID
	M
	
	E-UTRAN CGI

 9.2.1.38
	
	-
	-

	Subscriber Profile ID for RAT/Frequency priority
	O
	
	9.2.1.35
	
	-
	-

	E-RABs Information List
	O
	
	
	
	
	

	>  E-RABs Information Item
	
	1 to <maxnoof E-RABs>
	
	
	EACH
	ignore

	>> E-RAB ID
	M
	
	9.2.1.2
	
	-
	-

	>> DL Forwarding
	O
	
	9.2.3.14
	
	-
	-

	
	
	
	
	
	
	

	UE History Information
	M
	
	9.2.1.41
	
	-
	-


	Range bound
	Explanation

	maxnoofE-RABs
	Maximum no. of E-RABs for one UE. Value is 256.


9.3
Message and Information Element Abstract Syntax (with ASN.1)

ASN.1, PDU Definitions
Add new IE to Handover Request elementary procedure (yellow):
-- **************************************************************

--

-- HANDOVER RESOURCE ALLOCATION ELEMTARY PROCEDURE

--

-- **************************************************************

-- **************************************************************

--

-- Handover Request

--

-- **************************************************************

HandoverRequest ::= SEQUENCE {


protocolIEs


ProtocolIE-Container       { {HandoverRequestIEs} },


...

}

HandoverRequestIEs S1AP-PROTOCOL-IES ::= {


{ ID id-MME-UE-S1AP-ID




CRITICALITY reject
TYPE MME-UE-S1AP-ID

 


PRESENCE mandatory
} |


{ ID id-HandoverType




CRITICALITY reject
TYPE HandoverType

 


PRESENCE mandatory
} |


{ ID id-Cause




CRITICALITY ignore
TYPE Cause

 


PRESENCE mandatory
} |


{ ID id-uEaggregateMaximumBitrate

CRITICALITY reject
TYPE UEAggregateMaximumBitrate

PRESENCE mandatory
}|


{ ID id-E-RABToBeSetupListHOReq




CRITICALITY reject
TYPE E-RABToBeSetupListHOReq

 


PRESENCE mandatory
} |


{ ID id-SourceeNodeB-ToTargeteNodeB-TransparentContainer

CRITICALITY reject
TYPE SourceeNodeB-ToTargeteNodeB-TransparentContainer

 


PRESENCE mandatory
} |

{ ID id-UESecurityCapabilities

CRITICALITY reject
TYPE UESecurityCapabilities


PRESENCE mandatory
}|

{ ID id-HandoverRestrictionList

CRITICALITY ignore
TYPE HandoverRestrictionList
PRESENCE optional
}|

{ ID id-TraceActivation



CRITICALITY ignore
TYPE TraceActivation
 

PRESENCE optional
}|


{ ID id-RequestType




CRITICALITY ignore
TYPE
RequestType



PRESENCE optional
},


...
}
ASN.1, Information Element Definitions
Remove "uESecurityCapabilities

UESecurityCapabilities"  from the SourceeNodeB-ToTargeteNodeB-TransparentContainer SEQUENCE (green)
SourceeNodeB-ToTargeteNodeB-TransparentContainer

::= SEQUENCE {


rRC-Container




RRC-Container,


e-RABInformationList

E-RABInformationList

OPTIONAL,


targetCell-ID




EUTRAN-CGI,


subscriberProfileIDforRFP



SubscriberProfileIDforRFP

OPTIONAL,


uE-HistoryInformation


UE-HistoryInformation,


iE-Extensions


ProtocolExtensionContainer { {SourceeNodeB-ToTargeteNodeB-TransparentContainer-ExtIEs} } OPTIONAL,


...

}

SourceeNodeB-ToTargeteNodeB-TransparentContainer-ExtIEs S1AP-PROTOCOL-EXTENSION ::= {


...

}
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