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1.
Introduction

Since pre release 8 UE do not support CSG access control, access control for pre release 8 UE shall be performed by the network side. In this contribution, a proposal for access control at the HNB is discussed. 
2.
Discussion
2.1 
Methods of Access control
Regardless of the method used to perform access control, the net merits of the mechanism will have to be considered. 
There are 3 possible methods to perform access control; By the HNB, by the HNB GW and via split access control; a task shared by both HNB and HNB GW. 

In any of the methods mentioned:-

1) An unauthorised UE may be allowed to camp on at the HNB and rejected later during service initiation. The purpose of this would be to allow the UE to make emergency calls as well as stop the UE from repeated LA/RA attempts. 
2) An unauthorised UE may be rejected with a LAU / RAU reject with cause codes such as 15 or 13 thus triggering an “any cell selection” or possibly a “PLMN search”. There could however be drawbacks with such a method and hence will require mitigation.

3) An unauthorised UE may also be rejected with temporary reject causes such as 111 although the UE behaviour may not always be predictable in this scenario.
In essence, any chosen method would dictate the UE battery life, unnecessary Signalling load towards the CN etc.

As has been discussed in previous RAN WG#3 meetings, there aren’t enough LACs to satisfy the “wish” that every HNB uses a unique LAC. As a result, a mechanism must be developed or implementable within the HNB system whereby a HNB does not choose a LAC that is the same as its immediate neighbours. 
Although this means “LAC reuse”, reuse of LAC would mean a UE inadvertently wandering into a “non home HNB environment” using the same LAC as its “home HNB” may end up with its home LAC in the forbidden list. In other words, the authorised UE may not receive service from its own “home HNB” unless the user power cycles the UE.
Hence, suitable algorithms should be developed to assist an authorised UE to “reclaim” service of its “home HNB” always.

Most importantly, if the HNB rejects an unauthorised UE, a methodology should exist where by the unauthorised UE does not “attempt” the same procedure again more than once by using appropriate cause values. This has an implication on the UE standby time.
2.2 
Concerns on exposure of IMSI at HNB

The HNB is a trusted element of the operator’s network. It can be made as secure as any other element that makes up the operator’s network. If the HNB can be trusted by the network operator to turn its transmitter on and use its licensed spectrum, there is nothing more of an un-secure decision the operator can make.

Since there are no other methods available on the “Uu” to query the UE Identity and since, transparently or not, the HNB has to perform this task, it should be possible to accept the HNB as a trusted element within the confines of the operator network. Storage or “parsing / sniffing” the IMSI from specific messages should not be considered a security issue since the “Uu” provides the same level of encapsulation as in the case of a Macro. The HNB, the HMS and the HNB GW are secured within an IPSec tunnel.

Finally, it should be noted, the HNB itself would have been authenticated and registered with the HNB GW before it is allowed to enforce access control. 
2.3 
Enforcing the functionality
It is a fact that access control will have to be enforced by checking the UE IMSI and possibly against a LAI. It follows, hence, that the list of IMSI (also referred to as Access Control List) is made available either at the HNB or at the HNB GW – the two possible network elements where enforcement can take place.

If the enforcement of access control is left to the HNB the following obvious benefits can be seen:- 

1) It will be a local rejection of the UE and there is no wasted / unwanted signalling load on the Iuh.
2) The UE battery life will stand to benefit if suitable algorithms are used to prohibit unauthorised UE from repeated LA/RA update attempts.
3. 
Proposal
The HNB shall be able to enforce access control for unauthorised UE. As a quality gate, if necessary, the HNB GW shall also perform the access control at the time of UE registration.
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