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Foreword

This Technical Specification has been produced by the 3rd Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an identifying change of release date and an increase in version number as follows:

Version x.y.z

where:

x
the first digit:

1
presented to TSG for information;

2
presented to TSG for approval;

3
or greater indicates TSG approved document under change control.

y
the second digit is incremented for all changes of substance, i.e. technical enhancements, corrections, updates, etc.

z
the third digit is incremented when editorial only changes have been incorporated in the document.

Introduction

This clause is optional. If it exists, it is always the second unnumbered clause.

1
Scope

This clause shall start on a new page.

The present document …

2
References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

· References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

· For a specific reference, subsequent revisions do not apply.

· For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

 [1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

3
Definitions, symbols and abbreviations

3.1
Definitions

For the purposes of the present document, the terms and definitions given in TR 21.905 [x] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in TR 21.905 [x].

example: text used to clarify abstract rules by applying them literally.

3.2
Abbreviations

For the purposes of the present document, the abbreviations given in TR 21.905 [x] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in TR 21.905 [1].

HMS
HNB Management System

HNB
Home NodeB

HNB GW
HNB Gateway

RGW
Residential Gateway

SegWay
Security Gateway

4
Overall Architecture

4.1
General

The main concepts behind this stage 2 document are to distinguish the differences between the provisioning systems from the HNB GW. The overall architecture shall be specified by 3gPP. The provisioning is provided by TR-069 family of standards and is beyond the scope of this document. However, for clarity and ease of understanding, at appropriate places references to TR069 and associated methods are described briefly. 

The HNB to HNB GW interface and the HNB GW to CN interface shall be specified by RAN WG3. The HNB shall either be an integrated element with the broadband supplier’s RGW or a standalone element of the Femto network. The Iuh interface shall not distinguish between an integral and a standalone HNB.

The architecture that is specified by 3gPP shall be highly flexible and scalable for both the provisioning system as well as the HNB GW. Iuh interface shall simplify HNBAP and RUA and reduce the number of messages where possible. There shall be no change to RANAP or SCTP and the new protocol shall provide SAPs to RANAP and SCTP.

4.2 
Functional elements

The following functional entities serve various roles in the bootstrapping, initial provisioning, ongoing management and operation of the HNB network:

4.2.1
Initial HNB Management System (HMS)

· Based on TR-069 CWMP
· Initial provisioning of HNB

· Determines “Tentative Location” (unverified), which can be used to find the serving HMS, SeGway, and HNB-GW

· This entity is optional; if not present, the role of the Initial HMS will be fulfilled by the Serving HMS.
4.2.2
Initial Security Gateway (SeGway)
· IPsec security gateway

· IKEv2 authentication of HNB
· Provides access to Initial HMS (optionally) and initial HNB-GW

· This entity is optional; if it is not included, the role of the Initial SeGway will be fulfilled by the “serving” SeGway.
4.2.3
Initial HNB Gateway (HNB-GW)

· Terminates Iuh from HNB

· Determines whether there is a need to redirect the Iuh interface to another HNB-GW

· This entity is optional; if it is not included, the role of the Initial HNB-GW will be fulfilled by the Serving HNB GW
4.2.4
Serving HNB Management System (HMS)
· Based on TR-069 CWMP
· Determines the Certified Location of the HNB (potentially based on Radio Env. Measurements (REMs)

· Provides final provisioning of HNB and ongoing management functions (e.g., measurement & event reporting)

· Directs HNB to Serving HNB-GW

· The Serving HMS may also satisfy the functional requirements of the Initial HMS.
4.2.5
Serving Security Gateway (SeGway)

· IPsec security gateway

· IKEv2 authentication of HNB
· Provides access to Serving HMS and Serving HNB-GW

· The Serving SeGway may also satisfy the functional requirements of the Initial SeGway.
4.2.6
Serving HNB Gateway (HNB-GW)
· Terminates Iuh from HNB

· Provides service to the HNB

· May redirect the Iuh interface to better serving HNB-GW

· The Serving HNB-GW may also satisfy the functional requirements of the initial HNB-GW.
4.3
High-Level functional requirements

The overall architecture should allow for deployment flexibility by allowing the possibility for using various broadband internet connectivity types. The overall architecture shall allow for an integrated or a standalone HNB element. The architecture shall allow for location determination options as required by operators. As a result of this, HNBs may support location enabling devices such as GPS. The architecture shall allow for the simplest deployment scenario not restricting the flexibility and scalability requirements.

4.4
Interfaces and Reference Points

The reference model shown in Figure 1 contains the typically essential network elements that make up the femto network. 
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Figure 1: Iuh reference model

The HNB GW serves the purpose of a RNC presenting itself to the CN as a concentrator of HNB connections. In the reference architecture, the term Initial for certain elements refers to Initial Point of Contact and distinguishes them from the serving elements. The Iu interface between the CN and the HNB GW serves the same purpose as the interface between the CN and a RNC. 
The Initial SeGway, Initial HMS, and Initial HNB-GW are optional elements and the role of these elements may well be served by the SegWay, Serving HMS and the serving HNB-GW. This also allows keeping the number of IPsec tunnels that need to be established with different SegWays at a minimum. 
The message flows in the remainder of this document assume that NO merging of functions has been implemented.
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Figure 2: TR069 based provisioning

The interface to the provisioning and management elements is via the TR-069 family of standards and is beyond the scope of this document. However, for the purpose of clarity, some details and references to TR-069 are included in this stage 2 text. In the figure above, TR-069 CWMP session tunnelled through IPSec (solid blue line) is the preferred option where as TR-069 CWMP session with SSL (dotted blue line) is the fall back option if IPSec tunnelling is not possible. Support for these methods is for SA3 to decide.

4.5 Interfaces

4.5.1
Iuh Interface

Editors Note:
describe stack, reference to new specifications HNBAP and RUA.

4.5.2
Iu Interface

Editors Note: only references to existing specifications.

5
UTRAN functions for 3G HNB access

5.1
HNB Registration

5.1.1
Call flows

5.1.1.1
Assumptions and Notations

1) HNB has a factory pre-set, trusted, shared key for IPSec establishment. Details for IPSec and also client and server certificates in case of using SSL are FFS. 

2) Secure communication:-

a. If HNB uses IPsec for communication: HNB has a factory pre-set FQDN for Initial SegWay that is to be resolved via public DNS. For the Initial HMS residing in a private network there is either an IP address or a FQDN resolvable by an DNS server in the private network.
b. If HNB uses SSL for communication: HNB has a factory pre-set FQDN for Initial HMS resolvable via public DNS. 

3) The TR069 messages shown in the subsequent calls flows are abstract representations of the actual TR069 CWMP methods. For example, a TR069 Configuration Request in the call flows below could either mean a TR069: Download or a TR069: Set Parameters Value Request. 

5.1.1.2
Successful registration with first Serving HMS and Initial HNB GW

1. If provisioned with an Initial SegWay, HNB queries the FQDN of the Initial SegWay with the public DNS. If SegWay is not available, then HNB queries the FQDN of the Initial HMS. 

2. Public DNS returns the IP address

3. If a SegWay is used to provide access to the Initial HMS, the HNB establishes an IPSEC tunnel to that SegWay. 

4. TR-069 CWMP session is established with the Initial HMS. If SegWay is not available in step (3), then the TR069 CWMP session is established with SSL.

5. HNB informs Initial HMS that it is initialised. If available, HNB shall supply the last visited HNB GW and an optional location information of its present position. 
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Figure 4: Successful registration with 1st Serving HMS and Initial HNB GW

6. Initial HMS provisions the HNB with a list of potential SegWays, Serving HMSs and optionally Serving HNB GWs and corresponding RNC Ids. The Initial HMS shall supply a tentative location of the HNB. The initial HMS allocates the appropriate Serving HMSs for the HNB based on HNB location.
7. The Configuration Response is sent from the HNB to the Initial HMS. 

8. TR069 CWMP session is terminated. If the SSL session was established in step (4) that is also terminated.

9. If the IPSec tunnel was established in step (3), the tunnel may be released. HNB shall select sequentially from the provisioned list in step (6). If the SegWay to be used for the Serving HMS is different to what is currently used, then the existing IPSec connection is released. 

10. If the SegWay is used to provide access to the Serving HMS, HNB Establishes IPSec tunnel to the Serving HMS. This IPSec is established only if needed. 

11. TR-069 CWMP session is established with the Serving HMS. If SegWay is not available in step (10), then the TR069 CWMP session is established with SSL.

12. HNB shall supply the tentative location information and any Radio environment scans. 

13. The Serving HMS supplies the HNB with Provisioning data for the serving HNB GW and a certified location possibly by analysing the Radio environment measurements supplied by the HNB. The access control list containing “list of IMSIs” allowed to camp on the HNB is also part of the provisioning data. It also supplies a list of SegWays, Serving HNB GWs and corresponding RNC Ids. The Serving HMS signs the provisioned data by supplying a Parameter authentication code. Details of this are FFS. 
14. The HNB sends a Configuration Response message to the Serving HMS.
15. TR069 CWMP session is terminated. If the SSL session was established in step (11) that is also terminated.

16. If the IPSec tunnel was established in (10), it is released if needed. The tunnel is released only if the SeGWay serving the HNB GW is different. 

17. Establish the secure IPSec tunnel to HNB GW.
18. SCTP session is initiated between the HNB and HNB GW. 

19. The HNB attempts to register with the HNB GW by supplying its HNB Identification, its certified location, provisioned data and the signed Parameter Authentication code from the Serving HMS.

20. HNB GW successfully registers and accepts the HNB.

5.1.1.3
Successful registration through redirection

1. If provisioned with an Initial SegWay, HNB queries the FQDN of the Initial SegWay with the public DNS. If SegWay is not available, then HNB queries the FQDN of the Initial HMS. 

2. Public DNS returns the IP address

3. If a SegWay is used to provide access to the Initial HMS, the HNB establishes an IPSEC tunnel to that SegWay.  

4. TR-069 CWMP session is established with the Initial HMS. If SegWay is not available in step (3), then the TR069 CWMP session is established with SSL.

5. HNB informs Initial HMS that it is initialised. If available, HNB shall supply the last visited HNB GW and an optional location information of its present position. 

6. Initial HMS provisions the HNB with a list of potential SegWays, Serving HMSs and optionally Serving HNB GWs and corresponding RNC Ids. The Initial HMS shall supply a tentative location of the HNB. The initial HMS allocates the appropriate Serving HMSs for the HNB based on HNB location.

7. The Configuration Response is sent from the HNB to the Initial HMS.

8. TR069 CWMP session is terminated. If the SSL session was established in step (4) that session is also terminated.

9. If the IPSec tunnel was established in step (3), the tunnel may be released. HNB shall select sequentially from the provisioned list in step (6). If the SegWay to be used for the Serving HMS is different to what is currently used, then the existing IPSec connection is released. 

10. If a SegWay is used to provide access to the Serving HMS, HNB Establishes IPSec tunnel to the Serving HMS. This IPSec is established only if needed. 

11. TR-069 CWMP session is established with the Initial HMS. If SegWay is not available in step (10), then the TR069 CWMP session is established with SSL.

12. The HNB supplies its tentative location and the Radio environment measurements to the Serving HMS

13. The Serving HMS supplies the HNB with Provisioning data for the serving HNB GW and a certified location possibly by analysing the Radio environment measurements supplied by the HNB. The access control list containing “list of IMSIs” allowed to camp on the HNB is also part of the provisioning data. It also supplies a list of SegWays, Serving HNB GWs and corresponding RNC Ids. The Serving HMS signs the provisioned data by supplying a Parameter authentication code. Details of this are FFS.

14. The HNB sends a Configuration Response message to the Serving HMS

15. TR069 CWMP session is terminated. If the SSL session was established in step (11) that is also terminated.

16. If the IPSec tunnel was established in (10), it is released if needed. The tunnel is released only if the SeGWay serving the HNB GW is different. 
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Figure 5: Successful registration through redirection

17. Establish the secure IPSec tunnel to HNB GW

18. SCTP session is initiated between the HNB and HNB GW. 

19. The HNB attempts to register with the HNB GW by supplying its HNB Identification, its certified location, provisioned data and the signed Parameter Authentication code from the Serving HMS.

20. HNB GW redirects the HNB with a HNB Register Response by including the target HNB GW IP address. The SegWay and the Serving HMS remain the same.  The HNB closes the SCTP session.
21. SCTP session is initiated between the HNB and redirected HNB GW. 

22. The HNB attempts to register with the redirected HNB GW by supplying its HNB Identification, its certified location, provisioned data and the signed Parameter Authentication code from the Serving HMS.

23. HNB GW accepts and successfully registers the HNB.

5.1.1.4
Successful registration by trying next on list

1. If provisioned with an Initial SegWay, HNB queries the FQDN of the Initial SegWay with the public DNS. If SegWay is not available, then HNB queries the FQDN of the Initial HMS. 
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Figure 6: Successful registration by trying next on list

2. Public DNS returns the IP address

3. If a SegWay is used to provide access to the Initial HMS, the HNB establishes an IPSEC tunnel to that SegWay. 

4. TR-069 CWMP session is established with the Initial HMS. If SegWay is not available in step (3), then the TR069 CWMP session is established with SSL.

5. HNB informs Initial HMS that it is initialised. If available, HNB shall supply the last visited HNB GW and an optional location information of its present position. 

6. Initial HMS provisions the HNB with a list of potential SegWays, Serving HMSs and optionally Serving HNB GWs and corresponding RNC Ids. The Initial HMS shall supply a tentative location of the HNB. The initial HMS allocates the appropriate Serving HMSs for the HNB based on HNB location.

7. The Configuration Response is sent from the HNB to the Initial HMS.

8. TR069 CWMP session is terminated. If the SSL session was established in step (4) that session is also terminated.

9. If the IPSec tunnel was established in step (3), the tunnel may be released. HNB shall select sequentially from the provisioned list in step (6). If the SegWay to be used for the Serving HMS is different to what is currently used, then the existing IPSec connection is released. 

10. If a SegWay is used to provide access to the Serving HMS, HNB Establishes IPSec tunnel to the Serving HMS. This IPSec is established only if needed. 

11. TR-069 CWMP session is established with the Initial HMS. If SegWay is not available in step (10), then the TR069 CWMP session is established with SSL.

12. The HNB supplies its tentative location and the Radio environment measurements to the Serving HMS

13. The Serving HMS supplies the HNB with Provisioning data for the serving HNB GW and a certified location possibly by analysing the Radio environment measurements supplied by the HNB. The access control list containing “list of IMSIs” allowed to camp on the HNB is also part of the provisioning data. It also supplies a list of SegWays, Serving HNB GWs and corresponding RNC Ids. The Serving HMS signs the provisioned data by supplying a Parameter authentication code. Details of this are FFS.

The provisioned data from the Serving HMS could be applicable for the entire “list of HNB GWs” or for only the HNB GW indicated. 

14. The HNB sends a Configuration Response message to the Serving HMS

15. TR069 CWMP session is terminated. If the SSL session was established in step (11) that is also terminated.

16. If the IPSec tunnel was established in (10), it is released if needed. The tunnel is released only if the SeGWay serving the HNB GW is different. 

17. Establish the secure IPSec tunnel to HNB GW

18. SCTP session is initiated between the HNB and HNB GW. 

19. The HNB attempts to register with the HNB GW by supplying its HNB Identification, its certified location, provisioned data and the signed Parameter Authentication code from the Serving HMS.

20. HNB GW rejects the HNB with a HNB Register Response. The cause value commands HNB to try next available HNB GW on the list. HNB closes the SCTP connection.
21. The IPSec tunnel is released. If the SegWay to be used for the next Serving HMS is different to what is currently used, only then the existing IPSec connection is released. 

22. If a SegWay is used to provide access to the Serving HMS (2), HNB Establishes IPSec tunnel to the Serving HMS (2). This IPSec is established only if needed. Note: Serving HMS (2) could be the same as Serving HMS (1).

If Serving HMS(2) is the same as Serving HMS(1) and the provisioned data in step (13) is common to all the HNB GWs in the list, then the  following steps until (28) are not required. 

23. TR-069 CWMP session is established with the Initial HMS. If SegWay is not available in step (22), then the TR069 CWMP session is established with SSL.

24. The HNB supplies its tentative location and the Radio environment measurements to the Serving HMS (2).

25. The Serving HMS (2) supplies the HNB with Provisioning data for the serving HNB GW and a certified location possibly by analysing the Radio environment measurements supplied by the HNB. The access control list containing “list of IMSIs” allowed to camp on the HNB is also part of the provisioning data. It also supplies a list of SegWays, Serving HNB GWs and corresponding RNC Ids. The Serving HMS (2) signs the provisioned data by supplying a Parameter authentication code. Details of this are FFS.

26. The HNB sends a Configuration Response message to the Serving HMS (2).
27. TR069 CWMP session is terminated. If the SSL session was established in step (23) that is also terminated.

28. If the IPSec tunnel was established in (22), it is released if needed. The tunnel is released only if the SeGWay serving the HNB GW (next on list) is different.

29. Establish IPSec tunnel to the HNB GW (next on list) if needed.

30. SCTP session is initiated between the HNB and serving HNB GW (next on list). 

31. The HNB attempts to register with the HNB GW (next on list) by supplying its HNB Identification, its certified location, provisioned data and the signed Parameter Authentication code from the Serving HMS (2).

32. HNB GW accepts and successfully registers the HNB.
5.1.1.5
Configuration Update

There are two possible outcomes on a configuration update.

· The configuration update imposes interruption of active services. For example: The HMS may require the HNB to update configuration plan or update its firmware. Following the configuration update, the HNB may require a reboot or a transition to another state. Before the reboot or transition, the HNB may deregister with the HNB GW.

· The configuration update does not require any service interruption. The HMS may perform updates to some of the managed parameters at the HNB which will only require synchronization with the HNB GW. As an example, the HMS supplies a modified Access Control List to the HNB which the HNB will have to update with the HNB GW. The following call flow shows such use case. 

1. The 3G HNB has already registered with the Serving HNB-GW. 

2. Serving HMS establishes a TCP Session with the HNB. 
3. Serving HMS sends a HTTP Connection Request to the HNB.
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Figure 7: Parameter updates

4. HNB sends a Connection Response indicating that it will establish a connection. 
5. The TCP Session is released.

6. If a SegWay is used to provide access to the Serving HMS, the HNB establishes an IPSEC tunnel to that SegWay. If there is already an IPsec tunnel established, steps (6) and (12) are not necessary.
7. TR-069 CWMP session is established with the Serving HMS. If SegWay is not available in step (6), then the TR069 CWMP session is established with SSL.

8. HNB sends TR069 Inform request containing registration information.

9. Serving HMS uploads the updated configuration to HNB

10. The HNB sends a Configuration Response message to the Serving HMS

11. TR069 CWMP session is terminated. If the SSL session was established in step (7) that is also terminated.

12. If the IPSec tunnel was established in (6), it is released. The tunnel is released only if the SeGWay serving the HNB GW is different. 

13. HNB sends a registration request to serving HNB GW. Since HNB is already registered, HNB GW shall treat this as a re-registration with updated parameters.
14. HNB GW accepts the updated parameters and re-registers the HNB.

If the updated configuration in step (13) is not accepted, HNB GW rejects the re-registration.
5.2
UE Registration

5.2.1
Call flows
5.2.1.1
Successful UE Registration
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Figure 8: Successful UE registration

1. The HNB shall turn its transmitter on only after a successful registration with a HNB GW. The HNB shall, at this point, provide the Uu interface for the UEs. 

2. UE attempts RRC Connection establishment with HNB

3. The Initial Direct Transfer contains, for example, a Location Update request from the UE.

4. HNB may perform the Identity request procedure to obtain permanent UE ID (IMSI)

5. HNB attempts to register the UE with the HNB GW by supplying its own Id as well as the UE Id. 

6. HNB GW accepts the registration and assigns a unique context Id for the UE. The format of the context ID is FFS.
7. The HNB sends a CONNECT message with the RANAP message, the Context Id and the optional NAS node selection message. 
8. HNB GW translates this to a SCCP Connect Request and sends to CN

9. The CN responds with a SCCP Connect Response with the RANAP direct transfer message

10. HNB GW sends a Direct Transfer message with the UE context Id and the RANAP message. 
11. HNB translates this to a Downlink Direct Transfer message and sends it to the UE

12. UE responds with an Uplink Direct Transfer message. 

13. HNB translates this to a RANAP message and transparently sends it to HNB GW via Direct Transfer message. 

14. HNB GW sends connection oriented SCCP message to the CN

Note: Subsequently, a lot of messages are not shown; For example, Security Mode commands, Authentication procedures, “follow on requests” in Initial Direct Transfers are not shown. 

15. A RANAP Iu release command is sent from the CN to the HNB GW. 

16. The HNB GW sends a Direct Transfer request to the UE context Id with the RANAP message

17. HNB triggers the RRC connection release
18. UE sends the RRC connection release complete. 

19. HNB translates this to a DISCONNECT message and sends it to HNB GW. The UE context Id and the RANAP message are included

20. SCCP connection oriented message, RANAP Iu release complete is sent from HNB GW to CN

21. SCCP connection is released between the HNB GW and the CN
22. SCCP connection release complete is indicated to the CN.
6
Requirements for O&M

6.1
O&M for 3G HNB

Editors Note:
would expect requirements as one of expected output of our discussions on GW discovery and HNB registration.

6.2
O&M for 3G HNB GW

Editors Note:
would expect requirements as one of expected output of our discussions on GW discovery and HNB registration.
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