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1
Introduction
One of the main requirements in residential HNB is to provide closed access control. Access control shall always enable to provide services to the authorized users and disabling services from to the unauthorized ones. This access control under discussion shall support also existing pre-8 UE:s and UICC:s.
2
Discussion

There has been proposed three different ways to have access control:
1. Access control and authorized IMSI list only in the HNB

2. Access control and authorized IMSI list only in the HNB-GW

3. Access control and authorized IMSI list in both HNB and HNB-GW
Assumption is that there is no additional messaging to move the IMSI list information between HNB and HNB-GW.
2.1
Access control only in HNB
The access control in HNB has the following advantages: 

· transport bandwidth saving 
· fast rejection response time for  unauthorized UE
· reduces signalling load of HNB-GW

The drawbacks of the solution are:
· Probability that pre-release 8 UE has its authorized LAC on forbidden list or barring the Home cell i.e. that its Home cell gets barred and that it is not able to camp on it. The probability is dependent on number of LAC:s used for Femto cells.
· Compromised HNB IMSI list opens security issues
2.2 Access control only in HNB-GW

The access control in HNB has following advantages:
· No authorized IMSI list in the HNB to be compromised
· Supports grouping of access rights for multi HNB:s in community use case

The drawbacks of the solution are:
· Probability that pre-release 8 UE has its authorized LAC on forbidden list or barring the Home cell i.e. not able to register to home cell. The probability is dependent on number of LAC:s used for Femto cells.
· Synchronization of the authorized IMSI list in different HNB-GW:s

2.3 Access control in both HNB-GW and HNB

The access control in HNB and HNB-GW has the following advantages:
· Compromised HNB authorized IMSI list can be detected and replaced.
· Never sets user’s own home LAC in the forbidden LA list of the UE

· Supports grouping of access rights for multi HNB:s in community use case

· Enables to assign low number of LAC:s for Femto cells

· Minimizes messaging between all Ue:s and HNB:s
The drawbacks of the solution are:
· Pre-release 5 Ue:s could camp in an authorized HNB cell, if the cell has the same LAC as the Ue’s home cell.

· Synchronization of the authorized IMSI list in different HNB-GW:s

3
Proposal
The complexity of having to handle two IMSI lists, one in the HNB and another in the HNB-GW, is fairly compensated by the advantages of a distributed Access Control approach. It is therefore proposed that the access control should be possible in both in HNB and in HNB-GW. This shall also allow access control in the HNB or HNB-GW only.
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