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1. Introduction
This document shows the problem and concern towards the KeNB handling procedure that was agreed in S3-080906, and presents possible 2 solutions to overcome the problem.

2. Discussion

The last RAN3#61 meeting, LS S3-08xxxx from SA3 was treated. The attachment S3-080906 of the LS gave a thorough explanation of the KeNB handling during Intra eNB, X2 and S1 handover.
Note that the discussion in this document is based on the following agreements taken in RAN2:
· The NCC (NH Chaining Counter) value is signaled to the UE in Handover Command

· PCI binding for KeNB derivation is done in Source eNB

· Whether C-RNTI binding for KeNB derivation in the target eNB is always or conditionally performed, is up to SA3 (including the necessity of “index increase indicator” parameter)
The following section reviews how the KeNB derivation is performed for X2 handover, S1 handover and shows the problems from S1AP signalling perspective.
2.1 Review of KeNB derivation procedure for X2 handover and S1 handover according to S3-080906
The followings are the steps for KeNB update procedure for X2 Handover: (see ANNEX Fig.1 for reference)
· The Source eNB calculates the KeNB* with input parameter NH and PCI, sends (KeNB* and NCC) as UE Security Context in RRC Context IE in HANDOVER REQUEST

· The Target eNB generates its KeNB from the input parameter KeNB*, given by the Source eNB, creates Handover Command (including NCC) and sends it back to the Source eNB in Target eNB To Source eNB Transparent Container IE in HANDOVER REQUEST ACK.

· The Source eNB sends the Handover Command to the UE which includes the NCC parameter.

· The UE calculates the NH parameter based on the received NCC (how many times the NH parameter needs to be updated), and the KeNB from the parameters of NH and PCI.
In contrast to the KeNB update procedure for X2 handover which is straightforward, the KeNB update procedure for S1 Handover works on an assumption that the MME has the right to overwrite the Security Information (KeNB*, NCC) that was calculated and sent by the Source eNB.

The followings are the steps for the KeNB update procedure for 1-hop Security S1 Handover:  (see ANNEX Fig.2 for reference)
· The Source eNB calculates the KeNB* with input parameter NH and PCI, sends (KeNB* and NCC) as UE Security Context in RRC Container IE within Source eNB to Target eNB Transparent Container IE in HANDOVER REQUIRED

· (In the case where MME changes) The Source MME, not being able to read the NCC within the transparent container, sends the NCC and NH from its memory to the Target MME, along with the NAS level security context.

· The Target MME calculates the NH* twice (NH*[n+1], NH*[n+2]), and increments the NCCs,
The Target MME sends the NH*s, and the corresponding NCCs as S1AP IE, along with the UE Security Context within the Source eNB to Target eNB Transparent Container IE in HANDOVER REQUEST.

· The Target eNB, if the NH*[n+1] and the corresponding NCC are included as S1AP IE from MME in the HANDOVER REQUEST, uses the NH*[n+1] and the corresponding NCC parameter for its KeNB update, instead of the UE Security Context (KeNB*, NCC) within the Source eNB to Target eNB Transparent Container IE.

Note: With RAN2 agreement, if the NH* and NCC from MME is used by the Target eNB, the Target eNB performs KeNB update by binding the PCI to the new NH*.

· The Target eNB sends the HANDOVER REQUST ACK (including the RRC Container within Target eNB to Source eNB Transparent Container IE) to the Target MME, 
the Target MME sends the FORWARD RELOCATION RESPONSE to the Source MME, including the updated NH* and corresponding NCC as an S1AP container, to the Source MME.

· The Source MME sends HANDOVER COMMAND towards the Source eNB including the updated NH* and corresponding NCC as an S1AP container.

· The Source eNB sends Handover Command (RRC Connection Reconfiguration) towards the UE, including the NCC from the HANDOVER COMMAND from the MME if present, otherwise use the NCC that it has in its memory.
2.3 Identified problems in KeNB update procedure for S1 Handover in S3-080906
From the explanation above, from S1AP signalling perspective, the following problems are identified:

1. The NH* and NCC overwriting process in MME is performed without the exact knowledge of the NCC used by the Source eNB. 
This is due to the fact that the Security Context is transferred transparently in Source eNB to Target eNB Transparent Container.
2. The MME, if it decides to overwrite the NH* and NCC, send the parameters (NH* and NCC) towards the Source eNB in HANDOVER COMMAND as an S1AP Container, along with the Security Context in Handover Command for UE created by the Target eNB included in Target eNB to Source eNB Transparent Container IE.
The Source eNB is expected to add the new NCC into the RRC Handover Command towards the UE.

This can not be done because basically what the Source eNB does when sending the RRC Handover Command is sending what is inside the Target eNB to Source eNB Transparent Container IE from S1 HANDOVER COMMAND. I.e. the Source eNB does not re-process the Handover Command to insert NCC.
3. The Target eNB has to perform the PCI binding for the KeNB update, if the MME decides to overwrite the NH*s and NCCs. 

This Target eNB behaviour becomes necessary because it needs to calculate new KeNB* since the MME decides to use different NH*, instead of using the KeNB* received in Source eNB to Target eNB Transparent Container from the Source eNB.

This results in an additional behaviour for the Target eNB in case of S1 Handover, i.e. the Target eNB performs the PCI binding, while in X2 Handover, only the Source eNB performs it.

2.3 Alternative Solutions
The following are two possible solutions to overcome the abovementioned problem.
· Solution 1: Security Context for KeNB update procedure, which are calculated in and originated from the Source eNB, is made visible in S1AP. (see Figure 1)
· The KeNB*, NCC, and PCI, which are originated from the Source eNB, are conveyed in S1AP Container. ( Solving problem 1.
· If the MME decides to perform 1-hop security (overwrite the NH*sand NCCs), the MME is the one that calculates the new KeNB* (binding the PCI), and the MME sends it to the Target eNB together with the NH* and the corresponding NCCs. ( Solving problem 3
· The Target eNB includes the NCC to be used by the UE in the Target eNB to Source eNB Transparent Container IE which includes the RRC Container (RRC Handover Command) created by the Target eNB. ( Solving problem 2.
· Solution 2: Keep the SA3 mechanism by sending both security contexts in HANDOVER REQUEST, i.e both the Security Context in Source eNB to Target eNB Transparent Container IE, and the Security Context which calculated in the MME (NH*s and the corresponding NCCs), and the MME decides which context to be used (by making the NH* presence optional).  (see Figure 2)
However, solution 2 still needs the following slight changes: 

· The NCC conveyed in HANDOVER REQUIRED needs to be made visible in S1AP, so that the MME can explicitly identify the NCC (NH) used by the Source eNB to reduce the possibility of de-synchronisation of NH. ( Solving problem 1.
· The Target eNB includes the NCC to be used by the UE in the Target eNB to Source eNB Transparent Container IE which includes the RRC Container (RRC Handover Command) created by the Target eNB.
( Solving problem 2.
Note that solution 2 still necessitates PCI binding to be performed in the Target eNB if the MME decides to overwrite the NH*.
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Figure 1: Solution 1
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Figure 2: Solution 2

Note that the possible solutions described above relates with and will be influenced by the discussion in RAN2 [3] on transferring multiple PCIs and short MAC-Is to reduce the failure rate during re-establishment.
3. Conclusion

The S1AP signalling problems in the KeNB update procedure at S1 Handover were identified, and two possible solutions were presented.
It is proposed for RAN3 to discuss the problems and take a decision considering the discussion outcome in RAN2 on [3], in order not to complicate the issue.
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ANNEX figure1: KeNB update in X2 Handover
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ANNEX figure 2: KeNB update in S1 Handover
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