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1. Introduction
The decision on where to perform access control for a UE trying to access a CSG cell is still under discussion in RAN3. RAN3 is looking at the HNB or HNB-GW as possible entities that can perform access control. Meanwhile, CT1 has also discussed this issue and has made some agreements [1][2]. This paper compares the CT1 approach with the RAN3 approach and proposes a solution that addresses the concerns of both approaches. The proposed solution also simplifies and changes the ‘UE Registration’ procedure agreed by RAN3 recently through the email discussions. The text proposal for ‘UE Registration’ procedure is included in this contribution.
2. Discussion
In August, CT1 discussed access control of the UE accessing a CSG cell and agreed on the following principles [1][2]:
· MME performs access control for the UE accessing the network through an E-UTRAN CSG cell during attach, detach, service request and tracking area update procedures.

· The same principle is applied to the access control of UTRAN CSG cells. In this case, MSC/VLR and SGSN perform the access control.
CT1 also proposed that CSG subscription information should be permanently stored in a network element like HSS/HLR. 
Performing UE access control in the core network, as proposed by CT1, is a preferred solution because:
1. AS and NAS are clearly separated. It is expected that a UE would be provisioned at a CSG using a permanent identifier such as IMSI which is available only in the NAS to protect user identity confidentiality. Thus, performing access control in the core network which handles all NAS procedures, rather than in some RAN entity, is a clean approach. 
2. UE identity (IMSI) always remains within the core network and is not exposed to any RAN entity like H(e)NB. Thus, it’s more secure.
3. It applies to both HNB and HeNB architecture.

However, in order to perform access control in the CN for UMTS networks, the operators will have to upgrade their CN. Therefore, RAN3 has been looking at performing UE access control in either the HNB or HNB-GW. This means one of these entities will have to implement NAS functionality to perform functions such as sending Location Update Reject (LUREJ) message to unauthorized UEs, etc. It is clearly preferable that the HNB should be a pure RAN node and should not support any NAS functionality. Thus, if upgrade to the CN is not desired, HNB-GW should be responsible for performing UE access control and should implement any required NAS functionality or NAS sniffing.
Proposal 1: Access control for a UE trying to access a CSG cell shall be performed in either HNB-GW or Core Network. 

In order to perform access control and UE registration, the HNB-GW will need UE IMSI. Now, there are two ways to get it. HNB-GW can either query the UE or query the CN. RAN3 recently agreed on ‘UE Registration’ procedure [3] that allows querying UE IMSI from the UE over the air in clear text by HNB through the ‘UE Identification’ procedure. This violates the principle of protecting the user’s confidentiality and privacy. Moreover, HNB is a RAN node and should not perform any NAS related procedures. 
Therefore, it is clearly preferable that the HNB-GW should query UE IMSI from the CN. To do it, a HNB-GW can act like a MSC/VLR and query the MSC/VLR of the UE over the ‘D’ interface to get UE IMSI. The procedures for this are already defined in MAP. Moreover, MAP functionality at the HNB-GW can also be used to perform the HNB registration procedure, thereby avoiding need for an additional interface.
Proposal 2: When HNB-GW performs access control, it shall use MAP procedures to obtain UE IMSI from the relevant MSC/VLR in the core network. 

HNB-GW can perform ‘UE Registration’ for a new UE (or new UE IMSI) after the access control for that UE is successful. Therefore, it doesn’t need a trigger from HNB to register UE and create its context. Thus, ‘UE Registration’ specific messages over Iuh interface agreed in RAN3 are not required. Also the ‘UE Registration’ specific messages require the HNB to snip the NAS messages from the UE, which is not preferable.
Proposal 3: Messages defined between HNB and HNB-GW to perform ‘UE Registration’ procedure should be removed.

Finally, there is value in having an option of enabling/disabling UE access control functionality in the HNB-GW. This will allow operators to have a choice between (a) upgrading their CN now to support UE access control functionality in the CN or (b) upgrading their CN later with UE access control functionality currently enabled in the HNB-GW which can be disabled later. Moreover, making this functionality configurable/optional enables a less complex implementation of the HNB-GW that does not have UE access control/NAS functionality.

Proposal 4: UE access control functionality in HNB-GW shall be optional and configurable.

The details on UE Registration and access control procedure based on the above proposed principles are included in the text proposal section (section 4) of this paper. An example call flow based on CT1 approach is also provided in Appendix A for reference.

3. Conclusion
In this contribution, we presented the current agreements in CT1 and RAN3  on UE access control. We proposed a solution that attempts to harmonize both approaches and also simplifies the UE Registration procedure.
4. Text Proposal

It is proposed to agree the following changes to 3GPP TS 25.cde V0.0.0
* * * First Change * * * *

5
UTRAN functions for 3G HNB access

5.1
UE Registration

Figure 1 illustrates the UE Registration and access control procedure for a UE trying to access the network through a restricted 3G HNB.  This procedure is triggered when a UE attempts to access 3G HNB for the first time via an initial NAS message such as Location Update Request (LUREQ). Stepwise description of the procedure is as follows:
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Figure 1: Proposed Procedure for UE Access Control in HNB-GW

1. Upon camping on the HNB, the UE initiates a LU procedure by establishing an RRC connection with the HNB (it is assumed that the 3G HNB has a location area that is distinct from its neighboring HNB and macro cells to trigger an initial message upon camping on the 3G HNB).

2. The UE then transmits a RRC Initial Direct Transfer message carrying the initial NAS message (e.g. Location Updating Request message) with some form of identity (IMSI/TMSI).
3. The HNB sends RUA CONNECT message to HNB-GW which contains RANAP Initial UE message with the initial NAS message inside it. 

4. If the identity of the UE (provided in initial NAS message) is unknown at the HNB-GW (e.g. first access attempt by this specific UE using the TMSI), HNB-GW queries the relevant (source) MSC/VLR to get UE IMSI. HNB-GW uses ‘Send Identification’ and ‘Send Identification Ack’ messages already defined in MAP for this purpose. 
Note: Source and target MSC/VLR shown in Figure 1 can be the same MSC/VLR. They will be different only when MSC/VLR (target) contacted by the HNB-GW is not the same as the MSC/VLR (source) that was previously serving the UE.

5. If HNB-GW doesn’t have the subscriber information including the UE’s white list, then (a) the HNB-GW queries HLR to get this information. HNB-GW will use a new message ‘Get Subscriber Data’ containing UE IMSI to request this information from HLR. (b) HLR will respond by sending another new message ‘Get Subscriber Data Ack’ message which will include UE subscriber data including the UE white list. 

Editors Note: HLR may have to be upgraded to include UE whitelist as part of the subscriber information for each UE.
6. At this point, HNB-GW is aware of UE identity (IMSI) and has the UE’s white list. It now performs access control for the UE based on its white list and the CSG (or restricted) HNB it is trying to access. The information of CSG cell that UE is trying to access can be provided by HNB in RANAP Initial UE Message. 

Steps 7 to 9 are performed only if access control performed at HNB-GW in Step 6 is successful

7. HNB-GW performs UE registration and creates UE context for the new UE. This context contains the UE’s IMSI, its current TMSI, subscriber data (including UE white list), HNB location, etc. This context is used by HNB-GW to maintain the TMSI to IMSI mapping and minimize its queries for the same to MSC/VLR. 

8. After success of access control, HNB-GW sets up SCCP connection towards CN (target MSC/VLR) and forwards the RANAP Initial UE message containing initial NAS message (eg, LUREQ) from the UE to the CN. HNB-GW can take out the information about ‘CSG cell that UE is trying to access’ from RANAP Initial UE Message if the CN is not upgraded. 

9. Target MSC/VLR, on receiving LUREQ, sends Location Update Accept (LUACC) message to the UE via HNB-GW in RANAP Direct Transfer message over SCCP connection.  

10. If the UE access control performed by HNB-GW in Step 6 was successful, HNB-GW forwards the RANAP message containing LUACC received from the target MSC/VLR to HNB using RUA Direct Transfer message. However, if the UE access control performed by HNB-GW was unsuccessful, HNB-GW acts like MSC/VLR and sends the Location Update Reject (LUREJ) message to the UE. It can send LUREJ with an error code # 15 if it’s a legacy UE or with a new different error code if it’s a Release 8 UE. New error code helps release 8 UEs to clearly understand the reason for rejection and hence, allow them to take an appropriate action. HNB-GW sends LUREJ encapsulated in RANAP Direct Transfer message to HNB over RUA using RUA Direct Transfer message.

11. HNB sends LUACC/LUREJ received from HNB-GW to UE over the air in RRC Direct Transfer message.
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6. Appendix A: An example of call flow with CSG access control at core network
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Figure 2: UE Access Control in Core Network
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