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1 Introduction 
The HNB study, TR 25.820 [1], described some of the key functions performed by the HNB via the HNBAP protocol including HNB registration and HNB-GW discovery functions. The necessity and advantages of performing the HNB-GW discovery functions via the HNBAP protocol are described in R3-081954 [2]. This paper provides an overview of the HNB startup sequence involving interaction between discovery and registration as well as the TR-069 [3] based HNB management system i.e. the auto configuration server (ACS).
2 Discussion

2.1 HNB Startup Sequence
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Figure 1: HNB Startup Flow

The above figure depicts the HNB startup flow and includes the following steps

1. The HNB is powered up either for the very first time or due to subsequent resets/power cycles.
2. It is assumed that the HNB has stored information about its auto configuration server (ACS) and performs the HNB initialization step with the associated ACS details of which are described in section 2.2. Note 1: The HNB initialization using TR-069 based mechanisms is considered out of scope for RAN3 but is included here to provide a complete view of the HNB startup sequence.

3. The HNB performs a check for availability of the Serving HNB-GW information. If this is the very first power up of the HNB, then there is no stored information about the Serving HNB-GW and hence the HNB will perform a HNB-GW discovery function (steps 3.1 and 3.2). If the Serving HNB-GW information is available, then the HNB performs a HNB registration function to the Serving HNB-GW (step 4).
3.1. The HNB performs a check for the availability of the Provisioning HNB-GW information in order to perform the discovery function. If the Provisioning HNB-GW information is available then the HNB performs the discovery function. Absence of Provisioning HNB-GW triggers the appropriate error handling (step 5) functions in the HNB. Note: The Provisioning HNB-GW information can either via obtained from the ACS in step 2 or the HNB may be pre-configured with that information at manufacturing time.
3.2. The HNB performs the discovery function to the Provisioning HNB-GW and obtains information about the Serving HNB-GW
4. The HNB performs the registration function to the Serving HNB-GW. The HNB also retrieves core network (CN) integration parameters (example, location area, network mode of operation, etc) from the Serving HNB-GW.
5. The HNB invokes the error handling functions based on the specific condition and state of the HNB at the time of the error. Example: If neither the Serving HNB-GW nor the Provisioning HNB-GW information is available then the HNB raises a critical alarm to the ACS and awaits further action from the ACS.

2.2 HNB Initialization
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Figure 2: HNB Initialization using TR-069 based mechanisms
Figure 2 illustrates the HNB initialization procedure where the HNB contacts the auto configuration server (ACS) upon power up. The HNB initialization procedure includes the following sequence of events.

1. The HNB establishes a secure tunnel to the SeGW using stored information about the SeGW. It is assumed that the HNB has stored information about the SeGW which is the initial point of contact upon power up.
2. The HNB then establishes a TR-069 based transport connection to the ACS. The ACS information can either be retrieved during the secure tunnel establishment or the ACS information can be provided to the HNB during the manufacturing process.

3. The HNB retrieves an initial configuration (using TR-069 based procedures) from the ACS. This initial configuration may include information such as the PLMN of the operator and the macro RF environment.

4. The HNB then performs an initial scan of its neighbouring environment using the PLMN and macro RF information obtained from the ACS.

5. The HNB reports the scanned results back to the ACS. The scanned results include information on macro cells belonging to the specific PLMN operator. 

6. The ACS makes a determination of the HNB location (utilizing a combination of macro scanned results, etc) and provides the HNB with locale specific operating RF parameters (e.g. UARFCN, primary scrambling code ranges, etc). The ACS provides information about the provisioning HNB-GW to enable discovery of the serving HNB-GW.

7. The HNB utilizes the locale specific RF parameters from the ACS and performs another scan for other neighbouring HNBs. Based on detection of other HNBs and their operating RF parameters, the HNB selects its operating RF parameters for the specific locale.

8. The HNB reports the selected RF parameters back to the ACS.

9. If the HNB has stored information about the Serving HNB-GW (subsequent power-up), then the HNB performs the registration as described in section 2.4 else if Provisioning HNB-GW information is available, the HNB performs the discovery as described in section 2.3

Note: For subsequent power-ups (i.e. not the very first power up), the HNB may not need to contact the ACS for selecting the RF parameters since an HNB implementation can store and utilize the initial information from ACS thus avoiding connection to ACS upon every power-up.
2.3 HNB Discovery
The discovery procedure services the following purposes:

1. Provides an automated way for the HNB to determine the most appropriate serving HNB-GW in the HPLMN of the HNB, taking into account parameters such as the HNB identity and location. 

2. It provides an inter-operable mechanism for HNB from multiple vendors to find the appropriate HNB-GW which can serve the specific HNB.  The logic reflecting operator policy for assigning HNB to the appropriate HNB-GW is implemented in one place and is the same for every HNB product / vendor.

3. All HNBs, from every HNB vendor, are provisioned with exactly the same initial information:  the address (e.g. FQDN) of the network-wide Provisioning HNB-GW. 
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Figure 3: HNB-GW Discovery
Figure 3 illustrates the HNB-GW discovery procedure where the HNB contacts the Provisioning HNB-GW. The Provisioning HNB-GW information may be obtained via either during the HNB initialization step via the ACS or it could be stored during the HNB manufacturing process. The discovery procedure includes the following steps:
1. HNB initialization is performed to obtain device specific configuration as described in earlier section.

2. The HNB establishes a secure tunnel to the SeGW of the Provisioning HNB-GW. Note: The SeGW of the Provisioning HNB-GW can be the same as that used to access the ACS, in which case, the secure tunnel used of HNB initialization can be reused.

3. (a-b) If the Provisioning HNB-GW information is a FQDN, then the HNB resolves the FQDN to an IP address via appropriate DNS query and response inside the secure tunnel.

4. The HNB sets up a reliable transport session (SCTP connection) to a well-defined port on the HNB-GW. 
5. The HNB then queries the HNB-GW for the address of the serving HNB-GW, using the HNBAP DISCOVERY REQUEST message. The message contains:

a. HNB Location Information: The HNB provides location information via use of one or more of the following mechanisms:

i. detected macro coverage information (e.g. GERAN or UTRAN cell information) 

ii. geographical co-ordinates (e.g. via use of GPS, etc)

iii. Internet connectivity information (e.g. IP address or DSL Line Identifier). 

Note: It is possible that none of the above information is available, and hence the discovery mechanism should support HNB assignment to a default HNB-GW for such use cases with the understanding that service via such default assignment may be non-optimal. Alternately, it should be possible to deny discovery of serving HNB-GW until valid location information is provided.

b. HNB Identity: Per SA1 requirement, the HNB has a unique identity.  The specific identity is FFS but for example, it may be the IMSI if a (U)SIM is associated with the HNB.
6. The HNB-GW returns the HNBAP DISCOVERY ACCEPT message, using the information provided by the HNB to determine the address of the most appropriate serving HNB-GW along with its associated Serving SeGw information.

7. The HNB stores the serving HNB-GW address for future access (i.e., versus performing HNB-GW discovery each time the 3G HNB is power-cycled).

8. The HNB performs registration to the Serving HNB-GW returned in the HNBAP DISCOVERY ACCEPT message. 
2.4 HNB Registration

The HNB registration procedure serves the following purposes:

1. It informs the HNB-GW that a HNB is now connected and is available at a particular IP address. 

2. It provides the HNB with the network operating parameters associated with the HNB service at the current location which must be coordinated between the HNB and HNB-GW. Information that need not be locally coordinated can be obtained through the HNB Management System prior to HNB-GW Discovery.  

3. It allows the HNB-GW to perform network based access control (e.g., HNB restriction and location verification).
4. It provides a mechanism to redirect the HNB to a different serving HNB-GW (e.g. based on incoming location, current load on the HNB-GW, availability/load status of the Iu-CS/Iu-PS interface, etc)
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Figure 4: HNB Registration
Figure 4 illustrates the HNB registration procedure where the HNB contacts the Serving HNB-GW. The Serving HNB-GW information is obtained using HNBAP discovery procedure. The registration procedure includes the following steps:

1. (a-b) HNB initialization may be performed to obtain device specific configuration as described in earlier section. Similarly, HNB-GW discovery via HNBAP may be performed to obtain Serving HNB-GW information.
2. (a-b) If the SeGW to the Serving HNB-GW is a FQDN, then the HNB resolves the FQDN to an IP address via appropriate DNS query and response.

3. The HNB establishes a secure tunnel to the SeGW of the Serving HNB-GW. Note: This step may be omitted if a secure tunnel is being reused from an earlier discovery or registration procedure.
4. (a-b) If the Serving HNB-GW information is a FQDN, then the HNB resolves the FQDN to an IP address via appropriate DNS query and response inside the secure tunnel. 
5. The HNB sets up a SCTP transport session to a well-defined port on the serving HNB-GW. 

6. The HNB then attempts to register with the serving HNB-GW using a HNBAP REGISTRATION REQUEST message. The message contains:

a. HNB Location Information: The HNB provides location information via use of one of the following mechanisms:

i. detected macro coverage information (e.g. GERAN or UTRAN cell information) 

ii. geographical co-ordinates (e.g. via use of GPS, etc)

iii. Internet connectivity information (e.g. IP address or DSL Line Identifier).

Note: It is possible that none of the above information is available at the HNB, and hence the registration mechanism should support either a registration with default network operating parameters or a registration rejection to prevent HNB operation in unknown locations. The determination for specific logic is based on configured operator policy of the HNB-GW.

b. HNB Identity: Per SA1 requirement, the HNB has a unique identity.  The specific identity is FFS but for example, it may be the IMSI if a (U)SIM is associated with the HNB. 

7a. The HNB-GW may use the information from the HNBAP REGISTER REQUEST message to perform access control of the HNB (e.g. whether a particular HNB is allowed to operate in a given location, etc). If the HNB-GW accepts the registration attempt it shall respond with a HNBAP REGISTER ACCEPT message and include the necessary system information for the HNB functionality which needs to be coordinated with the HNB-GW. The system information returned in the HNBAP REGISTER ACCEPT primarily includes the attributes which are related to the core network (CN) integration via the specific HNB-GW. Below is a complete list of these CN integration attributes returned in the HNBAP REGISTER ACCEPT message:
a. PLMN Type (GSM-MAP or ANSI-41)
b. PLMN Id (i.e. MCC+MNC) 
c. RNC Id: The 12 bit or the 16 bit RNC-Id configured for the specific Serving HNB-GW.
d. LAC Pool: A list of location areas is provided to the HNB. The selection of the specific location area code to be broadcast over the air interface of that particular HNB is determined in the HNB based on other neighboring cells.
e. T3212 (periodic LU timer)

f. ATT (attach detach allowed)

g. NMO (Network Mode of Operation)

h. RAC (Routing Area Code): The HNB-GW may utilize information contained in the HNBAP REGISTER REQUEST message (such as location), to determine a single routing area code which is provided to the HNB in the HNBAP REGISTER ACCEPT message.
i. SAC (Service Area Code): The HNB-GW may utilize information contained in the HNBAP REGISTER REQUEST message (such as location), to determine a single service area code which is provided to the HNB in the HNBAP REGISTER ACCEPT message. The SAC is utilized by the HNB for use in the appropriate RANAP message for UE specific signalling. 
7b. Alternatively, the HNB-GW may reject the registration request (e.g. due to network congestion, blacklisted HNB, unauthorized HNB location, etc). In this case, the HNB-GW shall respond with a HNBAP REGISTER REJECT indicating the reject cause.

7c. Alternatively, if the HNB-GW wishes to redirect the HNB to (another) serving HNB-GW (e.g. due to network congestion or insufficient resources at the HNB-GW), it shall respond with a HNBAP REGISTER REDIRECT message providing information about the target HNB-GW and associated SeGW. The HNB would then initiate a HNBAP REGISTER REQUEST procedure towards the redirected target HNB_GW
3 Proposal

This contribution provides an overview of the HNB startup flow and included the interaction between TR-069 based configuration, HNBAP Discovery and HNBAP Registration. Additionally, it also provides the list of CN integration parameters which are managed by the Serving HNB-GW and provided to the HNB during registration.
This contribution makes clear that a normal HNB startup sequence will involve both Initialization between the HNB and the ACS as well as Discovery and Registration between the HNB and HNB-GW.  These steps serve different purposes and each step is complementary to the others. 
 It is proposed to capture section 2 of this contribution in TR R3.020 [4] and in the new stage 2 specifications for HNB application [5]. 
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