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1 Introduction 

Usage of HeNB Gateway has been discussed in previous RAN3 meetings and the need for transparent HeNB Gateway was raised in ‎[3]. The transparency has been defined as usage of functionally identical S1 interface on both sides of the HeNB Gateway. 

The functionality provided by HeNB Gateway for S1 user plane depends on the functional/characteristics capabilities of the SGw pools and SGw pool members. We hereby describe the functionality required for S1 user plane transport in case the HeNB Gateway provides aggregation of S1 user plane traffic towards SGw pool(s) and argue that the S1AP could be kept identical on both sides of the HeNB Gateway.
2 Problem description and proposed solution
2.1 Direct GTP-U tunnels
The GTP TEID-s are allocated by SGw and eNB in case of standard S1 relationship. Additionally to traffic aggregation and SEG functions, the only need to use HeNB Gateway for user plane is to control the intensity of GTP path management messages if needed as it has pointed out in ‎[6]. The primary concern could be the GTP Echo Requests the HeNB-s could generate towards SGw that may swamp the SGw. Also malicious GTP Echo Replies (generated by HeNB-s without receiving GTP Echo Requests first). The intensity of path management messages depends on the number of connected HeNB-s and trustworthiness of HeNB-s

In case of direct GTP-U tunnels, the control over intensity of GTP path management messages could be achieved by 

a) forbidding the HeNB to initiate any GTP path management procedures while the SGw may initiate path management procedures in load controlled way; and 
b) providing GTP PDU inspection/filtering in HeNB Gateway
, see Figure 1.
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Figure 1 Direct GTP-U tunnels with optional GTP PDU inspection/filtering in HeNB Gateway
2.2 Pre-allocation of eNB-TEID range per HeNB

The HeNB Gateway allocates at S1 Setup Response a range of TEID-s the HeNB is allowed to use. Further, the HeNB Gateway does not allocate any TEID for DL communication per SAE bearer but re-uses the respective TEID allocated by HeNB within pre-defined range, i.e. gs1 = e1 considering Ue1 on Figure 2.

Considering 32-bit TEID and e.g. max 32 simultaneous users per HeNB each with up to 256 SAE bearers, it provides HeNB Gw possibility to control 2^19~=0.5million HeNB-s if the 13 least significant bits in the TEID are allocated by HeNB and 19 MSB-s by HeNB Gw. Hence all the TEID-s allocated by HeNB-s under particular HeNB Gateway are unique.

In principle it is sufficient for HeNB Gateway to perform the routing of DL GTP PDU-s based on 19 MSB-s of TEID that is allocated by HeNB (TEID == e1 in example above) within the previously defined allocated range by HeNB Gateway. Hence the routing table for DL GTP PDU-s can be defined at the time S1-C is setup between HeNB and HeNB Gateway, i.e. semi-static routing table configuration. 

The HeNB Gw does not have, however, control over TEID allocation in SGw-s. Therefore the HeNB Gateway has to 

a) allocate TEID per SAE Bearer that the HeNB shall use for UL GTP PDU-s, e.g. ge1 on Figure 2;

b) create conversion table for TEID allocated by HeNB Gateway and TEID allocated by SGw, e.g. ge1 ( s1 on Figure 2;

c) configure the routing of UL GTP PDU-s.

The main gain with this proposal is that the HeNB Gw terminates the GTP paths and hence controls the intensity of GTP path management messages towards the SGw-s. 

The main drawbacks of this principle are: 

a) new interface (or at least HeNB specific S1AP functions) between HeNB and HeNB Gateway, i.e. the HeNB Gateway is not transparent;

b) loss of control for node internal user plane addressing in HeNB;

c) capacity motivated replacement of HeNB (in terms of number of served subscribers/SAE bearers per subscireber) needs to be coordinated with HeNB Gateway;

d) the HeNB intended to be connected to network via HeNB Gateway can not be connected directly to MME.
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Figure 2 TEID allocation with GTP TEID translation in HeNB Gateway
2.3 eNB-TEID allocation by HeNB Gateway per SAE Bearer
Another way to shift control of TEID-s from HeNB to HeNB Gateway is to provide GTP TEID that HeNB shall use of the termination of SAE Bearer in any S1AP message that requests establishment of GTP-U tunnel for SAE Bearer as proposed in ‎[7]. Then the HeNB Gateway can use this TEID to forward GTP PDU-s to HeNB for particular SAE Bearer. 
Otherwise the properties, benefits and drawbacks are the same as for the pre-allocation of range TEID-s. 

2.4 TEID allocation in end-nodes

According to general GTP principles, each node allocates its own identifiers. Therefore HeNB Gateway:

a) allocates TEID per SAE bearer that the SGw can use for DL GTP PDU-s, e.g. gs1 in case of example on Figure 2;

b) allocates TEID per SAE bearer that the HeNB can use for UL GTP PDU-s, e.g. ge1 in case of example on Figure 2;

c) create conversion table for TEID allocated by HeNB Gw and TEID allocated by SGw, e.g. ge1 ( s1 in case of example on Figure 2;

d) create conversion table for TEID allocated by HeNB Gw and TEID allocated by eNB, e.g. gs1 ( e1 in case of example on Figure 2;

e) configure the routing of UL and DL messages.

The main gains with this proposal are

a) the HeNB believes that it is talking to MME and MME believes that it is talking to eNB, i.e. transparent Gw;

b) no change of S1AP;

c) HeNB Gw may be designed without HeNB capacity dependence;

d) the HeNB intended to be connected to network via HeNB Gw can be connected directly to MME.

The main drawbacks of this principle are: 

a) increase of dynamic/per SAE bearer stored information in comparison to the previous alternative;

b) TEID-s have to be converted by the HeNB Gw;

c) inferior solution compared to solution on Figure 1.
3 Conclusion

Based on the discussion in chapter ‎2, there are no benefits of shifting part of control over TEID allocation to the HeNB Gateway. Further, the analysis clearly indicates that the least complex solution is provided by direct GTP-U tunnels between HeNB and SGw even if complemented with GTP PDU inspection/filtering functionality to handle possible GTP denial of service attacks. 
4 Proposal

We propose to include the following HeNB deployment scenarios regarding user plane transport in ‎[2]:

x.y Direct GTP-U tunnels

Direct GTP-U tunnels between HeNB and SGw where the HeNB Gateway may be deployed to control the intensity of GTP path management messages and the HeNB is not allowed to initiate any GTP path management procedures.
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Figure 3 Direct GTP-U tunnels with optional GTP PDU inspection/filtering in HeNB Gateway
x.z TEID allocation in end-nodes

According to general GTP principles, each node allocates its own identifiers. 

SGw allocates TEID per SAE bearer that the HeNB Gateway can use for UL GTP PDU-s, e.g. s1 in case of example on Figure 4.

HeNB Gateway:

a) allocates TEID per SAE bearer that the SGw can use for DL GTP PDU-s, e.g. gs1 in case of example on Figure 4;

b) allocates TEID per SAE bearer that the HeNB can use for UL GTP PDU-s, e.g. ge1 in case of example on Figure 4;

c) create conversion table for TEID allocated by HeNB Gw and TEID allocated by SGw, e.g. ge1 ( s1 in case of example on Figure 4;

d) create conversion table for TEID allocated by HeNB Gw and TEID allocated by eNB, e.g. gs1 ( e1 in case of example on Figure 4;

e) configure the routing of UL and DL messages.

HeNB allocates TEID per SAE bearer that the HeNB Gateway can use for DL GTP PDU-s, e.g. e1 in case of example on Figure 4.
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Figure 4 TEID allocation with GTP TEID translation in HeNB Gateway
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