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1. Introduction

At RAN3 #59bis, RAN3 discussed the initial Plug-N-play procedure for 3G HNB including authentication/registration procedure and discovery procedure. 

This contribution proposes the different step-by-step procedure for supporting 3G HNB plug-N-play with the preparation state and the operation state. 

· Preparation state: In this state, 3G HNB cannot provide a service to UE. This state is for discovering the serving HNB GW/HMS (Home Management System), for downloading necessary configuration information and for making a SCTP connection between 3G HNB and HNB GW. 

· Operation state: This state includes all procedures to provide a service to UE by 3G HNB/HNB GW. Therefore this state can reuse the legacy UTRAN procedures and should upgrade some procedures or add a few new procedures to be enable to provide a scalable and flexible, efficient service via 3G HNB.

Before 3G HNB enters the operation state for supporting the UE, 3G HNB should perform the serial plug-N-play procedures as below:

1) xDSL connection setup: Local IP address allocation via xDSL operator. 

2) Security Function: For secure communication, the 3G HNB and the security GWs which are involved in the preparation state shall establish the secure tunnel. 

3) Discovery Function: Before 3G HNB turns the operation mode, all discovery procedure for finding proper network entities at each step are included in this state. The discovery function ends after the SCTP connection between 3G HNB and the serving HNB GW is established. 

4) Configuration Function: When 3G HNB access the serving Home Management System (HMS), 3G HNB should get software download, configuration information, operator policy and so on. And it is assumed that the connection between 3G HNB and the serving HMS is temporary. 

After completing all preparation procedures including the above 4 functions, 3G HNB moves to the operation state for providing a service to UE. This operation state is out of scope of this contribution.

2. Discussion
This contribution is to suggest the detailed preparation state of 3G HNB. The preparation state includes the above described functions. This figure is a reference architecture. 
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At the 3G HNB preparation state, security GW (SeGW), Home Management System (HMS) and HNB GW are involved together with 3G HNB. 
The Security GWs related with the preparation state are: 
· Provisioning security GW 
· Security GW for HMS

· Security GW of HNB GW

The O&M systems related with the preparation state are: 

· Provisioning Configuration Server 

· Home Management System 
The HNB GWs related with the preparation state are: 

· Default HNB GW 
· Serving HNB GW
It is described how these entities can be involved and can be worked at the preparation state below.
And it is assumed that 3G HNB has a pre-configured FQDNs as the address of the provisioning SeGWand the provisioning configuration server. 
Security Function

3G HNB firstly should be authenticated by the operator network and makes a secure tunnel with the provisioning SeGW to access the operator network as the secure way. This provisioning SeGW is located at the edge of the operator network and acts as the front keeper to protect the operator network. It is anticipated a few of the provisioning SeGW exist in the operator network.After obtaining the address information on the discovery for the HMS and the default HNB GW, the 3G HNB tears down this secure tunnel.3G HNB secondly should be authenticated by the SeGW of HMS (Home Management System). The address of SeGW of HMS is provided by the Provisioning Configuration Server with the address of HMS. 3G HNB again gets an authentication from the SeGW of HMS and then communicates with HMS over the secure tunnel. When configuration procedure is over, the secure tunnel is teared down and then if some management procedures are needed to be triggered, 3G HNB repeats the authentication and secure tunnel setup.
3G HNB thirdly should be authenticated by the SeGW in HNB GW. The address of SeGW within HNB GW is given by the Provisioning Configuration Server with the address of HNB GW. 3G HNB performs the authentication procedure and secure tunnel setup procedure with SeGW within HNB GW. In case the default HNB GW redirects 3G HNB to another HNB GW, the security function including authentication procedure and secure tunnel setup procedure will be repeated. 
Detailed architecture/procedure for security function shall be treated by 3GPP SA WG3.
Discovery Function
When 3G HNB is plugged in the xDSL modem, 3G HNB gets an IP address from a xDSL operator’s DHCP server as the local IP (i.e. transport IP). 3G HNB will perform the DNS query with the pre-configured provisioning SeGW FQDN address (e.g. sgw.sktelecom.com).

By performing the discovery function, 3G HNB obtains the address information as below from the Provisioning Configuration Server;

1. FQDN or IP of SeGW for HMS

2. FQDN or IP of HMS


3. FQDN or IP of SeGW for default HNB GW


4. FQDN or IP of HNB GW

Configuration Function
3G HNB doesn’t have enough configuration information to be activated as a radio transmitter and as a RNC towards CN side. During the preparation state, 3G HNB should request configuration information to HMS such as HNB software, radio related parameters, transport related parameters for making a connection towards CN side, initial neighbour cell list, some management/optimization related threshold, operator policy, service related information and so forth. When 3G HNB requests configuration information, it should send its location information, the initial measured information if available, HNB identity if available and any other HNB information (e.g. HNB type) which are stored in HNB internally to get an more accurate configuration information from HMS. However, this procedure is not directly related to RAN3 working scope and it shall be treated by 3GPP SA WG5. 
Registration Function

When 3G HNB finished the discovery function, 3G HNB makes a SCTP connection towards the default HNB GW for signalling transport. After the establishment of RNL, 3G HNB sends a registration request to the default HNB GW. When the default HNB GW receives the registration request from 3G HNB, default HNB GW checks whether it has enough resource to support 3G HNB and whether it is a valid HNB GW to provide a service to 3G HNB. If the default HNB GW wants to redirect 3G HNB to another HNB GW, it triggers the redirection procedure by returning the failure message including the information of another default HNB GW candidate(s). 
In case the default HNB GW decides to serve the 3G HNB, it takes a role of the serving HNB GW logically. The serving HNB GW is used to provide a basic CS/PS service and an enhanced service such as Broadcast Service, LCS and so on, if needed. 
3. Text Proposal for R3.020
4.1.2.1
Functionality

· Is the 3G HNB only a NodeB or will it include (full or partial) RNC functionalities? Is 3G HNB a full fledged NodeB ? or NodeB+RNC as we know it from the today’s specifications, or do we expect limited/additional functionality? If so, what functionality is added/excluded?

· Or, will the 3G HNB contain new functionality that is not included in today’s specifications?

4.1.2.1.1

Preparation State
When 3G HNB is installed in the IP network, 3G HNB shall be self-configured automatically (i.e. Plug-N-Play). For activation of 3G HNB as the radio transmitter towards UE and the RNC towards xGSN, 3G HNB performs the xDSL setup function, security function, discovery function, configuration functions and registration function.
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Discovery Function + Security Function 

It assumes that 3G HNB has pre-configured address of the provisioning security GW(SeGW) and the provisioning configuration server (e.g. FQDN or IP address). During the preparation state, 3G HNB should find a proper security GWs, Home Management System and the default HNB GW by Discovery Function.
1. When 3G HNB is connected in the network via xDSL, 3G HNB performs DNS query to find the operator’s provisioning Security GW(SeGW). In case 3G HNB has an IP address of the provisioning security GW, DNS query procedure (i.e. step 1 and step 2) is not necessary.
2. DNS server, which is located in the public IP network, returns the IP address of the provisioning security GW. This provisioning security GW is an entity to protect an operator network from unauthorized access. 
3. 3G HNB establish a secure tunnel with the provisioning security GW. During this security procedure, the mutual authentication between 3G HNB in the un-secure domain and the provisioning SeGW in the operator domain shall be achieved and security credentials for confidentiality and integration protection should be exchanged.
4. 3G HNB performs DNS query to find a provisioning Configuration Server with DNS server which is located within the operator network. In case 3G HNB has an IP address of the provisioning Configuration Server, DNS query procedure (i.e. step4 and step 5) can be skipped. 
5. DNS server, which is located in the operator’s private network, returns the IP address of the provisioning Configuration Server. This configuration server is an entity to retrieve addresses of security GW for Home Management System (HMS), Home Management System, security GW in the default HNB GW and the default HNB GW.

6. 3G HNB sends a Discovery Request to retrieve address information of Home Management System / security GW and the default HNB GW / security GW. And 3G HNB should upload its location information, its identity, HNB type and so on to the provisioning Configuration Server. It is FFS how 3G HNB can get its location information. 
7. Provisioning Configuration Server returns address information of Home Management System(HMS)/Security GW of HMS and the default HNB GW/Security GW in HNB GW based on the received HNB related information in step 6. 
8. When 3G HNB receives HMS information/the default HNB GW information, 3G HNB release the current secure tunnel with the provisioning security GW to make a secure tunnel with HMS. 
Configuration Function + Security Function 

It assumes that 3G HNB doesn’t have enough configuration information to be activated as the radio transmitter and RNC towards CN side. During the preparation state, 3G HNB should get necessary configuration information by Configuration Function. 
9. 3G HNB establishes a secure tunnel with HMS. During this security procedure, the mutual authentication, security credential information retrieval for integrity/confidentiality should be performed between 3G HNB and the security GW of HMS. 
10. 3G HNB requests configuration information is necessary for activation of 3G HNB with its location information, its own capacity information, initially measured information, and so on. 
11. Configuration Server returns some software information, radio/transport configuration information, initial neighbour cell list, service related information, operator policy and so on.

12. When 3G HNB gets all necessary configuration information, the secure tunnel between 3G HNB and Security GW towards HMS is released. In case 3G HNB needs a communication with HMS periodically or when it is needed, the secure tunnel towards HMS will be triggered by 3G HNB. 
Registration Function + Security Function
It assumes that HNB GW can perform the access control of 3G HNB based on its current status such as load, 3G HNB related information and so on. The default HNB GW which was initially allocated by Configuration Server can redirect 3G HNB to another HNB GW. In case the default HNB GW doesn’t need to trigger redirection, the current default HNB GW becomes the serving HNB GW. These all procedures are done by Registration Function. 
13. 3G HNB establishes a secure tunnel with the security GW within the default HNB GW. During this security procedure, the mutual authentication, security credential information retrieval for integrity/confidentiality should be done between 3G HNB and the security GW within the default HNB GW. 

14. 3G HNB setup a SCTP connection to be able to exchange signalling between 3G HNB and HNB GW. 
15. 3G HNB sends a registration request to the default HNB GW with 3G HNB information such as identity. The default HNB GW perform the access control on 3G HNB to check whether 3G HNB can be served by itself based on its current capability, load status, 3G HNB information and so on. 
16. In case the default 3G HNB can accept the 3G HNB’s registration request, the default HNB GW returns registration response with the HNB GW related configuration information. At this moment, the default HNB GW stores 3G HNB information and becomes the serving HNB GW of 3G HNB.
17. In case the default HNB GW cannot accept the 3G HNB’s registration request, it returns registration response message with cause value and the information of another default HNB GW candidate(s) to be redirected 3G HNB to another default HNB GW. 
When the serving HNB GW is assigned to 3G HNB, the preparation state with the completion of the registration function is finished. And 3G HNB can be activated with the activation of 3G HNB’s radio transmitter. 
4.1.2.1.2

Operation State
FFS
4. Conclusion
Samsung proposes that the described preparation procedure of 3G HNB should be standardized and RAN3 approves the text proposal to be included in R3.020 and captures the text proposal in TR25.810
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