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1. Introduction

Access control (i.e. only certain pre-authorized users are allowed to access particular 3G HNB) is one of the key functional requirements for the deployments of 3G HNB. The requirements from SA1 [1] state that “Mechanisms shall be specified for a HNB to control access (i.e. accept and reject connection requests) of pre-Release 8 UEs”. This contribution attempts to study the fundamental questions on when, and how to perform access control in the 3G HNB Access Network. 
2. Discussion
With Release 8, CSG-enabled UEs, the UE will only attempt to select CSG cells which are listed in the UE’s CSG cell whitelist.  The UE will not use CSG cells for either idle mode cell reselection or active mode relocation into the CSG cell.  Since pre-Release 8 UEs are also expected to be supported by the HNB Access Network, the HNB Access Network should mirror the same end-user experience for pre-Release 8 UEs as for CSG-enabled UEs. 

For pre-Release 8 UEs, it is not possible for the UE to autonomously recognize CSG cells and avoid using them.  Pre-Release 8 UEs performs legacy cell reselection and relocation procedures whenever it detects a neighbour HNB cell.  It is necessary for the 3G HNB Access Network to either accept the UE or reject the UE using a legacy control procedure supported by the legacy UE. 
RAN2 studied the available legacy control procedures that could be used to perform the UE rejection over the air-interface but at the time, there was no documented HNB Access Network architecture to study.  Now that RAN3 is studying HNB Access Network architectures, this paper studies the impact of legacy UE rejection methods on the HNB Access Network and the UE.

Note: The need to support active mode mobility from macro cell to 3G HNB is FFS and consequently access control mechanism for such scenario is also FFS and not discussed in this paper.

2.1 When to perform access control
The investigation by RAN2 as captured in TR 25.820 [2] described the following options regarding when an access control could be performed:

1. Access control by mobility management signalling, where the access control is performed when the UE re-selects a particular 3G HNB cell. This approach does not allow the UE to camp normally without successful access control.
2. Access control by redirection and handover, where the access control is performed when the UE requests actual data transmission from a particular 3G HNB. This approach allows the UE to camp normally on 3G HNB without access control even if the UE is not authorized for that specific 3G HNB. 

The following section provides further analysis on the significant drawbacks of the 2nd proposed mechanism where the UE is allowed to camp normally without access control upon cell re-selection.
1. Increased Signalling Load on the Core Network during Idle Mode Mobility

RAN2 has concluded that the advantage in allowing UEs to camp without access control is related to reduced signalling load via the following statement
“Reduced mobility management signaling, and corresponding battery saving, especially in dense Home NodeB deployments”
As stated, this conclusion is applicable only for the scenario where the UE moves from one 3G HNB to another 3G HNB. However, it is possible, and likely the norm rather than a corner case, that mobility pattern of a particular UE will appear as “3G HNB -> Macro -> 3G HNB (either same or different 3G HNB)” or “Macro -> 3G HNB”. As a result of such mobility patterns, the signalling load on the core network will increase significantly due to the fact the location area updates from even unauthorized UEs must be relayed to the CN (assuming that the macro and 3G HNB have different location areas).
2. Increased Signalling Load and setup times during service initiation from UE. 

As concluded by RAN2, access control by redirection and handover results in increased setup times or increased signalling (due to additional handover signalling).
3. Service impact via erroneous HNB coverage indication
The UE upon cell re-selection of a particular 3G HNB would display HNB coverage indicator. In cases where the UE is unauthorized to access a particular 3G HNB, this would result in the following severely degraded service impacts to the subscriber

· In case of lacking overlapping macro coverage, it is not possible to employ the redirection and handover mechanism for data service initiation. As a result, these data service initiation from unauthorized UEs must now be denied at the particular 3G HNB and thus resulting in an undesirable user experience.
· In case of overlapping macro coverage, redirection and handover to macro cell upon data service initiation, one would need to address the charging requirements. Would the charging be done on HNB basis or would data services be charged on a macro basis? If macro is used as a basis, then this would again result in undesired user experience where HNB coverage is indicated to the user but charging is done on a macro basis.
· In case of overlapping macro coverage, it is possible that redirection and handover to macro cell upon data service initiation is not successful (due to various reasons at the target macro cell), thus resulting in failure of the data service request. These failed data service requests would result in undesired user experience.
4. Ping-pong behaviour and the resulting signalling load

Due to redirection and handover to the macro cell for the actual data transmission service of unauthorized UEs from a particular 3G HNB, the UE will likely select the macro cell for camping upon completion of that particular data service (i.e. upon moving from connected to idle mode). This would also result in the UE performing a location area update message via the macro network. Additionally, it is possible for the UE to again the select the same 3G HNB (from which it was redirected for data service) and trigger additional LU via that particular 3G HNB. As a result of this ping-ping behaviour between the macro and 3G HNB for unauthorized UEs, significant signalling load would be generated towards the CN.
Conclusion: Based on the above scenarios, it can be concluded that there are significant drawbacks in allowing unauthorized UEs to camp without access control and as a result it would be preferred to reject unauthorized UEs upon cell re-selection.
2.2 How to perform access control
The following sections discuss possible mechanism for rejecting users not authorized on certain 3G HNB(s).

2.2.1 Assumptions
For the purpose of this discussion we make the following assumptions (please note that below assumptions are one way of deploying 3G HNB; it is possible that there may be other mechanisms and scenarios as well).

1. To trigger an initial message from the UE upon 3G HNB cell selection (cell selection of 3G HNB is outside the scope of this discussion), it is assumed that the 3G HNB has a unique location area code (LAC) than any of its neighbouring 3G cells (either macro or another 3G HNB).

2. This initial message from the UE (either location area update and/or routing area update) is used to notify the 3G HNB of the UE having selected the cell. 

3. The 3G HNB would perform access controls once notified of the UE selecting the HNB cell

2.2.2 Requirements
Upon performing the necessary access control, if it is determined that the UE is not allowed to access the specific 3G HNB, the UE must be rejected or blocked from that specific HNB. Additionally, it may be necessary or desired to meet the following requirements for any potential UE rejection mechanism:

1. Rejection or blocking of a particular UE on a specific 3G HNB must not affect the UE’s service on any other authorized 3G HNB.

2. The rejection mechanism must provide a predictable way of handling 

a. Unauthorized passer-by UEs (3G HNB cell is selected for a short duration, say a few seconds), and 

b. Unauthorized UEs which are in the vicinity of the 3G HNB for longer durations (on the order of minutes).

3. The rejection mechanism must prevent the ping-pong behaviour of the UE between the 3G HNB and macro network.

4. Unauthorized UE may be allowed to make emergency calls via 3G HNB in the absence of overlapping macro coverage.

2.2.3 Mechanisms
The following rejection mechanisms may be utilized individually to meet some of the requirements listed above. We also present below an example flowchart that captures one combination of these various rejection mechanisms which could be used to meet all or most of the above requirements. It is conceivable that other combinations are possible that may also meet the above requirements. 

1. RRC Based Rejection: The 3G HNB may utilize a combination of RRC CONNECTION RELEASE and RRC CONNECTION REJECT [3] to block the unauthorized UE from accessing that specific HNB.  For example:

a. If macro coverage is detected by the 3G HNB, then either a RRC CONNECTION RELEASE message with redirection information (REL-6) or a RRC CONNECTION RELEASE followed by a RRC CONNECTION REJECT with redirection information may be used to redirect the unauthorized UE to the macro cell.

b. If no macro coverage is detected, then the RRC connection can be released and subsequently rejected with the maximum wait time (15 seconds). 

This mechanism provides the basic unauthorized UE rejection while also meeting requirements 1, 2a and 4. It can also partially meet requirement 2b, if the UE can be redirected to a  macro cell (based on the presence of overlapping macro coverage and assuming that the overlapping  macro coverage uses different frequency than the 3G HNB).
2. Authentication Based Rejection: This rejection mechanism is based on the premise that in UMTS systems the authentication procedure is extended to allow a UE with USIM to authenticate the network. Here is how it may be used for unauthorized UE rejection:

a. Upon determining the need to reject the unauthorized UE based on the access control, the 3G HNB sends a fake AUTHENTICATION REQUEST [4] by excluding the AUTN (authentication token) parameter.

b. If there is a USIM present on the UE, the UE will reject the authentication request and respond with a AUTHENTICATION FAILURE message and wait for subsequent authentication request
c. The 3G HNB upon receiving the AUTHENTICATION FAILURE knows that a USIM is present on the UE and it sends 2 additional AUTHENTICATION REQUEST messages (not including the AUTN parameter) to the UE.
d. As described in 4.3.2.6 (c) of [4], upon receiving 3 consecutive invalid authentication challenges (invalid due to the absence of AUTN parameter), the MM layer of the UE will bar the current cell by releasing the RRC connection.
e. Upon receiving a RRC release from the higher layer, the Access Stratum (AS) layer of the UE will bar the current cell and trigger another cell reselection (as defined in section 8.1.4a of [3]).
This mechanism provides the basic unauthorized UE rejection while also meeting requirements 1, 2a, 2b, 3. Requirement 4 cannot be met with this approach since the barred cell will not be used by the UE even for limited service (i.e. emergency calls). 

3. Location Area Based Rejection: Based on assumption 1, it is required that each 3G HNB have a unique LAC than its neighbouring cells. However, since the LAC space is limited to a maximum of 65535, it implies that multiple 3G HNB must share the same LAC. (Note: The algorithm used to ensure uniqueness and sharing of LACs is considered deployment option and vendor specific implementations). However, the 3G HNB can take advantage of this LAC uniqueness and reject the unauthorized UE using the LOCATION UPDATING REJECT message with appropriate cause codes as specified in [4].

Based on the cause code utilized for rejecting the location update message from the UE, this mechanism provides the basic unauthorized UE rejection while meeting either requirements 1, 2a, 4 (based on cause codes resulting in temporary cell reselection) or requirement 2a, 2b, 3, 4 (based on permanent location barring). The permanent location barring could have impact on  the service of the UE on another 3G HNB, where the UE is authorized, if the other HNB shares the same location area as that of the barring 3G HNB. 3G HNB Access Network product implementation may employ techniques to avoid, mitigate, and recover from such scenarios. 

2.2.4 Example Flowchart
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Figure 1: Example Flowchart utilizing various mechanisms for UE rejection
The above figure shows an example flowchart, where the various rejection mechanisms, as described above, are used in combination to provide an effective rejection scheme while meeting the requirements listed in section 2.2

1. The UE triggers an initial message, LOCATION UPDATING (LU) towards the selected 3G HNB.

2. The 3G HNB performs access control for the incoming UE.

3. If the 3G HNB determines that the UE is part of the allowed user group, the HNB will allow the UE to proceed with the LU.

4. If the 3G HNB determines that the incoming UE is unauthorized to access the specific HNB based on access control, it will perform an additional check to determine the number of times this UE has been rejected. This check provides a mechanism for the 3G HNB to determine that the previously used temporary rejection mechanisms have not been successful. For example, if the UE has been rejected more than 3 times in the last 10 minutes, it can be determined that a more permanent mechanism of UE rejection should be utilized. Note: This threshold for temporary rejection could be tuneable to provide better user experience.

5. At this point, the 3G HNB can utilize a mechanism of rejecting the UE using the Location Area Based Rejection scheme to prevent the UE from selecting the 3G HNB on a continuous basis.

6. If it is determined that the UE has not crossed the threshold for temporary rejection, the 3G HNB checks to see if there is overlapping macro coverage. If there is no overlapping macro coverage, then the 3G HNB can utilize the Location Area Based rejection.

7. If it is determined that there is macro coverage, then 3G HNB can utilize the Authentication Based Rejection mechanism (since it is likely that, upon rejection the emergency calling can be supported via the overlapping macro coverage).

8. If there is a USIM present on the UE, then the UE will bar the current 3G HNB cell (as described in the Authentication Based Rejection mechanism) and attempt to perform another cell selection, thus resulting in successful UE rejection from the specific 3G HNB.

9. If there is no USIM present on the UE, then the Authentication based Rejection will fail and the 3G HNB must reject the UE using the RRC Based Rejection mechanism.
3. Conclusion

We have described issues with access control, specifically when and how to perform access control in 3G HNB deployments. We described the drawbacks in allowing unauthorized UEs to camp without access control and concluded the need to perform access control upon cell re-selection. Further, we presented possible approaches for achieving the unauthorized UE rejection and how the various rejection mechanisms can be used in combination to provide an effective UE rejection. It is proposed to approve the above conclusions and capture the relevant parts of this discussion in TR R3.020 and TR 25.820.
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