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1 Introduction

The issue of whether the number of SCTP associations between one eNB-MME pair should be limited to one or whether it should be allowed to have 2 SCTP associations has been lingering for two meetings now, with two camps and no conclusion. This paper investigates a possible compromise in terms of an alternative third solution. 

NOTE: Multi-homing is not even addressed in this contribution. It is recalled that this is not a solution for the SCTP endpoint failure issue: The SCTP IP Multi-homing function provides multiple IP addresses to be used within one SCTP association. This allows for multiple paths to be defined for the association. That could solve issue in the transport layer however if one SCTP endpoint fails the association is lost.
2 Description
The two available options presented so far are summarized first with their shortcomings in sections 2.1 and 2.2 with text extracted from [1]. Then the new alternative solution is provided in section 2.3.
2.1 Single SCTP Association over S1-MME
Upon failure of an SCTP association, there will be a detection and re-establishment time before recovery of the interface. The duration of these tasks to complete re-establishment of all eNB to MME SCTP links may exceed the target time of 15 seconds. 
Figure 1 below assumes that the SCTP association will need to be failed over onto another entity that requires configuration of SCTP related parameters.
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Figure 1: Single SCTP Failure Scenario
Upon failure of the SCTP association, a new association must be set up towards the new SCTP entity in the MME. This new association must be setup from the eNB which is the only one allowed to trigger the SCTP INIT. This cannot be done before the eNB detects the failure of the MME by its heart-beat mechanism.
Drawback

The heart-beat mechanism is typically set to a couple of seconds e.g. 3 to 5 seconds. It can be presumed that several non-answers of the heart-beat are necessary before declaring the peer SCTP instance as failed. This means between 10 and 20 seconds overall detection time. 

Also, a network element such as the MME will support many S1-MME interfaces and the MME will take time to service connection requests from eNBs. This will add a few seconds leading to 15 to 25 seconds overall interruption time. This duration is felt not acceptable for the application layer and can lead to drop calls.
2.2 Dual SCTP associations over S1-MME
A dual SCTP configuration between the eNB and MME provides redundancy for the S1-MME interface, figure 2 below. A single SCTP failure does not cause connectivity loss between the two network elements and therefore will not violate the TL9000 availability requirement. The redundant SCTP association continues to service S1-MME traffic without any dependency to the failed SCTP association. 

Detection time of the association failure in the MME will cause some interruption but the detection time is anticipated to be in the order of 100 or 200ms, much less than 15 seconds.

Service interruption in this configuration is reduced since the other SCTP association is available without any dependency on the re-establishment of the failed SCTP association. 
Applications between the MME and eNB can coordinate which SCTP association to use if so desired. This provides for a method to steer traffic onto one side in the event that operator wants to perform maintenance on one SCTP component without interrupting service.

It is proposed that a dual SCTP association configuration be optional for the eNB and MME.
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Figure 2: Dual SCTP Configuration with one SCTP Failure
Advantage

- easy maintenance of one SCTP component.
Drawbacks
- the optionality can be seen as an issue because one entity A that has only implemented redundancy mechanism for the “one SCTP association” scheme can face a peer entity B that has only implemented the “two SCTP associations” redundancy scheme and this will not ensure redundancy in B if A forces one SCTP association to be used. 
- scalability: two times more SCTP associations as seen from each MME.
2.3 Single SCTP Association over S1-MME plus RFC4960 Restart Mechanism
The drawback of the option 1 (single SCTP association) is the detection time in the eNB by the end-to-end SCTP heart beat which is too long. However, a local fault detection in the MME could typically take only 100 to 200 ms time so that the issue could be solved by the restart mechanism foreseen in the RFC4960.

In this mechanism, once the MME has detected the failure and decided to hand over to the second SCTP entity (in the order of 100 or 200 ms) , that second MME SCTP entity sends an INIT message to peer SCTP endpoint still functioning in the eNB. The reception of this INIT causes the SCTP layer in the eNB to send a restart notification to the application in the eNB. The eNB is thus informed immediately (less than one second) i.e. much before the end-to-end SCTP heart-beat detection.
The restart mechanism is described in the RFC 4960 (e.g. in section 5.2.2) and is illustrated below:
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The INIT must be sent from the second SCTP entity in the MME with the addresses previously used in the failed SCTP entity (SCTP eNB information replicated on the standby entity when the SCTP association with the eNB becomes active). The eNB replies with an INIT ACK containing in a reserved place within the state cookie a copy of its current tie-tags and the necessary association TCB (transmission control block) containing all the status and operational information for the endpoint to maintain and manage the corresponding association. This call flow illustrates the mechanism:

Advantages:
· Allows immediate recovery not depending on the heart-beat in the eNB, which is safe for the application
· Provides a redundancy equivalent to 4 SCTP associations between an eNB-MME pair i.e. even two times better than the dual-SCTP association option of section 2.2,
· Easy maintenance actions as well as like solution in section 2.2. 

Drawback:

· The only drawback is a light standardization impact. One needs to specify in TS36.412 that the MME is also allowed to trigger an INIT. This can however be limited to the exceptional case of the restart of an exiting SCTP association and let the eNB remain the unique initiator for the very first SCTP association establishment. The impact is thus limited and this third option is therefore felt acceptable. 
3 Conclusion

This paper has recalled the drawbacks of the two current options for connecting eNB-MME pairs in order to solve the SCTP endpoint failure issue. It has proposed a third option which solves these drawbacks. This solution requires only to standardize in TS36.412 that the MME is also allowed to send an SCTP INIT in the specific case of the restart of an existing SCTP association.

We therefore believe that the solution is agreeable and will close this issue.
The required change is proposed in the CR in tdoc R3-080673.

[1] “High Availability for eNB to MME Connectivity”, Tdoc R3-080395 Motorola RAN3#59
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