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1. Overall Description

RAN3 have discussed a deployment scenario for Home eNB as part of RAN3#59, by means of R3-080514. In that scenario, Home eNB is connected to a device that embeds typically bridge modem or IP router functionality and is referred to as Home GateWay (HGW). HGW is supposed to be located in the vicinity of the Home eNB (typically at home). The HGW is supposed to support the IP router functionality (IP routing, DHCP server, NAT, …) and is the central node of a domestic network. Devices such as PCs, laptops, VoIP handsets, set up boxes, … are supposed to be connected to the HGW as well and are part of the domestic network. 
In the considered scenario, two access models are envisaged:
· Access to the Home eNB controlled by the owner of the Home eNB,
· Access to the Home eNB controlled by the operator.
For the case where the access is controlled by the owner of the Home eNB, the HGW operator may not be necessarily the same as the one that operates the Home eNB, thus the section between the Home eNB and the core network can not be considered as trusted due to presence of the HGW.
For the case where the access is controlled by the operator of the Home eNB, an additional motivation for this IP tunnel establishment is that the owner of the HGW could have an access to data of other subscribers that would be connected to the Home eNB.

To address the above mentioned issues and the already existing issues pointed out in [1] (security for backhaul link from Home eNB to LTE network), RAN3 envisage to mandate the termination of an IPSec tunnel between Home eNB and a security gateway to secure S1 and X2 interfaces for both control plane and user plane.

 Additionally, RAN3 is considering the scenario where the HeNB is dynamically powered off based on subscriber’s presence under HeNB coverage. For such a scenario, the possibility of releasing and reestablishing the S1 and X2 interfaces is being considered. Consequently, the option of releasing and reestablishing the associated IPSEC tunnel is also being considered.
2. Actions

To SA3
RAN3 kindly asks SA3 to:
1. Confirm RAN3 perception that the proposed scenario implies additional threats as far as security aspects are concerned, in the architectural context of UMTS/UTRAN and SAE/LTE.
2. Confirm RAN3 perception that a secured solution shall be mandated in 3GPP specifications for the specific case of 3G Home NB and LTE Home eNB.
3. Inform RAN3 about potential side effects related to frequent IPSec tunnel release/reestablishment procedures.
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