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1 Introduction
This contribution studies the incompatibility between NA(P)T and IPSec in case of Home eNodeB deployment. 
It is proposed to further study the issue after investigation of the three IETF solutions for the incompatibilities. 
2 The incompatibility between NA(P)T and IPSec for HNB scenario
The identified incompatibility is based on the following assumptions:
· Home eNB needs a public IP address for its transmission path to PLMN network;

· Home eNB needs one or several internal IP addresses for connecting to NE in PLMN network;

· IPSec is adopted for security protection between Home eNB and PLMN Security GW.

2.1 Possible NA(P)T scenarios 
NA(P)T is most often used to convert private addresses into routable public addresses. For Home eNB deployment, NAT is needed in the following scenarios.
· Scenario 1: NA(P)T function in HGW
As shown in figure1, Home eNB accesses to PLMN network via home GW, which allocates a private IP address to Home eNB. HGW has a public address which is allocated by the BAS (Broadband Access Server). When packets are forwarded from Home eNB to PLMN network, the HGW will translate the private IP address of Home eNB into a public address. The corresponding protocol stack is presented in Figure 2, the address in IP header is changed after NAT.
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Figure 1  NA(P)T function in HGW.
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Figure 2    Protocol stack with NAT in HGW.
· Scenario 2:  NA(P)T function in BAS
In this scenario, the NA(P)T function is located in BAS. HGW does not have NA(P)T function. However, HGW has private IP connection to both Home eNB and BAS. When an IP packet transfers through BAS, it is BAS that is responsible for translating the private IP address into public IP address. 
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Figure 3 NA(P)T function in BAS.
2.2 The incompatibilities between NA(P)T and IPSec 
When NA(P)T and IPSec are both adopted in Home eNB deployment, there are some incompatibilities between NAT and IPsec as described in [8]. The key incompatibilities are highlighted as below:
· Incompatibility between IPsec AH and NAT.  Since the AH header incorporates the IP source and destination addresses in the keyed message integrity check, NAT or reverse NAT devices making changes to address fields will invalidate the message integrity check.  
· Incompatibility between checksums and NAT.  TCP and UDP checksums have a dependency on the IP source and destination addresses through inclusion of the "pseudo-header" in the calculation.  As a result, where checksums are calculated and checked upon receipt, they will be invalidated by passage through a NAT or reverse NAT device.
· Incompatibility between IKE addresses identifiers and NAT.  Since IP addresses are used as identifiers in IKE Phase 1 or Phase 2, modification of the IP source or destination addresses by NATs or reverse NATs will result in a mismatch between the identifiers and the addresses in the IP header.  As described in [7], IKE implementations are required to discard such packets.

· Since the transport layer header (TCP, UDP or SCTP header) has been encrypted by ESP, NATs or reverse NATs can not get the information (e.g. UDP port number) for IP address translation.  
· NAT mapping timeouts. NA(P)Ts vary in the time for which a UDP mapping will be maintained in the absence of traffic.  Thus, even where IKE packets can be correctly translated, the translation state may be removed prematurely. 
Taking into account the incompatibilities above, it is proposed to adopt IPsec ESP tunnel mode for Home eNodeB deployment, since IPsec ESP tunnel mode implementation can solve some incompatibilities [8]. 
3 IETF Solutions for the incompatibilities
There are three solutions defined by IETF to address the incompatibilities between NAT and IPsec. All of those solutions are based on the assumption that IPsec ESP tunnel mode is adopted. Those solutions are elaborated in the following subsections.
3.1 NA(P)T- Traversal
3.1.1 Solution

NA(P)T-Traversal [3][4] is designed to solve the incompatibilities when using IPSec and NA(P)T together.

NA(P)T-Traversal adds a UDP header to encapsulates the ESP header (it sits between the ESP header and the outer IP header), and the UDP header is not in the security protection of IPSec. Figure 4 shows an IPSec packet after UDP Encapsulation.  
In addition, the IKE protocol also needs some modifications for NA(P)T -Traversal support. 
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Figure 4  IPSec Packet after UDP Encapsulation.
3.1.2 Impact on the Home eNB deployment
With NA(P)T-Traversal solution in Home eNB deployment, the following aspects were identified so far:
· The HGW need no modifications to support NA(P)T-Traversal, since HGW may be provided by the third part; 

· UDP Encapsulation can be compatible with all IPSec protocols (AH/ESP) and IPSec protocol need no modifications;

· The protocol stack is changed:  A UDP layer is needed, Figure 5 shows the corresponding protocol stacks, after UDP Encapsulation, the address in IP header and the port number in UDP header are changed after NAT;
· The IKE protocol needs some modifications to support NA(P)T, e.g. The original addresses are sent to the receiver by using NAT-OA (NAT Original Address) payloads;
· Additional 8 bytes overhead, the new UDP header will add 8 bytes communication overhead;
· For the scenario that NA(P)T function in both HGW and BAS, this mechanism can also meet the requirement.
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Figure 5    Protocol stack with NAT after UDP Encapsulation.
3.2 RSIP
3.2.1 Solution

RSIP [5][6] functions by leasing public IP addresses and ports to RSIP hosts located in private addressing realms. When an RSIP host wants to communicate beyond its own private network, it send RSIP messages (e.g. REGISTER_REQUEST message or ASSIGN_REQUEST_RSA-IP message) to an RSIP gateway, the RSIP gateway will respond to RSIP host with the allocated unique public IP address (or a shared public IP address and a unique set of TCP/UDP/SCTP ports) and assigned IPSec parameters(e.g. IPsec SPI), RSIP gateway also binds the RSIP host's private address to this public address and IPSec parameters  to enable demultiplexing.   

If RSIP is used in Home eNB, the Home eNB will act as a RSIP host and the HGW will act as an RSIP gateway.
3.2.2 Impact on the Home eNB deployment  
With RSIP solution in Home eNB deployment, the following aspects are identified:

· The IKE and IPsec protocols need no modifications;

· RSIP technology implies significant host and gateway changes for a complete implementation. Both Home eNB and HGW need to be upgraded to support the RSIP host function and RSIP-enabled gateway functions; 

· The floating of port numbers can cause  problems for some applications, preventing an RSIP-enabled host from interoperating transparently with existing applications;  
· There may be significant operational complexities when using RSIP;

· For the scenario that NA(P)T function in both HGW and BAS,  this mechanism may be more complex.

3.3 6to4
3.3.1 Solution
6to4 [9] can form the basis for an IPsec-NAT traversal solution.  In this approach, the NAT provides IPv6 hosts with an IPv6 prefix derived from the NAT external IPv4 address, and   encapsulates IPv6 packets in IPv4 for transmission to other 6to4 hosts or 6to4 relays.  This enables an IPv6 host using IPsec to communicate freely to other hosts within the IPv6 or 6to4 clouds.
3.3.2 Impact on the Home eNB deployment  

The 6to4 solution requires changes to NATs, which need to be upgraded to support 6to4.6to4 is not usable for the scenario that NA(P)T function in both HGW and BAS，since 6to4 requires the assignment of a routable IPv4 address to the NA(P)T in order to allow formation of an IPv6 prefix.
4 Conclusions and Proposals
On the basis of the study of the incompatibility between NA(P)T and IPSec in case of Home eNodeB deployment, it is proposed to further study the issue. 

Hereby, it is proposed to capture in the issue into Section 4.2.2.2 Architecture and 4.2.2.12 Security in TR R3.020 as the text proposals below. 

********************The beginning of TP for section 4.2.2.2******************************
· How does the LTE HNB be deployed in the domestic network?
· If LTE HNB is linked to the HGW, and if IPSec is applied, should the method to solve the incompatibilities between NAT and IPsec be taken?
********************The end of TP for section 4.2.2.2**************************************
********************The beginning of TP for section 4.2.2.12******************************
· What security mechanism should be applied? IPSec, TLS, or some others? 
********************The end of TP for section 4.2.2.12*************************************
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