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1. Overall Description
RAN3 thanks SA3 for their LS on active mode key change.
In order to put in place the needed mechanisms over S1, RAN3 need some confirmation of its understanding. Can SA3 confirm the following RAN3 assumptions: 
Mechanisms for key change

The need to change “AS keys only” corresponds to the scenario 1 and 2 of the previous LS S3-070475 (Tallinn, Estonia 22-25 May) which are namely the wrap around case and “long period of use” case whereas the need to update both AS and NAS keys corresponds to scenario 3 and 4 (respectively Kasme lifetime and 3g-LTE HO).
1/ For the “AS only” key change (case B in S3-070881), RAN3 would like to receive advice from SA3 on the necessity of an eNB triggered “AS only” key update request towards the MME. In particular RAN3 would like to know if for scenario 1 (wrap around case) requires interaction with the EPC or if it can be solved locally in eNB by generation of new RRC and UP keys from the current Kenb. 
2/ For the case when both AS and NAS keys are changed (case C in S3-070881), RAN3 is studying how to send the new Kenb derived from the new Kasme to eNB, and RAN3 assumes that:

· the MME makes an AKA transparent to AS;
· for IRAT handover to LTE, RAN3 assumes that the old keys translated into LTE shall be used for a short time before the new keys are activated.
· RAN3 assumes that new UP/RRC keys are derived from the new Kenb received and that the activation time of these AS keys is achieved by for example one of the four mechanisms described in the LS S3-070881 for case B or by other means. 
· RAN3 thus assumes that the activation time is not necessarily the same for NAS and AS keys.

Mechanisms for change of algorithms
RAN3 understands that the current status in SA3 is that the MME selects the NAS/UP/RRC security algorithms during Attach, Service Request and optionally during TA Update.

RAN3 understands that eNB security capabilities are necessary for the selection of the security algorithm.

RAN3 has discussed protocol means to provide the MME with the eNB security capabilities during the S1 connection set up (i.e. before Attach/Service Request/TA Update with MME take place) and would like to know if SA3 sees any security issue there.

RAN3 thinks that, if eNB capabilities exchange is needed during the above procedures, the proposal is useful from signalling point of view.

2. Actions
To SA3: 

RAN3 kindly asks SA3
· to confirm RAN3 assumptions and understanding relative to the handling of the security keys and algorithms presented in this liaison 
· to advice on the necessity of an eNB triggered “AS only” key update request towards the MME in particular related to scenario 1 (wrap around case)
· to confirm that the activation time is not necessarily the same for NAS and AS keys for the case a new K_ASME is generated
· to evaluate the usefulness/need of having the eNB capabilities being made available at the MME with respect to the agreed scenarios (Attach/Service Request/TA Update) and to other scenarios as well (e.g. inter-MME Handover)
· Whether, considering that eNB capabilities are available at the MME, SA3 envisage or would think beneficial that they could be utilized for algorithm selection/change also during S1 Handover and IRAT HO from UTRAN/GERAN to LTE (e.g. the MME could select the NAS/RRC/UP algorithms).
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