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1. Introduction

During the RAN3#57 meeting (in very hot Athens), it had been agreed the exchange of AP ID in S1 interface S1AP and X2 interface X2APand the description text have been incorporated in 36.401 chapter 6.2.1. 

A remaining issue is regarding the description of some special cases including those abnormal handing of AP ID, whether it should be described in 36.401 or in 36.413/36.423. 

We do not have any strong concern whether it should be in 36.401 or in 36.413/36.423, the proposed text in this contribution therefore can be included either in 36.401 or in 36.413/36.423.
2. The cases of handling the AP ID

The following cases have been presented in RAN3#56 (in very hot Athens) R3-071683, recap here for convenience. 

Please be noted that the case 1) that is described below had been agreed and it is not the intention to have further discussion. The intention is for the proposed text for the case 2), 3), 4), 5) and 6).

--------

The handling of the AP ID should consider the normal and abnormal cases. For the sake of explanation, the following use the S1 interface as an example, however this also apply to X2 interface.

Case 1) This is a normal case. The eNB who is the originator of the signalling association will allocate a new eNB S1-AP UE Identity to be included in the first message towards the MME. When the MME receives such a new message including a new eNB S1-AP UE Identity, the MME shall store the eNB S1-AP UE Identity for the duration of the context. The MME shall allocate a new MME S1-AP UE Identity and include in the first return message to eNB, as well as the eNB S1-AP UE Identity that was received previously. In all subsequent messages, both the eNB and MME shall include both the eNB S1-AP UE Identity and MME S1-AP UE identity. The reason for inclusion both eNB S1-AP UE Identity and MME S1-AP UE Identity is explained as below:
Example: A UE context (UEa) exist with MME S1-AP UE Identity = A and eNB S1-AP UE Identity = B. The entity in MME that controls the UE context restarts, but due to weaknesses in multi-vendor interoperability eNB does not discover the restart. MME now starts a completely different UE context (UEb) but unfortunately uses the same value (MME ID = A) as it has forgotten all about the old assignment of IDs. Assume there is no check of overlapping MME S1-AP UE Identity in eNB, the eNB may send an UL message with MME S1-AP UE Identity = A, which eNB thinks is for UEa, but MME will interpret it as belonging to UEb. Eventually this will probably end in a logical error on S1 level, but trouble shooting to find the root cause, i.e.  weaknesses in multi-vendor interoperability during restart, will be complex.
But if also eNB S1-AP UE Identity is included in the UL message MME will immediately see that something is wrong with the S1 association and perform an S1-association reset towards the eNB, stating eNB ID as the target for reset.  So now the nodes will quickly recover from the inconsistency. Trouble shooting to find the root cause of the S1 reset (e.g. during interoperability testing) will directly point at the weakness in interoperability during restart of a node.
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Case 2) This is a normal case. The MME who is the receiving node of the first message, return a first message which is a last message for the context. In this case, the MME shall include only the eNB S1-AP UE Identity. The MME does not need to include any MME S1-AP UE Identity in the Return message. This case could be for example, in X2AP, the X2 Handover procedure with Handover Preparation Failure case.
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Case 3) This is an abnormal case. The eNB after sending a first message need to send a subsequent message which is the last one before receiving a returned message. In this case, the eNB shall include the eNB S1-AP UE Identity in the subsequent message. The MME who received a message which is not the first message but including only the eNB S1-AP UE Identity, shall not initiate an Error Indication. If MME have already sent a DL message and allocated a MME S1-AP UE Identity when receiving the subsequent message (crossing messages due to a race condition), MME shall deallocate the MME S1-AP UE Identity and eNB shall discard the received message. The example for this case, in X2 AP, the Handover Cancel is sent before completion of the handover preparation phase. 

[image: image3.emf] 

F irst message (eNB S1 - AP U E  ID )  

subsequent  message  which is the  last    (eNB S1 - AP UE ID )  

eNB   MME  


Case 3

Case 4) This is an abnormal case. The MME who is the receiving node of the first message, detect that the first message from eNB including an eNB S1-AP UE Identity that have been stored already. In this case, the MME shall return an Error Indication with inclusion of only the received eNB S1-AP UE Identity and an appropriate cause value. The MME does not need to include any MME S1-AP UE Identity in the Error Indication. For the context that already stored the eNB S1-AP UE Identity, the MME shall also initiate a release of the context locally, this is because there is no more trust of the context as it has been confused with the peer node. Whether the MME need to initiate a Release message for the confused context? It is thought not necessary as the Error Indication with the confused eNB S1-AP UE Identity and the appropriate cause value is enough for the eNB to clear the confused context.
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Case 5) This is an abnormal case. The MME receive a message from the eNB that include a eNB S1-AP UE Identity and a MME S1-AP UE Identity but either of one is unknown to the MME, or the MME detected that there is a mismatch between eNB S1-AP UE Identity and a MME S1-AP UE Identity, the MME shall initiate an Error Indication with inclusion of only the previously received eNB S1-AP UE Identity and an appropriate cause value. The MME does not need to include any MME S1-AP UE Identity in the Error Indication. Each node will then initiate the release of the context locally.
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Case 5

Case 6) This is an abnormal case. The MME receive an unrecognized message. In this case, the MME shall follow the instruction of the criticality indication. If the instruction is to reject, the MME shall initiate an Error Indication with inclusion only the eNB S1-AP UE ID and the appropriate cause value. Each node will then initiate the release of the context locally
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Case 6
3. The proposed text of the handling of the AP ID

The “first message” and the “first returned message” as shown below correspond to the message for a UE-associated logical connection. The “first message” has a new AP ID from the sending node and the “first returned message” is the first response message correspond to the received first message.

If the first returned message is the last one for this UE-associated logical connection, only the previously received AP ID from the sending node is included in the message i.e. not include a new AP ID of the node who return the first message.
If a subsequent message follow by the first message is to be sent before receiving a first returned message from the peer node, the subsequent message shall include the previously sent AP ID. The node who receives such a subsequent message shall not initiate an Error Indication. If such subsequent message is the last message for this UE-associated logical connection, the node who receives such a subsequent message initiates a local release of any established UE-associated logical connection having the received AP ID as remote node identifier. 
If a node detect a first message that include a AP ID which is erroneous e.g. an AP ID for the same peer node which have been stored previously, the receiving node shall return an Error Indication with inclusion of only the previously received AP ID from the peer node and an appropriate cause value. In this case, both nodes shall initiate a local release of any established UE-associated logical connection having the erroneous AP ID as local or remote identifier. 
If a node receive a message other than the first message that include a AP ID which is unknown to the node, the node shall initiate an Error Indication with inclusion of only the previously received AP ID from the peer node and an appropriate cause value. The peer node shall initiate a local release of any established UE-associated logical connection having the AP ID as identifier.
If a node receive a unrecognized message the node shall initiate a Error Indication with inclusion of only the previously received AP ID from the peer node and an appropriate cause value.

4. Conclusion and proposal
It is proposed to review the proposed text of handling the AP ID as shown in chapter 3 above. If agreeable, in can be included in the 36.401 (chapter 6.2.1) or in 36.413/36.423 (chapter 4.4).
During the meeting discussion, it was suggested to capture the text in the chapter 10 of 36.413 and 36.423.
Note that the chapter 10 is an error handling description so it is not appropriate to describe case 2 therefore the corresponding text for case 2 is not included and left for further check. 
5. Proposed Text to 36.412 and 36.423

10.6
Handling of AP ID

Note:
The “first message” and the “first returned message” as shown below correspond to the message for a UE-associated logical connection. The “first message” has a new AP ID from the sending node and the “first returned message” is the first response message correspond to the received first message.
If a subsequent message follow by the first message is to be sent before receiving a first returned message from the peer node, the subsequent message shall include the previously sent AP ID. The node who receives such a subsequent message shall not initiate an Error Indication. If such subsequent message is the last message for this UE-associated logical connection, the node who receives such a subsequent message initiates a local release of any established UE-associated logical connection having the received AP ID as remote node identifier. 
If a node detect a first message that include a AP ID which is erroneous e.g. an AP ID for the same peer node which have been stored previously, the receiving node shall return an Error Indication with inclusion of only the previously received AP ID from the peer node and an appropriate cause value. In this case, both nodes shall initiate a local release of any established UE-associated logical connection having the erroneous AP ID as local or remote identifier. 

If a node receive a message other than the first message that include a AP ID which is unknown to the node, the node shall initiate an Error Indication with inclusion of only the previously received AP ID from the peer node and an appropriate cause value. The peer node shall initiate a local release of any established UE-associated logical connection having the AP ID as identifier.

If a node receive a unrecognized message the node shall initiate a Error Indication with inclusion of only the previously received AP ID from the peer node and an appropriate cause value.
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