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1. Overall Description
RAN3 thanks SA3 for their LS on active mode key change.
In order to put in place the needed mechanisms over S1, RAN3 need some confirmation of its understanding. Can SA3 confirm the following RAN3 asumptions: 
Mechanisms for key change

The need to change “AS keys only” corresponds to the scenario 1 and 2 of the previous LS S3-070475 (Tallinn, Estonia 22-25 May) which are namely the wrap around case and “long period of use” case whereas the need to update both AS and NAS keys corresponds to scenario 3 and 4 (respectively Kasme lifetime and 3g-LTE HO).
1/ For the “AS only” key change, ran3 assumes that eNB doesn’t need to trigger a request for key change towards the MME over S1 because:

· either only new UP/RRC are generated within eNB itself (no Kenb change)

· or there is a Kenb change but the MME can use a transition idle-active of the UE in time to send a new Kenb to the eNB. 
2/ For the both AS and NAS keys change, RAN3 assumes that:

· in scenario 3, the MME makes an AKA transparent to AS and then can use an idle-active transition of the UE to send the new Kenb derived from the new Kasme,

·  in scenario 4, the MME makes an AKA but the idle –active transition cannot be used. Therefore RAN3 assumes that the UE continues with the old keys translated into LTE after the handover (same principle as 2g-3g handover) and then the MME sends an S1 message to eNB that contains only the new Kenb to be used (no derivation parameters are needed over S1). Indeed RAN3 prefers to not combine NAS and AS key change as indicated in a previous LS. RAN3 then assumes that new UP/RRC keys are derived from the new Kenb received and that the activation time of these AS keys is achieved by one of the four mechanisms described in the new LS S3-070881 received. RAN3 thus assumes that the activation time is not necessarily the same for NAS and AS keys.
Mechanisms for change of algorithms
RAN3 understands that the current status in SA3 is that the MME selects the NAS/UP/RRC security algorithms during Attach, Service Request and optionally during TA Update.

RAN3 understands that eNB security capabilities are necessary for the selection of the security algorithm.

RAN3 asks SA3 to provide clarification on the need/frequency of eNB security capability exchange between eNB and the MME (e.g. when MME selects the UP/RRC algorithms) and between eNB-eNB (e.g. when eNB selects the UP/RRC algorithm).

RAN3 has discussed protocol means to provide the MME with the eNB security capabilities during the S1 connection set up (i.e. before Attach/Service Request/TA Update with MME take place) and would like to know if SA3 sees any security issue there.

RAN3 asks also SA3 to evaluate the usefulness of the proposal with respect to the agreed scenarios (Attach/Service Request/TA Update) and to other scenarios as well (e.g. inter-MME Handover). In particular RAN3 would like to know if the MME selects also the algorithm at relocation, contrary to UMTS.

2. Actions
To SA3: 
RAN3 kindly asks SA3 to confirm RAN3 assumptions and understanding relative to the handling of the security keys and algorithms presented in this liaison and to answer the questions raised.
3. Date of Next RAN3 Meetings:
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