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1. Introduction
This document discusses how the security information transfers from target system to UE during the IRAT HO from UTRAN/GERAN to LTE system and then gives the corresponding text proposal for TS 36.413.
2. Discussion
On the handover procedure from UTRAN/GERAN to LTE, target MME should select an encryption algorithm and an integrity algorithm for NAS signaling protection. These selected algorithms should be sent to UE. 

In session start, this information will be sent to UE by NAS SMC which is piggybacked in INITIAL CONTEXT SETUP REQUEST message. But in handover procedure, there is no INITIAL CONTEXT SETUP REQUEST message for piggybacking this NAS information.

In this contribution, it is proposed that this security information be sent to UE via transparent container from target eNB to source system. The main steps are summarized as below:
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Figure 1: transfer security information to UE in handover procedure
1. When target MME received Forward Relocation Request message from source system, it will select an encryption algorithm and an integrity algorithm for the UE.

2. Since there is no message from target MME directly to UE, target MME includes this NAS security information into HANDOVER REQUEST message which is sent to target eNB.

3. When target eNB constructs the transparent container from target eNB to UE, the NAS security information will be included into this transparent container and sent to UE.

In TR33.abc, it is said that:” SGSN transfers UE’s EPC/E-UTRAN security capabilities to MME in the relocation request message. MME shall select the NAS security algorithms and include the allowed UP/RRC algorithms as well as the RRC and UP keys in the relocation request to the target eNB.” In fact all algorithms such as MME ciphering/integrity algorithms, RRC ciphering/integrity algorithms and user plane ciphering algorithm can be sent to UE together, i.e. MME ciphering/integrity algorithms is also sent to UE in the Target to Source Transparent Container. So we suggest the above solution be adopted in RAN3. As a consequence, the information element included in HANDOVER REQUEST message will be modified as the following text proposal.
Section 4 gives the text proposal. We also include AS security information IE into HANDOVER REQUEST message based on SA3’s decision. 
3. Reference:

[1]. 3GPP TS 33.abc V0.2.0, Security Architecture.
4. Text proposal for TS36.413
-------------------------------------------------Start of text proposal--------------------------------------------------

8.4 Handover Signalling
/*unchanged omitted*/
8.4.2

Handover Resource Allocation

8.4.2.1
General

The purpose of the Handover Resource Allocation procedure is to reserve resources at the target eNodeB for the handover of a UE. 
8.4.2.2
Successful Operation
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Figure 8.4.2.2-1: Handover resource allocation: successful operation
The MME initiates the procedure by sending the HANDOVER REQUEST message to the target eNodeB. If the Source eNodeB to Target eNodeB Transparent Container IE or the Source RNC to Target RNC Transparent Container IE or the Source BSS to Target BSS Transparent Container IE has been received by the MME from the source side the MME includes the transparent container in the HANDOVER REQUEST message. If it is handover from UTRAN/GERAN, the NAS security information and AS security key shall be included in the HANDOVER REQUEST message.
After all necessary resources for the admitted SAE Bearers have been allocated the target eNodeB generates the HANDOVER REQUEST ACKNOWLEDGE message. The target eNodeB shall include in the SAE Bearers Admitted List IE the SAE Bearers for which resources have been prepared at the target cell. The SAE bearers that have not been admitted in the target cell shall be included in the SAE Bearers Failed to Setup List IE. The target eNodeB shall include the NAS security information into Target to Source Transparent Container if needed.
8.4.2.3
Unsuccessful Operation
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Figure 8.4.2.3-1: Handover resource allocation: unsuccessful operation
If the target eNodeB is not able to admit any of the SAE Bearers or a failure occurs during the Handover Preparation, it shall send the HANDOVER REQUEST FAILURE message to the MME with an appropriate cause value. 
8.4.2.4
Abnormal Conditions

/*unchanged omitted*/
9
Elements for S1AP Communication


9.1
Message Functional Definition and Content
/*unchanged omitted*/
9.1.5
Handover Signalling Messages

/*unchanged omitted*/
9.1.5.4

HANDOVER REQUEST

This message is sent by the MME to the target eNodeB to request the preparation of resources.

Direction: MME ( eNodeB.

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	9.2.1.1
	
	YES
	reject

	MME UE S1AP ID
	M
	
	9.2.3.3
	
	YES
	reject

	Handover Type
	M
	<IntraLTE, UTRANtoLTE, GERANtoLTE>
	9.2.1.13
	
	YES
	reject

	Cause
	M
	
	9.2.1.3
	
	YES
	ignore

	SAE Bearers To Be Setup List
	M
	
	
	
	YES
	ignore

	>SAE Bearers To Be Setup Item IEs
	
	1 to <maxnoof SAEbearers>
	
	
	EACH
	reject

	>> SAE Bearer ID 
	M
	
	9.2.1.2
	
	-
	

	>> Transport Layer Address
	M
	
	9.2.2.1
	
	-
	

	>> GTP TEID
	M
	
	9.2.2.2
	To deliver UL PDUs
	-
	

	>> SAE Bearer Level QoS Parameters
	M
	
	9.2.1.15
	Note: Label, ARP
	-
	

	Security Information
	
	
	
	
	
	

	> NAS Security information
	C-if GERANtoLTE; or
C-ifUTRANtoLTE
	
	9.2.3.7
	
	
	

	> AS Security Key
	 C-if GERANtoLTE; or
C-ifUTRANtoLTE
	
	9.2.1.19
	
	
	

	> Allowed AS Security Algorithms list
	M
	1 to <maxnoof AllowedAlgorithms>
	
	
	
	

	>> AS Security Algorithm
	
	
	9.2.1.18
	
	
	

	Intra-LTE HO Information ListRequest
	C- ifIntraLTE
	
	
	
	YES
	reject

	> Source eNodeB to Target eNodeB Transparent Container
	M
	
	9.2.1.7
	
	
	

	UTRAN to LTE HO Information ListRequest
	C- if
UTRAN
toLTE
	
	
	
	YES
	reject

	> Source RNC to Target RNC Transparent Container
	M
	
	9.2.1.9
	FFS if this is mandatory and needed
	
	

	GERAN to LTE HO Information ListRequest
	C- if
GERAN
toLTE
	
	
	
	YES
	reject

	> Source BSS to Target BSS Transparent Container
	M
	
	9.2.1.11
	FFS if this is mandatory and needed
	
	


Editor’s Note: The details of required IEs to indicate security parameters in the message (e.g., encryption and integrity protection information) are FFS.
	Condition
	Explanation

	IfIntraLTE
	This IE shall be present if the Handover Type IE is set to the “Value” IntraLTE.

	ifUTRANtoLTE
	This IE shall be present if the Handover Type IE is set to the “Value” UTRANtoLTE.

	ifGERANtoLTE
	This IE shall be present if the Handover Type IE is set to the “Value” GERANtoLTE.

	Range bound
	Explanation

	maxnoofSAEbearers
	Maximum no. of SAE Bearers for one UE. Value is 256.

	maxnoof AllowedAlgorithms
	Maximum no. of Allowed AS Security Algorithms. Value is FFS.


/*unchanged omitted*/
9.2.1.18
AS Security Algorithm
The purpose of the AS Security Algorithm IE is to indicate the AS security algorithm, including UP ciphering algorithm, RRC ciphering algorithm and RRC integrity algorithm.

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	>UP Ciphering Algorithm
	M
	0 to 15
	INTEGER
	

	>RRC Ciphering Algorithm
	M
	0 to 15
	INTEGER
	

	>RRC Integrity Algorithm
	M
	0 to 15
	INTEGER
	


9.2.1.19
AS Security Key
The purpose of the AS Security Key IE is to indicate the AS security Key.

	IE/Group Name
	Presence
	Range
	IE Type and Reference
	Semantics Description

	>KeNB
	M
	
	BIT STRING (128)
	


/*unchanged omitted*/
9.2.3.7

NAS Security Information
The NAS Security Information is to indicate the NAS related security information, such as NAS security algorithms.
	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	NAS Security Information
	M
	
	OCTET STRING (SIZE (2))
	
	
	


	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	





	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	


	
	
	
	
	


/*unchanged omitted*/
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