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1. Overall Description:
A) SA3 agreements

SA3 has come to the following agreements: 
· it shall be possible to update both AS and NAS keys in ACTIVE mode based on a new K_ASME

· AS key refresh shall be on K_eNB level (not on UP and RRC keys individually)

B) AS Key change

Four proposals for ACTIVE mode change of AS keys have previously been discussed in SA3 and RAN2; these are:

ACTIVE-IDLE-ACTIVE cycling The UE is sent into IDLE mode by the network, and it then goes back into ACTIVE mode. As a side-effect, the AS keys are refreshed. This solution was not preferred by RAN3 (S3-070794)
Intra cell handover The network performs a handover to the same cell the UE is already in. Only the AS keys are refreshed by this handover in similarity with an inter-cell handover. These new AS keys are derived from the previous AS keys.

PDCP sequence number boundary Both the eNB and the UE inform each other of the per radio bearer sequence numbers that mark the change of the AS keys to the new ones. This necessitates specifying additional means to derive new AS keys.  
KSI A KSI is sent in all packets from the eNB to the UE. Each KSI corresponds to a certain AS-key to use. This necessitates specifying additional means to derive new AS keys.  
C) Changing the complete key hierarchy

As SA3 has agreed that there must be a mechanism to change both AS and NAS keys based on a fresh K_ASME. SA3 believes that by extending the above AS-key change mechanisms, they could allow for a change of the entire key hierarchy in EPC/E-UTRAN. The pre-requisite is that the MME runs AKA with the UE in the background to establish a new K_ASME. SA3 has thought of several possibilities to achieve this key change, but has not concluded on the security implications of them yet. One possibility is that the MME triggers the eNB to perform a refresh of the AS keys, and during that procedure the eNB informs the UE to base the key derivations on the newly established K_ASME, implying also a change of the NAS keys based on the new established K_ASME. Another possibility may be for the MME to explicitly request the change of NAS and AS keys using NAS signalling. The latter possibility may be run in separate round trips or could be combined in one round trip.

2. Actions:

To RAN2:
ACTION: 
SA3 kindly asks RAN2 to take into account the above SA3 agreements (in 1.A) when designing a solution for key change in active mode and to analyse the alternatives of changing the entire key hierarchy in (1.C) in active mode.

4. Date of Next SA3 Meetings:

Adhoc on IMS and SAE/LTE
11 - 13 Dec 2007 
Sophia Antipolis, France

TSG-SA WG3 Meeting #50
25 - 29 Feb 2008  
Asia

TSG-SA WG3 Meeting #51
14 - 18 Apr 2008   
TBD

