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1. Overall Description:
S2-073899 evaluates the length of the NAS service request message in order to find out whether or not this message can be short enough to be carried in the RRC connection request. One of the information elements in a NAS service request is the NAS integrity tag (message authentication code). SA3 has been ask previously by RAN2 in R2-073001 if SA3 saw any concerns with an integrity protection of the NAS service request message shorter than 32 bit. SA3 answered in S3-070615 that a 16 bit NAS integrity tag on the NAS service request message should be sufficient.
In S2-073899 SA2 now asks SA3 to evaluate whether the NAS integrity tag on the NAS service request is needed at all. SA2 argues, that although the RRC setup request that carries the NAS service request  cannot be protected, the RRC integrity protection of the radio bearer establishment that follows the NAS service request  may provide sufficient protection for the overall service request procedure. (See Appendix for the UE triggered service request procedure) SA3 has analyzed the threats of an unprotected NAS service request message. SA3 also assumes that the RRC setup request cannot be protected as the RRC/UP security context is not setup when this message is sent. SA3 also assumes that RRC/UP security context is setup as part of the radio bearer establishment which can therefore be at least protected by RRC integrity. SA3 came to the conclusion that this RRC protection, however, does not adequately protect the overall service request procedure. The NAS service request also needs to be  integrity protected. SA3 has also revisited the question of how long the NAS integrity tag should be. SA3 has concluded that a 16 bit integrity tag is sufficient in order to protect the network against being flooded with service requests.. In addition SA3 considered a new threat of disrupting active UEs from service. This threat leads to the requirement of either a 16bit or a 32 bit NAS integrity tag on the service request message dependent on radio bearer handling on the network side. In the following the threats as well as the reasoning behind these conclusions is further detailed.    

Threat of MME flooding: If the service request procedure was only protected by the RRC integrity protection, then anyone could fake the messages in a service request procedure on behalf of a UE up to the Radio Bearer Setup Acknowledgement message (cf. TR 23.401, Section 5.3.4). In particular, an attacker could fake a NAS service request message on behalf of a UE and send it to an arbitrary MME. This would at least cause MME to request context information from the MME last serving UE and to setup context for UE at the eNB. In addition, it would lead to the assignment of radio bearers at the respective eNB. The consequences of not protecting the NAS service request are therefore much more serious than the consequences of not protecting the initial layer 3 message in UTRAN: the initial layer 3 message in UTRAN is always followed by a security mode command roundtrip that involves the VLR/SGSN. SA3 has discussed this attack and came to the conclusion that a NAS integrity tag of at least 16 bit is needed in  order to protect  against this attack,  Furthermore, it was noted in the discussion that an attacker could also send faked paging messages to a UE causing the UE to send correctly protected service request messages. Hence, in order to mitigate this variant of the flooding attack it would be desirable for the UE to include an indication of whether the service request was in response to paging or not. In this way, the MME could detect service requests triggered by faked paging messages.
Threat of disrupting active UEs from service: While the above consequences alone can already be considered as a serious denial of service attack against a network, there is an additional threat: From the service request procedure currently described in TR 23.401, Section 5.3.4 (see appendix), it is unclear how the existing radio bearers of a UE are affected by a new service request received by an MME. MME for example would receive such a new NAS service request if UE loses connection for a short time and then establishes an RRC connection with another eNB. There are two options how MME could handle the old radio bearers of UE in this case:
1. The receipt of a NAS service request leads to an immediate cancellation of the current radio bearers 

2. The receipt of a NAS service request first leads to the setup of new radio bearers and only the successful establishment of these lead to a cancellation of the current radio bearers.

The first option immediately leads to the need to use a NAS integrity tag on the service request message in order to make it as difficult as possible for an attacker to mount such a DoS attack that causes the radio bearers of a currently active UE to be canceled. In particular, not using a NAS INTEGRITY TAG on the service request at all is out of question if this option is used. As the RRC integrity protection of the radio bearer establishment following the RRC setup request that carries the NAS service request does not protect against this attack at all, a NAS integrity tag of the full length (32 bit) is necessary in this case. 

In case the second option is chosen by SA2, the combination of the NAS integrity tag on the service request message and the RRC integrity tag on the radio bearer setup exchange should provide protection that is equivalent to protecting the NAS service request message with a full NAS integrity tag. This can be achieved by combining a NAS integrity tag of at least 16 bits on the NAS service request message (that is carried in the unprotected RRC setup request) with a RRC integrity tag of at  least 16 bits on the radio bearer establishment message that follows the after the RRC setup request. If this combination is used, an attacker can cancel the radio bearers on behalf of a UE only if he first successfully guesses a correctly protected NAS service request for one of the active UEs and then in addition guesses the correct RRC integrity tag on the radio bearer establishment message for the same UE. 

Conclusion: Dependent on the handling of existing radio bearers in the MME, the NAS service request message shall be integrity-protected by a 16 or 32 bit NAS integrity tag in addition to the integrity protection on the radio bearer establishment provided by the RRC integrity tag. A 16 bit NAS integrity tag is sufficient only if a cancellation of the current radio bearers by the network is effected only after successful completion of the integrity-protected RRC procedure for the set up of the new bearers.

2. Actions:

To SA2, RAN2, RAN3.

ACTION: 
SA3 kindly asks SA2, RAN2, and RAN3 to take the above conclusion on the required length of the NAS integrity tag on the NAS service request message into account when further discussing the service request procedure. In addition SA3 asks SA2 to decide on their preferred option of the handling of existing radio bearers in the MME upon receipt of a NAS service request and notify SA3 of their choice. . In addition, SA3 asks SA2 whether the 4 bit “NAS service request purpose” mentioned in the LS of SA2 indicates to the MME whether a service request is sent in response to paging. 
3. Date of Next SA3 Meetings:

Adhoc on IMS and SAE/LTE
11 - 13 Dec 2007 
Sophia Antipolis, France

TSG-SA WG3 Meeting #50
25 - 29 Feb 2008  
Asia

TSG-SA WG3 Meeting #51
14 - 18 Apr 2008   
TBD
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Figure 5.3.4-1: UE triggered Service Request procedure
