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1. Overall Description:

3GPP RAN WG3 would like to thank SA WG3 and RAN WG2 for the information provided in above mentioned Liaison Statements. RAN3 would like to add the following observations respectively questions:
1) Separation of Security Mode Command (SMC) procedures for AS and NAS (R2-072955)

RAN3 can confirm the view by RAN2 that a separate SMC for AS is required. This statement comes from the expectation that a SECURITY MODE COMMAND procedure will be required on S1 for commanding an AS key change (and optionally a change of security algorithm) from MME to eNB.

On the need for a combined procedure, RAN3 assumes that this does depend on decision by SA2 whether a single procedure for transition from LTE_Detached to LTE_Active shall be standardised.

2) Timing of Security Mode Command (SMC) procedures for AS and NAS (R3-071296)
In case no security relation is yet established between UE and MME (LTE_Detached to LTE_Active):
If there exists the requirement that NAS SMC shall not be performed without ciphered/integrity protected RRC signalling connection, the NAS SMC would have to be performed after the AS SMC, which would mean that also due to this requirement, only AS SMC is required from eUTRAN point of view, as the NAS SMC would represent a “eUTRAN transparent” direct transfer message exchange between UE and MME.

3) On usage of Active>Idle>Active Transition for Key Change

Several companies and individuals expressed concerns on solutions, which would incur a disruption of roughly 100msec in ongoing connections. It was expressed in RAN3 that such disruption would be in contradiction to the effort which was put in LTE to ensure a well performing handover and seamless user perception in both, real-time services and TCP-based services.
2. Actions:

To S3 group:
ACTION: 
RAN3 would appreciate feedback on the timing of Security Mode Command (SMC) procedures for AS and NAS
3. Date of Next TSG-RAN WG3 Meetings:

RAN3#57bis
8th – 11th 
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Sophia Antipolis, France

RAN3#58
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November 2007

Seoul, South Korea
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