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1
Introduction

This document deals with S1 context management procedures especially to the Initial Context Setup procedure, which is already introduced in TS 36.300 and TS 36.413. 

An analysis is included in this paper whether the Initial Context Setup procedure could be used for certain mobility management scenarios (defind in TS 23.401 v1.1.1) like  attach, tracking area update and service request. 

In addition this paper also includes considerations whether the Initial Context Setup procedure could be used after a re-authentication procedure as well in order to provide new security assocations between the MME and the eNB. 

2
Discussion

2.1
Attach procedure
The following figure shows only steps of an ATTACH procedure which are relevant for S1 interface considerations (a more detailed message flow is given in TS 23.401 v1.1.1). 

· The ATTACH REQUEST message is sent in the S1AP; INITIAL UE MESSAGE message together with an indication of the E-UTRAN Area identity (a globally unique E-UTRAN ID) to the MME. 
· In case the UE is unknown in the old and new MME the identity procedure (NAS level) will be performed. Authentication (NAS level) is performed only if UE context for the UE exists anywhere in the network. 

· The identiy and authentication messages are transferred in the S1AP DL/UL NAS TRANSPORT messages. 
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· The MME triggers the Initial Context Setup procedure by sending the INITIAL CONTEXT SETUP REQUEST to the eNB including:

· NAS PDU: ATTACH ACCEPT: with presence mandatory
· Security context: with presence mandatory 
· SAE Bearer context: with presence mandatory 
· S-GW address, TEIDs

· Handover Restriction List

· The eNodeB forwards the ATTACH COMPLETE message to the MME within the S1AP INITIAL CONTEXT SETUP COMPLETE message. This S1 control message also includes the TEID of the eNodeB and the address of the eNodeB used for downlink traffic on the S1-U reference point.

2.2
Tracking Area Update

The following figure shows the only steps of an tracking area update procedure which are relevant for S1 interface considerations (a more detailed message flow is given in TS 23.401 v1.1.1). 

· The TAU REQUEST message is sent in the S1AP; INITIAL UE MESSAGE message to the MME. 
· If the authentication procedure is triggered the corresponding messages are transferred in the S1AP DL/UL NAS TRANSPORT messages. 
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· If all checks are successful then the MME sends the TAU ACCEPT message within the Initial Context Setup procedure to the eNB, which includes the security context.

If “active flag” is not set then no SAE bearer establishment is required. 
Consequently the NAS PDUs: TAU ACCEPT and TAU Complete are transferred within the DL/UL NAS TRANSPORT messages and the Initial Context Setup procedure will not be used.

2.3
Service Request procedure 
The following figure shows the only steps of a Service Request procedure which are relevant for S1 interface considerations (a more detailed message flow is given in TS 23.401 v1.1.1). 
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· The eNodeB forwards NAS message to MME. NAS message is encapsulated in an S1 INITIAL UE MESSAGE message to the MME 
· The MME sends S1-AP INITIAL CONTEXT SETUP message to the eNB including 
· S-GW address, S1 TEIDs: presence is mandatory 
· SAE Bearer Context: presence is mandatory, in order to establish the default bearer and the pre-established dedicated bearers. 
· Security Context: presence is mandatory 
· MME signalling connection ID: presence is mandatory 

· The eNodeB sends an S1-AP message INITIAL CONTEXT SETUP COMPLETE (eNodeB address, S1 TEID(s) (DL)) to the MME. 

2.4
Re-Authentication, security issues
In case the MME triggers an Authentication procedure the same key exhange needs to be performed as described for the attach procedure. 

For the provision of the new allocated keys for RRC signaling and u-plane ciphering the Initial Context Setup procedure can be used as shown in the following figure. 
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If Authentication or Re-Authentication is performed the UE receives security related information and derives all necessary keys for NAS security, RRC security and UP security. 
The MME derives the security related keys and is able to apply NAS level security. Furthermore the MME provides the eNB keys for user plane encryption and RRC security within the Initial Context Setup procedure.
After the provision of the new security context the eNB is able to apply RRC Integrity Protection, RRC ciphering and user data encryption. 
3
Proposal/Conclusion

The following results can be formulated:

1 If required an authentication and identity procedure is triggered prior to the Intitial Context Setup procedure. 
2 The Initial Context procedure shall be triggered:
· In case of an re-authentication, during attach, during a service request procedure

· During a tracking area udpdate procedure only if the “active flag” is set.

The following IEs within the Initial Context Setup procedure are needed: 
3 Security context IE shall be transferred during an attach and service request procedure and after a re-authentication procedure was triggered 

4 The SAE Bearer context IE per SAE bearer shall be transferred during an attach and service request procedure and in case the active flag is set for the tracking area update. 
5 The Handover restriction list IE shall be provided during the attach procedure. 
6 The NAS PDU IE is used to transfer the ATTACH ACCEPT message to the eNB

The security context which is transferred in the Initial context setup procedure shall include the RRC keys to apply RRC security in the eNB and the user plane key to apply user plane encryption. 
9.1.4
Context Management Messages

9.1.4.1
INITIAL CONTEXT SETUP REQUEST

	IE/Group Name
	Presence
	Range
	IE type and reference
	Semantics description
	Criticality
	Assigned Criticality

	Message Type
	M
	
	
	
	YES
	reject

	eNB S1-AP UE Identity 
	M
	
	
	
	YES
	reject

	MME S1-AP UE Identity 
	M
	
	
	
	YES
	reject

	SAE Bearer to be Setup List
	M
	
	
	
	YES
	ignore

	>SAE Bearer to be Setup Item IEs
	
	
	
	
	
	

	>>SAE Bearer ID
	M
	
	
	
	-
	

	>>SAE Bearer level QoS parameters
	O
	
	
	Note: same as in SAE Bearer Setup procedure. IE Presence is FFS.
	-
	

	
	
	
	
	
	
	

	>>Transport Layer Address
	M
	
	
	
	-
	

	>>S1 Transport Association
	M
	
	
	
	-
	

	Security Context
	O
	
	
	
	
	

	>RRC security
	M
	
	
	
	
	

	>User plane security
	M
	
	
	
	
	

	Handover Restriction List
	O
	
	
	Note: provided during an attach
	
	

	NAS PDU
	O
	
	
	Note: 
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