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1 Introduction
In contribution R3-071467, we have introduced two new network nodes into the HNB architecture: HNB GW and HNB HSS. These two network nodes play important roles in the pre-operational procedures. In this contribution we will discuss the pre-operational procedures of HNB based on the HNB architecture.
2 Discussion
2.1 General pre-operational procedure 
Figure 1 gives a general pre-operational procedure. 
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Figure 1
general pre-operational procedure 

1. Registration procedure. When power on, HNBs discover an exact HNB GW and then register itself with PLMN network via the HNB GW. In this step, some basic information such as HNB identifier is sent to PLMN network for registration.
2. Security procedure. Mutual authentication between HNB and PLMN is performed and a security tunnel between HNB and HNBGW is established.
3. Internal IP address allocation. For the communication between HNB and other internal network elements, some internal IP addresses need to be allocated to HNB. 
4. Self-configuration. Based on the security tunnel and the allocated internal IP address, the HNB downloads configuration parameters from OAM, and then performs self-configuration, e.g. S1, X2 and radio configuration. 
2.2 How a HNB connects to PLMN network

Since the HNB GW can act as a portal for HNB accessing to PLMN network and have a public IP address, a HNB should connect to an HNB GW firstly. There are several methods for HNB discover an exact HNB GW:
· Pre-configure the HNB GW IP address in HNB;
· Pre-configure the HNB GW domain names in HNB. In this way, all HNB GW in a PLMN network can only share one domain name, and DNS server in the third network can translate the domain name into different IP addresses according to the location of a HNB.
Once a HNB power on, it will send a registration message to a HNB GW with its IP address. In this registration message, some basic information of this HNB such as HNB identifier parameters and/or some authentication parameters shall be included.
2.3 Mutual authentication between HNB and the network and security tunnel establishment
As described in [3], When a HNB is introduced into the PLMN network, the mutual authentication between HNB and the Serving Network is needed to ensure overall security of the 3GPP system. Mutual authentication between the HNB and OAM domain will also be required. In addition, a security tunnel between HNB and HNB GW needs to be established.

There are some questions about security procedure:

1. Shall the mutual authentication between HNB and service/OAM domain be performed together or separately?
2. Security tunnels for service and OAM should be together or separately?
3. For the security tunnel establishment and the authentication, which one should be performed firstly? There are two different opinions:
· One is that the establishment security tunnel is prior to the authentication. Since the establishment a security tunnel is issue of transport layer, so it should be done firstly, and then authentication messages can be transferred under the protection of this security tunnel. 
· The other opinion is that the authentication procedure can be performed without protection (for example AKA procedure), and security tunnel can be established based on the security key generated by authentication procedure.
2.4 The allocation of the internal IP addresses of HNB
From the viewpoint of network elements in PLMN, it is preferable to consider a HNB as an internal node in PLMN. For example, when establish a bearer between serving GW and a HNB, serving GW is not willing to distinguish HNB and macro eNB. So HNB need to have one or more PLMN internal IP addresses. In addition, OAM may need another internal IP address to connect to a HNB.

There have two ways for allocation internal IP addresses for a HNB in service domain: 
· one is allocated by OAM, 
· the other is allocated by a DHCP server located in service domain. Which one is preference is FFS.
2.5 Continuous procedure about self-configuration 
After a security tunnel has been established and the needed internal IP addresses have been allocated to a HNB, this HNB can be treated as an internal node of PLMN. So it is time to configure HNB by self-configuration procedure.
Since HNB is deployed by user himself, which means that there has no network planning for HNB, HNB may need to report some information, for example location information and so on, for SON system to decide the needed configuration parameters. Besides this difference, the self-configuration procedure of HNB is similar to macro eNB.
After HNB get all needed configuration parameters, it can configure S1, X2 (if needed) and radio interfaces, and then enter the operational state.
3 Conclusion and Proposal
It is suggested that the following requirements will be captured into internal TR R3.020:
· Before access a PLMN, mutual authentication shall be performed between HNB and service domain and OAM domain. Whether these two authentication requirements can be done in one procedure is FFS.
· There needs one security tunnel for service domain and one security tunnel for OAM domain. Whether these two tunnels can unite into one security tunnel is FFS. Which type of security tunnel, e.g. IPSec tunnel, TLS tunnel etc., can be utilized is FFS.
· For service convince, PLMN network shall allocate one or several internal IP addresses to HNB for service domain. PLMN network shall allocate one internal IP address to HNB for OAM domain. How to allocate these internal IP addresses is FFS.
It is suggested that the following general pre-operational procedure will be captured into internal TR R3.020:
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Figure X
general pre-operational procedure 

1. When power on, HNB tries to discover an exact HNB GW and then register itself to PLMN network via the HNB GW. In this step, some HNB basic information such as HNB identifier will be sent to PLMN network for registration.

2. Mutual authentication between HNB and the network will be performed and a security tunnel between HNB and HNBGW need to be established.

3. For the communication between HNB and other network elements, some internal IP addresses need to be allocated to HNB.
4. Continuous procedure of self-configuration: after security tunnel has been established and internal IP addresses have been allocated, HNB can report its detailed information to OAM for self-configuration and then download some configuration parameters from OAM. HNB will configure S1 interface, X2 interface (if needed) and radio interface according to the parameters. Then the HNB will enter operational state. This procedure is similar to self-configuration procedure of macro eNB. 
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