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1. Overall Description:

SA3#48 has started an evaluation how to secure the eMBMS infrastructure, based on the availability of following documents: 

· R3.018: 3GPP TR R3.018 V0.9.0 Evolved UTRA and UTRAN; Radio Access Architecture and Interfaces (Release 7)
· R3-071228: “E-MBMS Architecture Summary”, Vodafone Group, 3GPP TSG-RAN WG3 Meeting #56 (7th – 11th May 2007, Kobe, Japan)

· R3-071269: “LS on RAN3 EMBMS architecture discussion and agreements.”, RAN WG3, 3GPP TSG-RAN WG3 Meeting #56 (7th – 11th May 2007, Kobe, Japan)

Assumptions: 
Based on the above, following architectural working assumptions were captured to serve as a base for this analysis:

A) IP multicast is used to transport MBMS user plane packets.

B) The multicast originator for the UP is an MBMS_GW-UP network entity, the multicast recipients are the eNBs.

C) IP multicast addresses for UP are allocated by CP signaling.

D) The use of IP multicast for the Control Plane is under discussion in RAN3, and would follow the assumption (B) with the difference that the CP signaling logically terminates in the eNB, whereas received UP packets will be put to broadcast by the eNB. 

The content and functionality of the Control Plane messages was unknown and SA3 asks RAN3 to supply further information on these, when available.

For the purpose of the security analysis SA3 also assumed following:

1. Both in case of IP multicast or point to point IP unicast transmission of CP, source and destination addresses for CP traffic are administered (preconfigured) in the eNB and MBMS_GW-CP network entity.

2. Application layer security is independent of MBMS Transport network security i.e. security according to TS 33.246 may be active or not.

3. Both eNB and MBMS_GW-CP/UP entities are trusted, whereas it is assumed that an attacker can gain full knowledge of all parameters sent from the MBMS gateway (CP and UP) towards the eNB in non-confidentiality protected messages. This means that this analysis focuses on means for an attacker to use insecure network connectivity or compromised multicast routers in the connectivity network between MBMS GW (CP and UP) and eNBs.

Taking into account the above assumption (2), it may happen that the MBMS service intentionally shall not apply application layer security. Examples of such services are free-to-air TV and emergency broadcasts. Regulators may require that emergency services are reliably broadcasted, and should not be usable by attackers e.g. redirected to another region, by attacking the eMBMS Control Plane.

Security analysis:

The differences in vulnerabilities between a point-to-point and point-to-multipoint based transport of packets lies in the fact that an attack yielding the same result can be launched easier in the point-to-multipoint architecture than in a point-to-point architecture. 

A successful attack on the User Plane transport would mean that spoofed/fake user plane traffic goes on the air interface (Note that in case there is application layer protection according to TS 33.246, the only possible attacks against User Plane transport are DoS attacks). Control Plane attacks may stand on its own e.g. denial of service attacks to extend/diminish/modify the reach of legitimate traffic, or could be used as a preparation phase to enable a successful User Plane attack, e.g. to extend/diminish/modify the reach of a user plane attack. 

Given that a user plane attack directly shows up to the air interface, SA3 considers that protection of the multicast transport of user plane packets should be the first priority (e.g. by applying packet authentication on transport level i.e. RFC4303) between the MBMS-GW_UP and the eNB, rather than applying only protection to the control plane signalling. This recommendation is only valid in case the keys that will be used for protection of the user plane transport are not distributed to eNBs via unprotected control plane signalling. On the other hand O&M to administrate keys is allowed. RAN3 are requested to provide feedback on this assumption.

In case RAN3 would select multicast also for the control plane transport, and if protection of the multicast transport of user plane packets in form of RFC4303 is in place to protect the multicast transport of user plane packets, then there is a low added cost to reuse this also for protecting the control plane signalling. On the other hand, in case RAN3 would select unicast for the control plane, it might be possible to consider the re-use of the existing network domain security mechanisms (Cf. TS 33.210). 

As described in the clause on assumptions, the trust model which SA3 took as a base assumed that an eNB would not be compromised, and as such group authentication by sharing keys between eNBs and the MBMS_GW-CP entity would be sufficient. SA3 notes that the security provided by one group multicast security association is different from multiple point to point security associations in the sense that the same key is shared by more than two nodes. And hence when one of these nodes is compromised, an attack has wider scope in the group authentication case. We note that for the eMBMS user plane a successful attack could then result in an undesired "pirate" service.
For counteracting the risk of a compromised eNB that resulted in revealing the shared keys used for authenticating UP, we would need a more sophisticated key management which ensures source packet authentication.  But we don't believe this is relevant for the recommendations that were given above i.e. that the user plane transport shall first be the first priority for protection, and if in place it could be used for the CP also in case multicast is selected by RAN3.

2. Actions:

To TSG RAN3 group

ACTION: 
TSG SA3 kindly asks TSG RAN3 to 

1.  Provide confirmation on the assumptions stated in this LS. 

2.  Provide more information about the eMBMS solution, in particular about proposed signalling architecture so that SA3 can provide further assessment of the control plane security.
3. Date of Next SA3 Meetings:
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