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1 1
Scope 
The scope of this contribution is to highlight the current SA2/SA3 open points/requirements on the LTE security aspects and clarify how these topics affect the definitions/finalization of the S1 procedures during the Registration procedure.
2 Discussion

2.1 Current status
In the last meeting, proposals for the S1 functions during Detached to Active transition have not been agreed: even if there was a common understanding on the S1 functions involved during Registration, there were misalignments on how those functions should be performed. Following is a list of SA2/SA3 Open Points/Requirements which may affect the S1 protocol design during LTE Detached to Active state transition:
· SA2 Open Points:
· It is not sure whether APN information can be provided from the UE to the network;
· In case the UE can provide the APN, it is not sure whether this information is sent before the NAS signalling security has been established.
· SA3 Open Points:
· Security algorithm selection issues i.e.
· Which network entity should select the algorithm?
· Which network entity should acknowledge to the UE the algorithms selected in an integrated manner?
· To which entity the UE has to send the capabilities?
· SA3 Requirements:

· The RRC/UP/NAS selected algorithms for ciphering/integrity have to be informed to the UE in an integrity protected way.
2.2 S1 protocol design and SA3 Open Points
With regard to SA3 Open Points (i.e. RRC/U-plane algorithm selection for ciphering/integrity protection), three possible alternatives have been agreed in SA3. This paragraph shows how the S1 protocol design is affected by the finalization of RRC/U-plane algorithm selection for ciphering/integrity protection.

In the alternative 1, shown in figure 1,
· MME selects the ciphering/integrity protection algorithm for RRC, U-plane and NAS protocols and download (open point) them to both eNode B and UE 
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Figure 1: Alternative 1, MME selects all algorithms and MME protects the acknowledgement for all algorithms 
.According to figure 1, the S1 functions involved during LTE Detached to Active transition, could be performed by the S1 procedures listed in Table 1:
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Table 1: Possible S1 procedures involved in Registration procedure if the RRC, U-plane and NAS algorithm are selected and acknowledged to the UE as in alternative 1
The open points in the table 1 are related to whether eNB or MME should acknowledge the selected RRC, UP ciphering/integrity algorithms to the UE.

In case of MME acknowledge, upper layer protocol in UE has to send this information to RRC layer when it receives corresponding NAS message.
The assumption in the table 1 is that eNB will acknowledge the chosen RRC algorithm to the UE by RRC integrity protected message (i.e. 3 and 5 can be combined).

In Option 2, Attach Accept will be sent by S1-AP DL transport message only if it requires confidentiality. Alternatively, NAS security info could be started by NAS DL transport procedure and then S1 Initial Context Setup message would inform eNB on SAE Bearer info, download security info to the eNB and convey ciphered NAS messages.
In the alternative 2, shown in figure 2:
· MME selects the ciphering/integrity protection algorithm for NAS protocol and download to the eNB the allowed RRC/U-plane algorithms for the ciphering/integrity protection
· eNB selects both  RRC and U-plane ciphering/integrity algorithms and informs the MME on the chosen algorithms (open point)
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Figure 2: Alternative 2, MME, eNB and UPE select the corresponding algorithms and MME protects the acknowledgement for all algorithms

According to figure 2, the involved S1 functions involved in LTE Detached to Active state transition could be performed with the S1 procedures listed in Table 2:
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Table 2: Possible S1 procedures involved in Registration procedure if the RRC, U-plane and NAS algorithm are selected and acknowledged to the UE as in alternative 2
The open points in the table 2 are related to whether eNB or MME should acknowledge the selected RRC, UP ciphering/integrity algorithms to the UE.

In case of MME acknowledge, upper layer protocol in UE has to send this information to RRC layer when it receives corresponding NAS message.
The assumption in the table2 is that eNB will acknowledge the chosen RRC algorithm to the UE by RRC integrity protected message. (i.e. 3 and 5 can be combined)

In Option 2, Attach Accept will be sent by S1-AP DL transport message only if it requires confidentiality. Alternatively, NAS security info could be started by NAS DL transport procedure and then S1 Initial Context Setup message would inform eNB on SAE Bearer info, download security info to the eNB and convey ciphered NAS messages.
In the alternative 3, shown in figure 3,

· MME selects the ciphering/integrity protection algorithm for NAS protocol and download to the eNB the allowed RRC/U-plane algorithms for the ciphering/integrity

· eNB selects both  RRC and U-plane algorithms for integrity/ciphering protection algorithms and acknowledge the chosen algorithms to the UEs

· MME download the NAS chosen algorithm for ciphering/integrity protection to the UE
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Figure 3: Alternative 3, MME and eNB select and MME protects the acknowledgement NAS, eNB protects the acknowledgement for RRC and UP
According to figure 3, the involved S1 functions involved in LTE Detached to Active state transition could be performed with the S1 procedures listed in Table 3:
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Table 3: Possible S1 procedures involved in Registration procedure if the RRC, U-plane and NAS algorithm are selected and acknowledged to the UE as in alternative 3
In Option 1, Attach Accept will be sent by S1-AP DL transport message only if it requires confidentiality. Alternatively, NAS security info could be started by NAS DL transport and then S1 Initial Context Setup message would convey SAE Bearer info, download security info to the eNB and convey ciphered NAS messages.

In all the alternatives, the S1 Initial Context Setup is applicable. How it will be used depends on the finalization of security algorithm selection.

2.3 S1 protocol design and SA2 Open Points

The current SA2 Open Point also impacts the S1 design protocol:

If it will turn out that UE cannot send APN information to the network, S1 procedures finalization will depend mainly from security algorithm selection finalization.
On the other hand, if it will turn out that the UE can send the APN information to the Network and integrity/ciphered protection is required, the possible S1-AP protocol procedures to perform the S1 function needed during Registration are filter out as in table 4.
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Table 4: Possible S1 procedures involved in Registration procedure in case UE and Network have to exchange the APN information with integrity protection

From the table it is understood that the initial context setup is needed for SAE Bearer info, DL NAS for PDP context information, NAS DL for Attach Accept.

A dedicated procedure S1 AP is also needed to start security. How this procedure will be used depends on the security algorithm selection finalization.
3 Conclusion
This contribution summarizes the outstanding topics affecting the finalization of the S1 procedures involved during LTE Detached to Active state transition. Furthermore, an analysis of possible S1-AP design solution, according to the finalization of SA3/SA2 open points, has been made.

It is proposed to:

· Take into account the analysis reported in this contribution for the definition/finalization of the S1 procedures involved during LTE Detached to Active state in stage 3

· Add some Editor note in TS 36.300 to clarify that it is FFS if and how the S1 Initial Context Setup message will be used during the LTE Detached to Active state transition and whether a dedicated procedure is needed to download security information to the eNode B and UE.
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