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1 Introduction

The requirement of trace functionality in LTE/SAE system has been discussed in SA5. In the LS [5] to RAN3, a desired requirement about earlier trace functionality is presented as “as many problems within the system occur at call set up, it is vital to start the trace functionality as early as possible”. In another paper [4], an additional requirement is presented as “to find faults in the air interface signaling, it would be beneficial to include trace of the air interface as well”.
According to the above requirements described for the LTE/SAE system, it is preferable to trace a UE from the first message, i.e. RRC connection request message.

This contribution tries to provide an effective method to meet these requirements. 
2 Discussion

2.1 Traditional trace functionality
In UMTS, trace functionality is invoked when the RNC has received CN_INVOKE_TRACE message from the CN. If you are to trace messages before the CN_INVOKE_TRACE, one solution in implementation is that RNC stores all received messages for all UEs in advance. Then the RNC can report the stored trace result to the EMS after receiving the CN_INVOKE_TRACE for a specific UE. If RNC can not receive the corresponding CN_INVOKE_TRACE within a certain time period, the stored information for the UE will be deleted. This solution is not considered as an effective method because more memory and computing resources are needed for storing datum of mass UEs while most of UEs are traced occasionally.
2.2 New method for the LTE/SAE system
Because the first signaling message, i.e. RRC Connection Request, is always from UE in almost all procedures, and before that there is no UE context stored in the eNB, it would be helpful to trace earlier if some trace indication information can be piggybacked in the RRC Connection Request message. 
When the trace function for a UE needs to be activated, the CN can send trace indication information to the UE through existing NAS message. Maybe this indication is just a bit-flag to confirm whether the UE is to be traced or not. When receives it, the UE can store this trace indication information. Afterwards, when the UE sends RRC connection request message to eNB, this trace flag can be piggybacked to indicate to the eNB that it shall start tracing for the UE immediately. In this way, almost all signalings including radio signallings can be traced.
When the trace function for a UE needs to be deactivated the UE can be informed to remove the trace flag in the same way.
In appendix, some examples are given to illustrate this method in details.
Gains: 
1. Almost all signaling can be traced, especially for RRC connection request message, which can not be traced in the traditional way.
2. Prestoring messages of all UEs can be avoided compared with the possible implementation in UMTS..
Costs:
1. It needs little transport resource to transfer necessary trace indication to UE. But with an appropriate way, both the volume of indicative information and the transfer frequency can be minimized. As shown in the appendix for this document, the volume of the trace information is only a single bit.
2. UE needs storage resources to save trace indication. This storage needed is considered minimal.
3 Conclusion & Proposal
Due to gains and little costs from the outlined introduction, the method is considered achievable and feasible. The above description is proposed to be captured in TS 36.300. An outline of the needed changes is found below. Huawei is willing to draft the necessary CR. 
X
Subscriber and equipment trace
In order to trace a UE as early as possible, it is necessary to notify the UE when the trace function for this UE is activated. So in succeeding RRC connection request message, the UE can notify eNB that it is to be traced.

This method comprises the following steps:
· When the trace function for a certain UE has been activated, the MME can piggyback the trace indication information into a NAS message. This NAS message may be Attach Accept message, TAU Accept message, etc. Upon receipt of the trace indication information, the UE will store it.
· When the UE does a subsequent RRC Connection establishment procedure, it will piggyback the trace indication information into the RRC connection Request message to activate the trace within the eNB.
· The eNB will activate the trace function immediately upon received the trace indication information. 
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Appendix
This appendix shows an example of earlier trace function in details.
Step 1---Transfer trace indication information to UE
When a downlink NAS message needs to be transferred to UE, MME can check whether the trace function for this UE has been activated. If yes, MME can piggyback the trace indication information into this downlink NAS message. In order to save transport resource and UE’s storage resource, this trace indication information may be a bit of flag to indicate if this UE should be traced or not. All possible Downlink NAS message such as attach accept message, TAU accept message, paging message and so on can convey this trace indication information. The following figure depicts how the trace indication information be conveyed through Attach Accept message.
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1. UE sends an attach request to MME for connection.

2. MME agrees the attachment and sends an accept message back to UE, which can include a trace flag to notify the UE for trace. If the UE is to be traced, this flag is set ‘1’, and if this UE is not to be traced or the trace function is to be deactivated, this flag is set ‘0’. The UE will store this flag. 
Step 2---Notifying eUTRAN about trace through RRC message
When UE initiates RRC connection establishment procedure for any reason, the trace flag can be piggybacked in RRC Connection Request message.

[image: image2]
1. A trace flag is included in the RRC connection request message. If the trace flag is ‘1’, which means this UE need be traced, the eNB will start the trace immediately, and all signaling messages about the UE will be buffered. Else if trace flag is ‘0’, then eNB will not start the trace function. 
Note that in this example, eNB will only buffer signaling for the UE which included a trace flag set to a ‘1’. Additional trace handling is executed after the detailed trace parameters are received from CN.
2. eNB configures resources relevant of the service and sends a message back to UE. 
3. UE sends a setup acknowledge message. The RRC connection is complete.
Note: For the combined RRC/NAS message, the method is still applicable.

Step 3---further handling for trace
When the trace flag which eNB received is set “1”, the eNB is only buffered the signaling for this UE. So eNB need more detailed trace information for further handling. And this detailed trace information can be transferred to the eNB through Initial Context setup Request message. And in some exceptional condition where trace flag from UE is set “1” and there has no detailed trace information in Initial Context Request message, the eNB will delete the buffered trace signaling. 
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3. Radio Resource Setup Ack





2. Radio Resource Setup














1. Radio Resource Connection Request (with a trace flag)
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2. Attach Accept (with a trace flag)








Initial Context setup Request (with more detail trace info)





1. Attach Request
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