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1 Introduction

SA2#56b Rel-8 joint meeting with SA2, RAN2 and RAN3 made a decision to move User Plane ciphering into eNB (S2-071046), based on SA3’s reply-LS on 'potential implementation of user plane encryption in LTE Base Station site (S3-070153). 

This decision introduces additional threats for the user plane and eNBs as described in TR 33.821, section 5.2. “Threats to eNodeB and last-mile transport links”. These threats include service theft, confidential information leakage, user masquerade, and packet eavesdropping, injection, and modification attacks. Attacker may also try to physically tamper the eNBs and get unauthenticated access to the last-mile links. Attacker getting access to the eNB may also be able to compromise keys stored in the eNB, including keys which are intended for backhaul and O&M link protection (e.g. long term keys used for network domain security and eNB authentication towards the network) and keys related to served subscribers (short term session keys). 

This contribution lists some high level security requirements for eNBs for mitigating these threats. SA3 should have a discussion on the eNB security requirements and agree on them during the SA3 May meeting (22 - 25 May 2007).

2 Security Requirements for LTE eNBs
As a guideline, the security requirement for eNB shall not mention any specific implementation technology, in order not to prevent future evolutions of security technology. 
Terminology used in this section is as follows:

Secure environment is an area on which an attacker when gaining physical access to components e.g memory or communication busses within an eNB can not intercept plain text data (e.g. reading plain text packets and/or keys)

Last-mile is the path or link from the eNB towards the physically secure core network (e.g. security gateway)

Physically secure means that attacker does not have physical access to the device/link
Physically insecure means that attacker can have access to the device/link

A) Requirements for eNB setup and configuration.

Setting up and configuring eNBs shall be authenticated so that attackers shall not be able to modify the eNB settings and software configurations locally or remotely. 

1. Communication between the SAE core and the eNB shall be mutually authenticated.

2. Communication between the remote/local O&M systems and the eNB shall be mutually authenticated.

3. Software & Database upgrades, re-installation, and boot-up processes shall be integrity/authenticated protected to prevent malicious software & data installation and version downgrade attempts into the eNB.

4. Confidentiality of software transfer towards the eNB shall be ensured.

B) Requirements for key management inside eNB

The SAE core network provides subscriber specific session keying material for the eNBs, which also hold long term keys used for authentication and security association setup purposes. Protecting all these keys is important.
5. Keys stored inside eNBs shall never leave a secure environment within the eNB

C) Requirements for handling User plane data within the eNB

It is eNB’s task is to cipher and decipher user plane packets between the air interface and the last-mile link. 

6. User plane data ciphering/deciphering shall take place inside the secure environment where the related keys are stored. Last-mile link ciphering with NDS/IP is mandatory in case the last-mile link is physically insecure.
3 Conclusion

We propose that SA3 discusses the proposed security requirements in section 2 as a preparation phase for the SA3 May meeting (22 - 25 May 2007), during which the requirements should be agreed and documented into the TR 33.821 as a working assumption.
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