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Abstract of the contribution:

It proposes to take the necessary actions about which SA3 has expressed serious concerns seriously into account before the decision is taken in 3GPP if PDCP is moved to E-Node B.

Introduction

Considering the proposal and heated debates about moving  PDCP to E Node B and the subsequent deadlock situations in all LTE/SAE related WG’s, a proposal has been initiated by some companies to agree to the proposal of moving PDCP to E Node B.

However, in light of the response from SA3 to SA2’s request for information on the impact of this move, SA3 clearly indicates that there are serious concerns about both increase security risks and the additional cost.

1. There is increased threat because of moving the ciphering into the Base Station site.


These threats include:



Eavesdropping;


Packet insertion and diversion resulting in potential service theft and/or user     masquerade.

2.
The threats could to an acceptable extent be mitigated by mechanisms that would incur additional cost. These mechanisms could include:


Tamper resistance;


Tamper detection;


Platform security:


Backhaul link security (especially encryption of user plane data from the eNodeB to the core network);


Physical security. 


It is difficult to give accurate estimations of the additional cost involved in providing these mechanisms at this stage of the work. 

The proposal of moving PDPC to E-Node has not addressed concerns as listed above from SA3 so far. We expect that this will remain until some follow-on actions are taken and means found to address those issues.
Proposals

1. It is necessary to clarify and agree on what actions need to be taken to guarantee that the security and additional cost concerns are addressed properly and resolved (involving SA2, SA3 and RAN2/3,.

2. It is necessary to discuss what the backup measures should be if the outcome of 1) is not satisfactory.
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