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1.
Introduction

TR “HSPA Evolution beyond Release 7” section 9 describes current proposals for HSPA evolution architecture. Telecom Italia proposed architecture is based on a flat evolved UTRAN architecture regarding the User Plane, where Node B are directly connected to CN entities (SGSN or GGSN, the latter in case of One Tunnel architecture adoption) through broadband interfaces and the RNC is kept for Control Plane management only.

This approach, thought for scalability issues in a wireless broadband scenario, requires analysis on some topics, one of them being security functions (both CP and UP) location, that is currently in the RNC.
Regarding UP security, that is ciphering, two options are possible: in the Node B or in the GSN. This contribution analyses pros and cons of both solutions.
2.
Security management in Node B in HSPA+ flat architecture
A flat evolved architecture may locate UP security functions either in the Node B or in the CN entity (xGSN).
Security functions in the Node B

Placement of security functions in the Node B has the following main advantages:

· Backward compatibility for the protocol stack;
· Distribution of the processing load throughout the network;
· No upgrade is needed in the core network.
The main drawback of this approach comes from the risk of accessing unprotected data in the Node B reducing the degree of security of the network. 
This issue is under responsibility of SA3. In LTE, that has a similar architecture for the user plane, SA3 decided to place security functions above the eNode B, i.e. in the MME/UPE.
However in that case there were no constraints on the backward compatibility in the UE protocol stack.
Moreover, security concerns mainly apply to pico/femto coverage scenarios, where, due to the Node B placement (indoor, domestic areas, etc.) accessibility to the Node B is easier.
At any rate, it is worth mentioning that operators could be interested in deploying different radio accesses in one common core network. Some of them (e.g. non-3GPP accesses) will rise the same security problems, hence the operator should anyhow introduce a solution at core network/application layer, that could also be reused also for HSPA evolution.
Security functions in the Core Network

Placement of security functions in the GSN (SGSN or GGSN, the latter in the One Tunnel architecture) is compliant to SA3 requirement for LTE but has the following main drawbacks:

· It requires changes to the protocol stack that could be not backward compatible;

· It concentrates a processing consuming function in GSN, in particular in the One Tunnel scenario;
· It requires the upgrade of core network nodes, which should be avoided, while Node B upgrade is needed.
3.
Conclusions
The placement of UP security functions in the Node B in case of flat evolved UTRAN architectures seems more viable than CN placement, because it is backward compatible from the UE point of view, distributes the processing load and avoids core network entities upgrade.
In on one hand the fulfilment of SA3 requirements should be verified, on the other hand the necessity of core network / application layer workaround due to a multi RAT (non 3GPP) environment should be taken into account.

Moreover backward compatibility should be considered as a cornerstone for any security solution.
3GPP


