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1 Introduction

Congestion free S1 interface is a working assumption in the LTE. However, congestion may still occur on a radio interface. Without proper handling mechanism this may lead to a blind packet discard with consequences to the network performance and user experience. Although bulk discard is not considered critical to ROHC, it is reasonable to avoid it as much as possible. For the ciphering avoidance of bulk discard is even more important, while HFN mismatch may occur and data become meaningless at the receiver. 
Blind discard also influences QoS. In [1] in-band discard eligibility signalling was proposed. In this paper we introduce some enhancements and outline ciphering and header issues. We believe intelligent discard in the eNB or aGW may be a solution for outlined problems.
2 Discussion

Header compression and mainly ciphering are vulnerable to blind bulk packet discard in the eNB. In the following two paragraphs we briefly describe compression and ciphering mechanisms. Next paragraphs bring our proposal for solution. 
2.1 Header compression
It is assumed that ROHC algorithm is expected to be used for the packet header compression in the LTE. ROHC compressor may operate in one of three states (i.e.  Initialization and Refresh (IR) state, First-Order (FO) and Second-Order (SO) state). 
In the IR state full packet headers are sent. This includes all static and non-static fields as well as some additional information. Once static information is correctly received in the receiver, compressor may move to the next state (FO) and transmit at higher compression rate.
In the FO state only few static fields are updated. Information about all dynamic fields is sent only rarely. This state is used when there is a change in the compression pattern or some inconsistencies with receiver are detected.

The highest compression rate is achieved in the SO state when compressed header is completely predictable based on the sequence number.

ROHC is capable of self-recovery. This decreases efficiency and increases bit-rate and therefore should be avoided.

2.2 Ciphering

Ciphering scheme used in UTRAN is likely to be used in the LTE as well. One of the ciphering algorithm parameters is a number which consists of long HFN and shorter SN numbers. SN is circulated and transmitted within each PDU. HFN is agreed between involved entities at the connection setup and incremented each SN cycle. (SN falls into the interval from 4 to 12 bits while HFN from 20 to 28.)
If one SN circle is skipped because of bulk discard, than HFN skip number occurs. Operator can not be aware of mismatch unless customer claims so. Therefore this HFN skip problem needs to be avoided.
2.3 Unintelligent discard in the eNB
When talking about ciphering or header compression the eNB acts only as an inter node agnostic of ongoing mechanisms. From the agreed architecture buffering is done only in the eNB. The aGW is assumed to be without buffer and only relays incoming data from the upper nodes. As already mentioned radio interface is a bottle neck in communication between the core network and the UE. Without any treatment data which can not be immediately transmitted are buffered until buffer is full or discarded if congestion continues.
There are two straight forward (not optimal) approaches how to avoid unintelligent discard in the eNB. The first is to mark in the aGW those packets which may be discarded (intelligent marking after compression). The second is to transmit only such amount of data which would not cause buffer overflow (discarding in the aGW before packets are compressed or ciphered).
2.3.1 Marking in the aGW and intelligent discarding in the eNB

Packets transmitted over the S1 interface may be marked in the aGW as discard eligible (DE). Only acceptable amount of packets (e.g in case of ciphering only packets which consequently follow in one SN cycle and are not at the beginning or end of this cycle) is marked. Even if eNB discarded all marked packets end of the SN cycle should be detectable in the UE. The same idea applies to the header compression, where full information packets (or those which signal change of the compression pattern) would be unmarked or marked as discard non eligible.
2.3.2 Discard in the aGW
Advantage of this solution is that packet discarding may be done above header compression and ciphering. Rate on the S1 interface from the aGW to the eNB may be decreased or increased according to radio conditions. Big drawback of this solution is that information about radio conditions is not fresh by the time it gets to the aGW or is not present at all. Frequent periodic reporting from the eNB is not acceptable too. The aGW is than not able to make proper decision on appropriate rate towards the eNB.
2.3.3 Combined approach - feedback information from the eNB
Constant marking in the aGW would introduce unnecessary additional delay and processing effort to the communication as well as increased bit-rate on the S1 interface. It may be expected that network operates under stable conditions most of the time. Therefore it is reasonable to trigger process of packet marking (or discarding) only if congestion is predicted. 

We propose signaling of congestion prediction by the eNB with BOP (Buffer Overflow Prediction) message in advance. This message with relevant parameter (“+” if load is growing) would be generated and signaled when buffer load in the eNB crosses certain threshold. By this the eNB predicts overflow and informs the aGW. After this message is received the aGW starts with intelligent packet marking with DE bits. The eNB is expecting marked packets and discards them if necessary. Once in the eNB’s buffer moves back below threshold level, BOP message with parameter “-“ is signaled and the aGW stops marking.
On the other site, if congestion continues and gets more serious, it may be assumed that marked packets are discarded anyway. Therefore discarding already in the aGW seems to be reasonable. This is triggered by another BOP message with “+” parameter, which is generated after next threshold is crossed. 
2.3.4 More thresholds

In the example described so far packets were either marked or discarded in the aGW. Only one thing was being done for certain time period. In the aGW during the normal operation 100% of incoming packets is forwarded. After the congestion is indicated, all relevant packets become marked. If congestion continues for longer time, fraction of discarded packets grows. 
With more thresholds discarded to marked ratios may be defined. For example after the first threshold is crossed 100% of relevant packets are marked. As congestion continues and the load in the buffer increases above the second threshold 80% of packets are marked and 20% discarded already in the aGW. Ratio related to the next threshold might be 60% to 40% etc. By this higher granularity may be achieved and system performance is optimized in better way.

3 Conclusion
Blind bulk packet discard was identified as a problem. We believe that approach with feedback information about congestion prediction and intelligent marking or discarding in the aGW is solution of this problem. 
Based on this discussion we suggest following to be standardized:

· The Buffer Overflow Prediction (BOP) message with parameters for the buffer load threshold crossing (“+”, “-“ which may be represented with 1 bit). This message is event triggered and signaled from the eNB to aGW.

· Marking of the packets with Discard Eligibility (DE) bit and appropriate field in the protocol data unit.
Reference
[1] 
3GPP, R3-060738, Nortel Networks, “Radio Congestion Handling and Flow control over S1”

















































































































Page 2 of 3



