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1 Introduction 

In the last RAN3#53 meeting first considerations regarding the control plane transport were discussed. The result of the discussions was a preference for the usage of SCTP/IP as control plane transport without any adaptation layer below the application part [2]. 

The aim of this paper is a deeper analysis of the preferred control plane transport option SCTP/IP and to concentrate how the SCTP layer would interact with an application signalling protocol. 

2 SCTP functions

2.1 Principles

A working assumption defined in the last meeting was that the reliability functionality is provided in the transport network layer for the c-plane. 
Based on several inputs SCTP/IP and on the application level eRANAP was discussed.

Regarding the signaling bearer characteristics both
· Connectionless: stateless connection  

· Connection-oriented: stateful, keep track of message exchange, logical connection is established prior to data transfer, a relation connection to subscriber is given
are required on the S1 interface. 

To ensure the signalling transport provides appropriate services to the application protocol (eRANAP), Service Access Points (SAPs) are defined. In analogy to the SAPs defined in [3] the following SAPs can be listed:

· General Control SAP

· Dedicated Control SAP

· Notification SAP

· MBMS SAP

Note, that the definition of SAP is a pure interface-modelling issue and not necessary per se.

3. Model for SCTP connections

3.1. Principles

Connection oriented service of the signalling transport layer (where SCTP is part of it) is required for the following cases: 
i. eNB initiated signalling connection establishment, individually per UE context

ii. MME/UPE initiated signalling connection establishment individually per UE context

It can be seen, that similar as on Iu, the SCTP connection establishment needs to be triggered from both the E-UTRAN side (i) as well as from the EPC side (ii). 

In principle SCTP both connection-oriented and connectionless procedures needs to be supported. 

3.2. SCTP association establishment 
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Figure 1: E-UTRAN initiated SCTP association establishment

The establishment of an association between SCTP endpoints (e.g. eNB and MME/UPE) comprises the following steps: (applicable for both the E-UTRAN (Figure 1) and EPC (Figure2) initating side)

· The “Initialisation” dialogue step in order to provide all possible IP addresses (one or more) to the peer entity. Both the initialisation and initialisation ACK chunk includes a verification tag (a random number), which allows the peer entity to verify that the SCTP packet belongs to a current association. 

· The endpoint selects one of the transport addresses as the “primary path”.

· After sending the Initialisation ACK a State Cookie is generated in the sending entity. Therefore parameters are included in the Initialisation ACK (message authentication code, time stamp, lifetime of the state cookie) to the peer entity. A different dialogue step between the eNB and the MME needs to be exchanged again. 

· A further message exchange seems to be required to setup a security association between the eNB and the MME to ensure network domain security. Whether this security step is necessary for NDS or the provided cookie mechanism SCTP offers could be used is ffs.

SCTP provides means for each SCTP endpoint to provide (association establishment) the other endpoint with a list of transport addresses (multiple IP addresses in combination with an SCTP port). This initialisation process should be completed before data transmission. 
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Figure 2: EPC initiated SCTP association establishment 

As a consequence the  “establishment association” is the pre-requisite dialogue (handshake) on SCTP level to ensure any further signalling message exchange between E-UTRAN (eNB) and EPC (MME, UPE) and vice versa, i.e. independent of the initiating side as highlighted in the Figures.

This fact makes it questionable, whether the SCTP association establishment dialogue fits into C-plane latency requirements for LTE.

Therefore the SCTP association establishment dialogue should be seen as the prerequisit for a basic, secured connection between two nodes (eNodeB and MME/UPE in this case) and not as the means to provide signalling connection establishment for individual UE context signalling on S1.

Either SCTP or layers above (SUA, eRANAP) need to provide the necessary transport service for individual UE context signalling. 

The “establishment association” on the S1 interface needs to be established in advance of any signalling activity between the E-UTRAN and the EPC (and vice versa), which needs to be already established at node setup or whenever a new S1 signalling connection is necessary. Otherwise such an establishment association needs to be established if s signalling message needs to be exchanged, which will cause a significant delay and doesn’t fulfil short protocol data transfer latencies. 

After the “establishment association”, SCTP is able to perform features, which are very important in the LTE/SAE architecture:  the usage of the multi homing feature is possible, the cookie mechanism provides a sort of protection against security attacks, reliability could be performed and detection of duplicated messages could be performed etc.

3.3 Utilising the SCTP association for user (UE context) individual signalling

This part of the contribution focuses on the relationship between the SCTP association and the user specific signalling connection. 
3.3.1. One SCTP association per user 

In solution foresees one SCTP association per user between the E-UTRAN and the EPC. 

In this solution the individual user could be differentiated on the S1 interface based on the SCTP port number. This would limit the number of users (per IP address) between a certain eNB and MME/UPE to 65536 (currenty liniltation within IANA) users, which might not be sufficient. 

3.3.2. One SCTP association for several users using stream identifier 

In this solution a SCTP association is established between eNB and the MME/UPE, but is used for several users. The differentiation between user specific signalling connections will be done based on the Stream Identifier field within the SCTP headers [see Figure]. In addition the Payload Protocol Identifier could be used to address user specific signalling connections. The specific stream identifier which defines a certain UE needs to be used in the SCTP control messages e.g. INIT, payload type DATA (see figure below). I.e, multiplexing of several users on one SCTP association is performed on SCTP layer.

In total 65536 Stream Identifiers are possible per SCTP association and consequently 65536 users are possible on one SCTP association, when a user specific signalling connection is linked to exactly one SCTP stream. 

In order to support more than 65536 users between eNB and MME/UPE more than one SCTP assocation has to be established.  Means have to be provided (implementation specific) that this is done well in advance to avoid C-plane latency on S1. For the application layer protocol the relation between SCTP assocation and user needs to be maintained as well. One SCTP entity in a peer entity is mapped to several AP part entities (see Figure 5). However a sort of identifier needs to be provided to the AP protocol to allow the differentiation in the AP part. 

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|   Type = 0    | Reserved|U|B|E|    Length                     |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                              TSN                              |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|      Stream Identifier S      |   Stream Sequence Number n    |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                  Payload Protocol Identifier                  |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

\                                                               \

/                 User Data (seq n of Stream S)                 /

\                                                               \

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Figure 3: SCTP payload type DATA
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-

|   Type = 1    |  Chunk Flags  |      Chunk Length             |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                         Initiate Tag                          |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|           Advertised Receiver Window Credit (a_rwnd)          |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|  Number of Outbound Streams   |  Number of Inbound Streams    |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

|                          Initial TSN                          |

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

\                                                               \

/              Optional/Variable-Length Parameters              /

\                                                               \

+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

       Figure 4: SCTP message type INIT

With respect to the MME and UPE split, and if the MM function is located in the MME and BC function is located in the UPE are separated, a SCTP association between eNB - MME and between eNB - UPE needs to be established. 

So, connection oriented signalling associations between the corresponding AP instances in eNodeB and MME/UPE can be managed with the stream identifier available in SCTP.
Connection less signalling could be managed by the allocation of a specific stream identifier which will be addressed for all connection less messages. Other means are possible and ffs.
3.3.3. One SCTP association for several users using signalling reference

 In this solution the differentiation between the different users in this solution is based on a signalling reference, which will defined by the AP protocol. I.e, multiplexing of several users on one SCTP connection is performed on AP layer (on S1 this is the eRANAP). The mechanism is shown in the figure:


[image: image3]
       Figure 5: Signalling reference in the AP

In order to distinguish between different users on one SCTP assocation the application protocol defines a signalling reference for the source and destination side (SSx, SDx). The application protocol foresees for each user on the same SCTP assocation an application part identity which will be associated with a signalling reference. A mechanism/function is needed in the application protocol to associate the SCTP chunk to the corresponding application entity. 

With respect to the MME and UPE split, and if the MM function is located in the MME and BC function is located in the UPE are separated, it needs to be investigated in which way a SCTP assocation between eNB - MME and between eNB - UPE has to be established. This might be dependent on the actual functional distribution between MME and UPE. 

Again, multiple SCTP assocations might be necessary, if the number space of the Signalling Reference is used up. 
So, connection oriented signalling associations between the corresponding AP instances in eNodeB and MME/UPE can be managed by AP means, i.e. it is expected that the AP messages have to contain the signalling reference. 

In order to distinguish connection less from connection oriented AP message, a specific indication could be signalled.

3.3.4. Comparison 

The different methods regarding the SCTP association and user specific signalling connection are compared on the table below:

	SCTP connection Association 
	Solution 3.3.1 
(per user)
	Solution 3.3.2 
(several users)
	Solution 3.3.3
(several users)

	User  Association based on (apart from IP address)
	SCTP port number
	SCTP port number + Stream Identifier (+ PPI)
	SCTP port number + Stream Identifier + Signalling reference

	Effort in the nodes
	High, maintenance of 65536  associations (worst case)
	Middle, less SCTP associations are assumed
	Middle, less SCTP associations are assumed

	Limitation
	65536 users between eNB and EPC through limitation of SCTP port number range
	65536 SCTP streams could be distinguished with one SCTP association only, but more SCTP association are possible (if PPI is used limitations practically not existing)
	65536 users could be distinguished with one SCTP stream only, but more SCTP associations are possible 

	SCTP protocol impact
	No impact
	Special handling of the Stream Id field in the TNL, association in SCTP chunks needs to be checked
	No impact on SCTP level

	AP protocol impact
	No impact 
	For each user a separate  AP entity is used based on Stream ID, no impact
	For each user a separate AP entity is used based on Signal. Ref. , a common AP entity is needed 

	Further functions needed?
	Due to the huge effort within the S1 nodes
	Yes, to map stream ID with AP entity
	No

	Recommendation
	Not recommended
	Possible
	Possbile

	Performance
	Big delay
	minimal
	minimal


4. Conclusion

The main issues which need to be discussed and where a sort of working assumption (agreement) should be defined are related to:

· The SCTP establishment association, which should be a pre-requisite step triggered from both the E-UTRAN and EPC side

· The relationship between the SCTP association and the user specific signalling connection.
It is proposed to capture the principles and the conncection-oriented SCTP associaton and the possible relation to a user specific signalling connection in the internal RAN3 TR and if agreeable in the stage 2 TS. 
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