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1 Introduction

SA2 provided RAN3 with the flow chart description for intra-LTE MME-UPE relocation (see [1]), in the combined MME-UPE case.
This contribution proposes to discuss the details related to the handling of the security and header compression handling during this procedure.

2 Intra-LTE MME-UPE relocation overview (from [1])
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Figure 1: Intra-LTE MME/UPE Relocation in Active mode

1)
The IP bearer service is established between the UE and the IASA via the MME/UPE1

2)
The eNB1 decides to initiates a handover to eNB2

3)
The eNB1 sends a Handover Required to the MME/UPE1.

4)
The MME/UPE1 selects a MME/UPE2 serving the eNB2 the UE is going to use and sends it a Handover Preparation Request, including the UE context information.

5)
The MME/UPE2 creates a UE context and sends a Handover Preparation Request to the eNB2. The eNB2 sends a Handover Preparation Confirm to the MME/UPE2. The bearer plane is established between eNB2 and MME/UPE2

6)
The MME/UPE2 sends a Handover Preparation Confirm to the MME/UPE1.

7)
Mean to minimize lost of data i.e. MME/UPE1 starts bi-casting to eNB1 and MME/UPE2 or data forwarding to MME/UPE2.

8)
The MME/UPE1 sends a Handover Command to the UE.

9)
The UE is detected at the eNB2.

10)
eNB2 sends a Handover Complete to the MME/UPE2. 

11)
The MME/UPE2 does a route update with the IASA.

12)
The MME/UPE2 informs MME/UPE1 of the Handover Complete and the possibility to release resources in previous access. MME/UPE1 now sends all downlink packets only to the MME/UPE2.

13)
The resource in the source system is released.
14)
The IP Bearer service is now established between the UE and the IASA via MME/UPE2.

Note that Step 11 above shows a proposal in case of PMIP/GTP solutions and it would be a route update directly between the UE and IASA in case of MIP use.

3 Discussion

3.1.1 AS

The RRC security algorithms are located in the eNodeB.

The source eNodeB and the target eNodeB may support different algorithms. It is assumed that the security keys are not changed during a handover (see [2]). The UE eNB context included in the Handover Required and Handover (Preparation) Request messages can contain the algorithms supported by the UE as well as the algorithms applied in the source eNodeB. The target eNodeB can use this information, its own capability and possible guidance from the aGW, to decide any possible change related to the RRC security algorithms to be applied in the target cell. Any change will be indicated in the Handover Command embedded in the Handover Preparation Confirm or Handover Response message. The source eNodeB will apply the security algorithms currently used in the source cell to handle the Handover Command message.

In DL, the target eNodeB might be allowed to re-initialize the security counters during MME-UPE relocation (to be confirmed). However, if the counter reset is not possible, some synchronization is needed between the source eNodeB and the target eNodeB to make sure that the counters values used for the last RRC message(s) (including the Handover Command) sent from the source eNodeB are known by the target eNodeB. Margins may be applied to the counters values to allow the transmission of pending or new DL NAS signalling messages. If the counters values are sent in the Handover Required and Handover (Preparation) Request messages, the source eNodeB may need to stop the RRC transmission during the handover preparation phase when the margins are reached and the remaining pending or new NAS signalling messages will not be sent to the UE (except after a handover failure). The handling of the RRC security counters would then be similar to the handling during SRNS relocation.

3.1.2 NAS control plane

PDCP security algorithms are applied to NAS signalling. The PDCP PDUs are carried over RRC. If RRC security algorithms are applied (to be confirmed), some NAS signalling messages queued in the source eNodeB during the handover preparation phase may not be sent to the UE, due to the RRC security counters synchronization described in section 3.1.1. The handover preparation phase may take some time, particularly when MME and UPE are not combined. This may impact ongoing SM procedures.

The source MME does not forward the DL NAS signalling messages towards the target MME. The source MME may stop sending the messages to the source eNodeB when it receives the Handover Required message, and add information about the security context (current algorithm, UE supported algorithms, PDCP security counters values used for the last NAS messages sent to the UE – if they cannot be reset) to the message before forwarding it to the target MME. If the target MME decides to change the security algorithm, an indication should be included in the Handover (Preparation) Request sent to the target eNodeB, which will include the information in the Handover Command message sent to the UE.

In UL, NAS signalling messages (ciphered at PDCP layer) may be queued in the RLC queue when the UE receives the Handover Command message. If the Handover Command message indicates a change of the security algorithm in the target cell, the UE must inform the PDCP layer. The handling of the NAS messages queued in the RLC queue may be complex, even more complex if some part of a NAS message has already been RLC acknowledged. The UL queue could be flushed, with some impact on the ongoing SM procedures.

3.1.3 User plane

The PDCP security and header compression algorithms are located in the UPE. The source UPE may need to send to the target UPE the PDCP security counters values (if they cannot be reset) and header compression contexts used for the last user data packets sent to the UE.

The target UPE may not support the PDCP security or header compression algorithm applied in the source UPE.

Mechanisms (bi-casting or data forwarding) must be specified to minimize the data loss during the UPE relocation.

If data forwarding is used in DL, the source UPE may stop sending the user data packets to the source eNodeB when it receives the Handover Required message, and add information about the PDCP context (including the PDCP counters values used for the last user data packets sent to the UE) to the message before forwarding it to the target UPE. If the target UPE decides to change the algorithms, an indication should be included in the Handover (Preparation) Request sent to the target eNodeB that will include the information in the Handover Command sent to the UE. As for the NAS signalling case, the PDCP configuration may not be E-UTRAN transparent if RRC messages carry PDCP configuration. DL data transmission will remain interrupted until the UE has completed the handover procedure. In UL, as for the NAS signalling case, the handling of the pending user data packets (already ciphered with the old algorithm at PDCP and queued at RLC) may be complex in case of ciphering algorithm change. Inter-layer mechanisms and PDCP buffering could be studied, or any solution that can solve similar network issue in DL during inter-system lossless mobility procedure, e.g. from E-UTRAN to UTRAN.

If bi-casting is used in DL, the source UPE may send to the target UPE packets that have been processed with algorithms not supported by the target UPE. The algorithm change would be performed in the target cell after the handover completion. This means that the first UL packets, handled with the algorithms supported by the source UPE, must be forwarded to the source UPE to be deciphered and decompressed. The target UPE will need to suspend the DL transmission, get the PDCP context from the source UPE, perform the PDCP reconfiguration (using XID-like control frames), resume the DL transmission and switch the data path towards the IASA. The impact of the interruption of data transmission may also affect the seamless performance.

4 Conclusion

This contribution presented details related to the MME-UPE relocation. It is proposed to discuss the applicability of data forwarding and bi-casting mechanisms and decide if both options shall be standardized for LTE. Any impact of the options on the protocol layers and EPC interface could be studied further and submitted to RAN2, CT1 and SA2.
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8. Handover Command























10. Handover Complete Detect











































9. Radio Bearer Establishment, UE detected by eNB2







13. Handover Complete (resource release) 
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11. Route Update/Bearer Request
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1. IP bearer service
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2. Handover Initiation UE in ACTIVE mode







































































12. Handover Complete (Resource release)
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Bearer path established between eNB2 and UPE2







5. Handover Request with eNB2 (UE eNB context)







7. Means to minimize  loss of data
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4. Handover Required (UE eNB context, eNB2 id, UE MM/SM Context)
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3. Handover Required (UE eNB context, eNB2 id)







14. IP bearer service via MME/UPE2







6. Handover Response












