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1. Introduction
This document clarifies relation between NDS/IP in network layer level and S1 Connectivity in RNL level.
It will be shown that the availability of S1 connectivity is not directly dependent to NDS/IP (IPsec).
2. NDS/IP for LTE
SAE internal document (S3-060564) explains that NDS/IP can be applied as the solution for network domain security in LTE. In NDS/IP, IPsec functionality will be utilized in an architecture described below.
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Fig. 1: NDS Architecture for IP-based protocols from TS 33.210

In the document, the following are captured:

· It is assumed that when aGW (MME/UPE) and eNB are in different security domain, NE A-1 may be an aGW(MME/UPE) and NE B-1 may be an eNB.
· SEG (Security Gateway) may be integrated into the NE or may be a standalone device.

· If several nodes are placed in the same trusted environment, then it may be advantageous to concentrate the security in a stand-alone device, i.e. SEG at the border of the trusted domain.

· The number of (semi-static) security association for NDS/IP on the S1-reference point between eNB and the core network will largely be determined by the number of eNBs.

Further in the last LS back from SA3 (R3-061002) regarding the key management between eNB and aGW(MME/UPE), it is stated that:
Regardless of which key establishment method is chosen, it will require the provisioning of pre-shared secrets or certificates in the eNodeBs and Network Elements. Hence, the limit is more likely to be dependent on the processing power in the Network Element which needs to look-up the security association for, and (un)protect each packet in the communication with each eNodeB.
3. NDS/IP and S1 Connectivity
By referring to [] and [], NDS/IP as a technology that provide security in a network layer level may be implemented as the following figure.
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Fig.2: NDS/IP architecture implementation

The figure assumes the following:
· IP backbone may be considered as one domain security: inside IP backbone links can be considered secured.
· SEG is located in the border of IP backbone network.

· Pre-shared keys (secrets) and/or certificates for IPsec functionality can be pre-configured between insecure links outside IP backbone network:
- between SEG and eNB
- between SEG in the border of IP backbone network and SEG from eNBs vicinity.
Hence, it does not have to be between each eNBs and MME/UPE(s)
· The pre-configuration of pre-shared keys (secrets) and/or certificates between SEG and SEG or between SEG and eNBs is an implementation matter.
Since the IPsec is a security protection for the network layer level, and provided that all insecure network layer links  connecting eNB and SEG in the border of IP backbone network are all pre-configured to be secure, the following can be deduced:

· it can be said that basically S1 connectivity in RNL level can be established between an eNB and an arbitrary aGW(MME/UPE) in the network. (shown in fig.2 by the pink line from eNB5 to MME/UPE pool2).
· Hence, S1 connectivity and NDS/IP configuration can be made independent.
· NDS/IP configuration will not add any additional delay to S1 connection establishment.
Although NDS/IP only covers for C-plane signalling, it should be noted that if it is decided that IPsec is also required for U-plane links, this independency between NDS/IP and S1 connectivity will also apply.
One caution point that needed to be also considered is the point regarding NDS/IP and IP Multicast.
The necessity to create point to point SA between end nodes (eNB and SEG) in NDS/IP may cause incapability of applying IP multicast in the routers within IPsec link between end node (eNB and SEG)
4. Conclusion and proposal
It was clarified that basically the availability of S1 connectivity is independent to NDS/IP configuration.

It is proposed to agree on the following:
- NDS/IP configuration and the availability of S1 connectivity are two independent matters.
- NDS/IP configuration shall be made as operator’s implementation matter. 
5. Reference
[1] S3-060504 “Updated version of “Rationale and track of security decisions in Long Term EvolvedRAN/3GPP System Architecture Evolution”
[2] R3-061002 “Reply LS to "Security aspects on S1 interface"”
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