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1 Introduction 
RAN3 TR 25.912 defines S1-C and X2-C RNL protocol functionality. In the present contribution we analyse the requirements on transport of X2-C RNL protocol messages based on the properties of primary functions and propose the signalling stack that fulfils requirements and introduces the least complexity.
2 S1-C and X2-C transport needs

The needs of S1-C and X2-C protocol transport could be classified in a multiple ways: 
a) Time-criticality;

b) Transfer reliability; and
c) Number of recipients of the same message.

Time-criticality is primarily related to the end-to-end service requirements like service setup-times, service continuity due to user mobility and up to some extent resource management. 
The transfer reliability is primarily related to resource reservation, modification and release procedures but also to protocol maintenance procedures. Considering that losses could occur on TNL, reliable transport also improves the delivery time. 
If the same message needs to be delivered to more than one node, transport network resource usage could be optimised using multi-casting (or broadcasting) provided that required message transfer capability on TNL is relatively low.

Table 1 below provides summary of required transport characteristics for S1-C and X2-C functions outlined in ‎[1].
Table 1 Required transport characteristics for S1 and X2 control plane functions
	S1-C/X2-C function
	Time-criticality
	Transfer reliability
	Multiple recipients

	S1-C: mobility functions
	Medium
	High
	No

	S1-C: connection management
	High
	High
	No

	S1-C: SAE bearer management
	Medium
	High
	No

	S1-C: paging
	Medium
	Medium
	Yes

	S1-C: NAS signalling transport
	High/Medium
	High/Medium
	No

	S1-C: MBMS support
	Medium
	High
	May be

	S1-C: interface management
	Low
	High
	No

	X2-C: mobility functions
	Medium
	High
	No

	X2-C: multi-cell RRM
	Medium
	Medium
	Yes

	X2-C: interface management
	Low
	High
	No


3 Transport layer protocol options

3.1 TCP based transport layer

TCP is a transport layer protocol that provides reliable transport. 3GPP has already studied possible usage of TCP for transport of control plane messages, see e.g. ‎[3], but it concluded that SCTP is better alternative as (among other reasons) the required reliable transport is on message level while TCP provides it on octet level. Therefore TCP as transport layer protocol for signalling transport is not studied again.
3.2 SCTP based transport layer
SCTP is a protocol that provides message level reliable non-duplicated transfer of user data with additional support for in-sequence delivery, network level fault tolerance, congestion avoidance and resistance to flooding and masquerade attacks. Considering those properties it is considered most suitable for transfer of messages that require reliable and/or time-critical point – to – point transport. 
SCTP protocol could also be used to deliver multi-cast -type messages provided that the actual multi-casting functionality is implemented on the layers above SCTP. Furthermore, the multi-casting functionality above SCTP might be required in SAE/LTE nodes because not all transport networks deployed support multi-casting on data link or network layer. Also the intensities of multi-cast control plane messages are expected to be relatively low compared to the total point-to-point traffic on S1 and X2 interfaces. Hence introduction of point – to – multi-point data transfer functionality on the particular transport network might not always be justified.
3.3 UDP based transport layer

UDP is a protocol that provides unreliable transfer of user data that also supports multi-casting. Although network and data link layer traffic management functions could be used to increase the probability of successful message delivery (provided that the packets are respectively labelled), it is not considered sufficient in case of high reliability data delivery is required. S1-C/X2-C message transport reliability could also achieved by using dedicated S1-C/X2-C “response” messages that can be time-supervised and if necessary re-transmitted. However S1-C/X2-C layer procedure time-supervision and message retransmission has number of limitations:

a) (congestion related) data loss and need for re-transmission of S1-C/X2-C messages is fairly common in access networks and hence time-critical procedures would require fast re-transmission mechanism;
b) it is difficult to provide fast re-transmissions as transmitting node does not only have to consider the message transfer time but also procedure execution time in the remote node;
c) it might result in increased complexity of S1-C/X2-C protocols as not all procedures, that require reliable transport, have necessarily built-in “acknowledgement” between the same pair of nodes.

Therefore it could be considered only as viable option for point – to – multi-point data transfer in case requirements on transfer reliability are relatively relaxed. Those functions could be:

a) paging that requires support for higher layer re-transmission due to possible data losses on the air interface;
b) multi-cell RRM where an eNodeB might multi-cast (periodically) resource usage reports that are valid only limited time and hence do not require reliable transport.
Point – to – multi-point data transfer capability on transport network layer for those two RNL functions could significantly reduce control plane load on SAE and LTE nodes respectively additionally to the reduced load on transport network itself. In case the used transport network does not have topology or/and functional support for point – to – multi-point data transfer on network or data link layer, the SAE and LTE nodes could provide point – to – multi-point data transfer functionality:

a) on a layer above UDP, i.e. integrated in SAE/LTE node; or
b) on network or data link layers where the necessary functionality could be integrated in SAE/LTE nodes or respective site infrastructure.

However any of the solutions for handling point – to – multi-point data transfer, while the transport network infrastructure does not support it, should be left for implementation.
3.4 Function dependent transport layer

Considering that the type of data transport required by transport network layer is highly dependent on the particular function, function dependent data transport could be used:

a) SCTP for all point – to – point procedures that additionally may require reliable and/or time-critical message transfer;
b) UDP for all point – to – multi-point procedures that have relatively relaxed requirements on message transfer reliability.

The downside of this approach would be the additional complexity SAE/LTE nodes as multiple protocol stacks have to be implemented in the nodes and configured by the operator.
4 Security considerations

The impact on S1-C and X2-C data transport is limited only to the procedures that could require integrity and/or confidentiality protection for reasons described in ‎[2]. Two alternatives are considered in ‎[2]:
a) network domain security;

b) transfer of keying material inside a subscriber/message context.
It should be noted that in case network domain security concept is used, the most cost-effective multi-casting point could be located between the secure network domains. Therefore the potential gains from point – to – multi-point data transfer are further dependent on security concept on S1-C and X2-C. 
5 Conclusion and proposal

Based on our analysis, we find that the usage of SCTP fulfils the requirements of S1-C and X2-C data transport for point – to – point procedures and could also be used in case of point – to – multi-point procedures provided that the multi-casting functionality is placed in SAE/LTE nodes above SCTP. However, considerable load reduction on SAE/LTE nodes could be achieved by utilizing point – to – multi-point capabilities of transport network layer for procedures that do not require reliable data transport on S1-C and X2-C. Although the transport network multi-casting functionality could not be always available, it is still proposed to use transport layer protocols dependent on the functionality:
a) SCTP for all point – to – point procedures; and

b) UDP for all point – to – multi-point procedures.

Hence the S1-C and X2-C protocol stacks would be as depicted on Figure 1.
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Figure 1 S1-C/X2-C protocol stack
Hereby we propose to add the protocol stack for S1-C/X2-C signalling transport as depicted on Figure 1 to chapters 9.3.1 and 9.3.2 in ‎[1].
6 References

[1] 3GPP TR 25.912

[2] “Rationale and track of security decisions in Long Term Evolved RAN/3GPP System Architecture Evolution”, S3-060564
[3] 3GPP TR 25.933

4/4
2006-08-22

_1217780666.doc

[image: image1]

S1-C/X2-C point – to – point transport







SCTP







Layer 1







IP







Layer 2







Layer 1







Layer 2







IP







UDP







S1-C/X2-C point – to – multi-point transport












